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This paper follows up on the agreement from CT1#104 on having a default set of access categories for use in access control in 5GS. This paper moves on to propose what this default set of access categories can be / are, and from there moves on to discuss and analyse the logic needed to determine the access category to associate to a request for RRC connection establishment
1.
General

In CT1#104, ZhangJiaJie, [1] was presented, discussed and the view of CT1 was that there need to be at least a minimum default set of access categories which has to be specified and thus be applicable and common to all UEs, networks and operators. 
i.e. the conclusion from [1]:-

· 1) In order to be able to support 5G AC for roaming subscribers, it is necessary to define a minimum default set of access categories.  ….., this default set can be defined in such a way that is can be used by an operator also for the own subscribers and covers most of the existing functionality (except for ACDC). CT1 should inform SA1 and RAN2 accordingly.
was adopted and this CT1 view was conveyed to SA1, RAN2 and SA2 in outgoing LS [3]. 
[1] outlined three possible ways to define access categories:-

(a) all access categories are defined in the specification, 
(b) all access categories are configurable (e.g. via OMA or NAS signalling), or
(c) a mixture of the 2 previous approaches (a) and (b)
From there [1] argued and suggested for approach (c). This is because approach (b) will be challenging given that present well-known use cases and existing requirements need to be met whilst different access categories in the MO (by different Operators) will result in choice of access category that does not meet the expectations of the serving PLMN. Moreover, in roaming scenarios, at initial access to a PLMN, there might not be any OMA data available or, in cases of initial access to a VPLMN, the inbound roamer's OMA configured access categories may not be to the VPLMN's "taste" or expectations.
Furthermore, with approach c), we can aim towards a "manageable" list size of standardised default set of access categories for used at initial registration. After initial registration, the serving PLMN can provide indications other related to well-known services tailoring those to fit home users or different inbound roamers.
So it is that we put forward 3 sets of access categories, namely:-

Set 1. A standardised default set of access categories, to be commonly called 
"default set of access categories".

Set 2. A set of access categories provided in L3 signalling messages by the serving PLMN to the UE at initial registration or registration updates. This set of access categories is to cover well-known services like IMS voice, IMS video, SMS. Let's called this set the "set of well-known access categories" or the "signalled set" of (well-known) access categories.

Set 3. A set of access categories provided through OMA DM. For that an OMA MO will have to be defined. As those access categories will be configured by individual Operators, let's call this the "configurable set" of access categories.
Note: It is not the intention of this paper to discuss the construct, contents and rules of this configurable set of access categories. This we leave for further studies.
2.
Discussion & Analysis

2.1
The default set of access categories
When CT1 indicated the need for a default set of access categories to RAN2 et al, CT1 indicated in [3] that as an example this default set could comprise of MO signalling, MO data, emergency, AC 11 to AC 15. Meanwhile in [1], it was argued that EAB should also be included in the default set of access categories.
The reasoning to include EAB goes back to why and for what, EAB was introduced. EAB was introduced as part of the work done for MTC to cope with mass signalling events. 

One of the scenarios then considered was that in a certain area of PLMN A goes out of service and UEs registered to that PLMN A try to register to other PLMNs available. (Note that devices used for MTC are often using a subscription from abroad so that they can register with any PLMN in the visited country.) To enable the other PLMNs to control the access by these new inbound roamers, specifically to enable the PLMNs to deprioritize inbound devices used for MTC without affecting the own 'normal' UEs, the networks can use EAB. Note that for this scenario, the UE configured for EAB was registered to PLMN A, so it may have some access control configuration information applicable for PLMN A (received from PLMN A or from its HPLMN), but typically the UE has not been registered to the new selected PLMN B before, so it can only rely on the default set of access categories. If this set does not include a category for EAB, then the new inbound roaming UE will use the access category for MO signalling. Thus the UE will get 'better' access conditions than e.g. a UE configured for EAB which is already registered to PLMN B and has received access control configuration information for PLMN B including the access categories for EAB. (Alternatively, if PLMN B activates access control for the access category MO signalling, then this will have a negative impact on all UEs in the PLMN.)
Thus we argue that EAB needs to be part of the default set of access categories – as then EAB will be considered at initial registration attempts even when the "signalled set" and the "configurable set" of access categories are not available or not yet known by the UE e.g. at the time the visited network was selected and before a registration attempt is made.
· Observation 1:
Having EAB in the default set of access categories would assist the visited and home PLMNs access control on initial registration attempts of low priority devices.
With that we can see a way to define and specify default set of access categories as in Table 2.1
	UE characteristic or type of access attempt
	Requirements to be met
	(match to)
Access Category

	UE of access class 11
	access class 11 applicable in selected PLMN 
	1

	UE of access class 12
	access class 12 applicable in selected PLMN
	2

	UE of access class 13
	 access class 13 applicable in selected PLMN
	3

	UE of access class 14
	access class 14 applicable in selected PLMN
	4

	UE of access class 15
	access class 15 applicable in selected PLMN
	5

	Emergency session
	UE is attempting access for an emergency session
	6

	UE of access class 0 to 9
(respond to paging)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is for MT access
	0

	UE of access class 0 to 9
(MO signalling)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is for MO signalling
	7

	UE of access class 0 to 9
(MO data)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is for MO data
	8

	UE of access class 0 to 9
(configured for EAB)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is subject to EAB with category a
	a1 (= EABa)



	UE of access class 0 to 9
(configured for EAB)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is subject to EAB with category b
(not in HPLMN/EHPLMN)
	a2 (= EABb)


	UE of access class 0 to 9
(configured for EAB)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is subject to EAB with category c
(neither in HPLMN/EHPLMN nor in most preferred VPLMN of visited country)
	a3 (= EABc)




Table 2.1 – default set of access categories
2.2
The signalled set of well-known access categories
The signalled set of well-known categories is meant for the serving PLMN to better tailor fit access categorization to access attempts. Whilst this can no doubt be done through the configurable set i.e. OMA MO, this well-known set allows flexible and efficient way for serving network to pick and categorize the access categories to fit certain deployed (basic) services such as MMTEL video, MMTEL voice, SMS. Using this, Operators can also cope with scenarios where the serving PLMN for whatever reason, cannot yet run – or choose not yet to run - OMA DM to configure the MO. Moreover, this would lessen the "size" and standardization work of the set of access categories.
· Observation 2:
To limit the specification effort of standardising too many default access categories and to give Operators flexibility in assigning/prioritising some well-known basic services, serving PLMN can signal a set of access categories to UEs.
To enable access categorization and access control for these well-known basic services, what the signalled information must contain are:-
· what are the well-known services;

· for these well-known services which are subject to access control and thus access attempts for those services need to be categorised;

· what are the respective access categories for these well-known service.
So for instance, if the well-known services that an Operator wants access control to be applied are MMTEL voice, MMTEL video, SMS, that serving PLMN needs to signal to the UE, some representation of Figure 2.2 has to be signalled or conveyed to the UE.
	AC for MMTEL Voice is supported 
	AC for MMTEL Video is supported
	AC for SMS is supported
	Access category to use for MMTEL Voice service
	Access category to use for MMTEL Video service
	Access category to use for SMS


Figure 2.2 – Representation of well-known services that are subject to access control and the access categories to be associated to these services.
Note: What is illustrated in Figure 2.2 is a logical representation. This paper makes no suggestion that what that figure shows is the way the required information is signalled by the serving PLMN to the UE.
How that information is packaged up, for instance, could be within an IE or a series of IEs, or via having some information broadcasted while others are signalled. These details are left for further discussion.

From the above, it is clear that Operators have the flexibility of setting the well-known services they want access control to apply and also what access categories the UEs have to associate those services to.
· Observation 3:
Flexibility is available for Operators to indicate only well-known services that they want to enable access control, as well as, the access category that they wish to assign to those services.
2.3
Process of determining access categories for RRC establishment requests
As analysed in C1-172976, there will be use cases where a request for RRC connection will need to be mapped to more than one access category. C1-172976, from its analysis is clear that if NAS merely selects the first access category that matches with the UE's characteristics and reason for access, that user's access attempt could end up being barred when it should not (e.g. the case of a UE has more than one special AC) or that user's access attempt might be allowed through when more detailed matching of the UE's other characteristics would have result in an access attempt being barred (e.g. not all the UE's EAB categories have been checked).
· Observation 4:
For a UE, choosing the first matching access category for use in access control checks, may result in wrong access control decision to that request for access. 
See also C1-172976,

So putting aside the configured set of access categories (i.e. the MO case), let's put together the two proposed sets of access categories given in Table 2.1 and Figure 2.2 and formulate the rules and conditions that need to be applied to derive at the access categories to be used for access control when upper layers request access to resources. The information of Table 2.1 and Figure 2.2 is captured in columns 2, 3 and 4 of Table 2.3.
As analysed one cannot stop checking other matching access categories upon detecting a matching access category. For instance, a UE having one or more of the special AC is attempting an emergency call. Another use case, a UE making a MO Call or wanting MO signalling could belong to one of the 3 EAB categories and there has to be an order to determining the access categories that applies if that UE wants to access for resources. Thus we need to create steps, an order of the processing rules with some precedence to do the checking for these possible multiple access categories. We make an attempt to explain this with the information provided in column 1 and 5 of Table 2.3.

	col 1
	column 2
	column 3
	column 4
	column 5

	processing rule #, order of processing
	UE characteristic or type of access attempt
	Requirements to be met
	If requirement is met,
Access Category found
	Further action

	1
	Response to paging
	Requested RRC connection is for MT access
	0 (= MT_acc)

	Note 1

This rule is to allow NAS to classify that the attempt is for response to paging. Our current understanding is that such an access attempt is not subject to access control and that the RAN will not broadcast barring parameters for "access category 0".

	
	
	
	
	

	2
	UE of access class 
0 to 9

(Emergency session)

	UE is attempting access for an emergency session
	6 (= emergency)
	Note 1

	3
	UE of access class 
11 – 15

(Emergency session)
	UE is attempting access for an emergency session and
is a UE configured to use AC11 – 15 in selected PLMN
	6 ( = emergency)
	regardless category found, goto rule 4

	
	
	
	
	

	4
	UE of access class 11
	access class 11 applicable in selected PLMN 
	1 (= AC11)
	regardless category found, goto rule 5

	5
	UE of access class 12
	access class 12 applicable in selected PLMN
	2 (= AC12)
	regardless category found, goto rule 6

	6
	UE of access class 13
	access class 13 applicable in selected PLMN
	3 (= AC13)
	regardless category found, goto rule 7

	7
	UE of access class 14
	access class 14 applicable in selected PLMN
	4 (= AC14)
	regardless category found, goto rule 8

	8
	UE of access class 15
	access class 15 applicable in selected PLMN
	5 (= AC15)
	regardless category found, goto rule 9

	9
	
	UE is a UE configured to use AC11 – 15 in selected PLMN
	
	Note 1

Rule 9 is created to allow exit from table. If no access categories found so far, continue to rule 10.

	
	
	
	
	

	10
	UE of access class 0 to 9
(configured for EAB)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is subject to EAB with category a
	a1 (= EABa)

Note 2.
	regardless category found, goto rule 11

	11
	UE of access class 0 to 9
(configured for EAB)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is subject to EAB with category b
(not in HPLMN/EHPLMN)
	a2 (= EABb)
Note 2
	regardless category found, goto rule 12

	12
	UE of access class 0 to 9
(configured for EAB)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is subject to EAB with category c
(neither in HPLMN/EHPLMN nor in most preferred VPLMN of visited country)
	a3 (= EABc)

Note 2
	regardless category found, goto rule 13

	
	
	
	
	

	13
	UE of access class 0 to 9
(access for MO MMTel voice call)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is for MO MMTel voice call 

or NAS signalling connection recovery during ongoing MO MMTel voice call
	b1 (= MO MMTel voice)

	If matching, stop.
Note3.

Else, goto next rule,



	14
	UE of access class 0 to 9
(access for MO MMTel video call)
	Requested RRC connection is for MO MMTel video call 

or NAS signalling connection  recovery during ongoing MO MMTel video call
	b2 (= MO MMTel video)

	If matching, stop.

Note 3.

Else, goto next rule,



	15
	UE of access class 0 to 9
(access for SMS or SMSoIP)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is for MO SMS or SMSoIP transfer

or NAS signalling connection  recovery during ongoing MO SMS or SMSoIP transfer
	b3 (= MO SMS and SMSoIP)

	If matching, stop.

Note 3.

Else, goto next rule,



	
	
	
	
	

	16
	UE of access class 0 to 9
(MO signalling)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is for MO signalling
	7 (= MO_sig)
	If matching, stop.

Note 3.

Else, goto next rule,



	17
	UE of access class 0 to 9
(MO data)
	UE belongs to an access class between 0 and 9.
Requested RRC connection is for MO data
	8 (= MO_data)
	If matching, stop.

Note 3.

Else, goto next rule,




Table 2.3 Rules and conditions for default and well-known set of access categories

Note 1 :
NAS stops further rule checking to determine other access categories. With one or more of the "matched" access categories found, NAS interfaces with RRC. 
Access control is passed if it is determined that access is allowed for any of the "matched" access categories.
Note 2:
Currently in LTE, the network will broadcast in SIB14 a single bitmap for AC 0 to 9 together with an indication whether this bitmap is applicable for EAB category 'a', 'b' or 'c'. The UE then needs to determine whether it belongs to the respective category and if yes, whether its own AC is affected by the barring. Note that the categories are defined so that each member of 'c' is also a member of 'b', and each member of 'b' is also a member of 'a', i.e., a) ( b) ( c).
For NR the information to be broadcasted by the network is FFS in RAN2. E.g. the network could broadcast parameters for all 3 categories, and if EAB is applicable only to 'b' and 'c', but not to 'a' (i.e. not to UEs which are in their HPLMN or EHPLMN), then the network could set the barring parameters for 'b' and 'c' to the same values, and the barring parameters for 'a' to values which guarantee a 'pass'. A UE configured for EAB would then need to determine the 'highest' category of which it is a member (where 'a' < 'b' < 'c'), and map this highest category (e.g. 'b') to an access category which is then used for the access control check. If the network broadcasts parameters for only one category, e.g. 'b', the exact solution is FFS, but it will probably require some additional information exchanged between NAS and AS or broadcasted by the network.
Note 3:
NAS stops further rule checking to determine other access categories. With one or more of the "matched" access categories found, NAS interfaces with RRC
Access control is passed if it is determined that access is allowed for all of the "matched" access categories
· Observation 5:
A set of rules, or setting order of checking for access categories, can ensure the NAS has systematically checked for all possible access categories to be associated for a request for access (for both standardized and configurable set).
It has to be noted that we do not suggest that Table 2.3 is exhaustive. Just as an example the following have yet to be considered:-

· high priority MMTEL voice and high priority MMTEL video, i.e. SSAC for AC 11 to 15.
Note: 
It should be noted that present day access control for MMTEL services in connected mode can be supported by the framework described above and in Table 2.3;

· the interplay between the rules and precedence of Table 2.3 with entries in the MO of the configurable set of access categories.

It is also not suggested that the value of the access category (i.e. column 4 of Table 2.3), is as shown. The exact value to be used has to be worked out in cooperation with RAN2 to tie in with the corresponding broadcasted information.

· Observation 6:
Present day access control for MMTEL services in connected mode can be supported in the above proposed solution for access categorization.
3.
Conclusion and way forward
In the above, we have set out a way to define a set of default access categories and also a way to provide a set of well-known/signalled access categories. For the set of configurable access categories, that configurable set and its rules are FFS, but the principles laid down here is applicable although rule process would need to be extended. i.e. the framework here can be applied when CT1 concludes on the configurable set of access categories
The above has also shown a way to systematically process a request for access from upper layers and determine out of that all matched access categories that need to be associated with that request for access.
Note: Further work on this process need to be done when work on the set of configurable access categories progress sufficiently.

We proposed that the above concepts and principles be captured in a pCR so that those can be documented in TR 24.890, so that there is a base to do further work on categorising access control. For that we have a proposed pCR in C1-172978.
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