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Background
NG RILTE is currently investigating interoperability issues raised by its members with the intent to provide recommended solutions (including clarifications and /or changes to existing specifications both within and external to NG RILTE) to facilitate VoLTE deployment. 
One such issue raised was with regard to the handling of TCP-RESETs when re-using an existing TCP connection for a subsequent SIP dialog resulting in voice call failures or UEs performing CSFB unexpectedly as a result. This LS is intended to bring this issue to the attention of CT1 for consideration. 
Details
In the observed scenario, the TCP connection (between the UE and P-CSCF) remains up for an implementation-specific time after the SIP session termination. The following issue has been observed when this existing TCP connection is attempted to be re-used on a new SIP session :- 
· Both the UE and the P-CSCF have the option to close the TCP socket at any time after the SIP dialog completes.
· In the observed scenario, the UE keeps the TCP socket open and the P-CSCF closes the TCP socket based on a timer, but the TCP-FIN message sent from the P-CSCF is lost due to the wireless environment leading to a state-mismatch for the TCP socket between the UE and the P-CSCF.
· When the UE attempts to re-use the existing TCP connection for a new session (SIP INVITE), it receives a TCP-RESET from the P-CSCF which causes the SIP dialog to fail. As per IETF RFC 3261 section 8.1.3.1, the TCP connection failure is treated by the UE as a SIP 503 (Service Unavailable) response. UEs have been observed where either the call fails and is not re-tried without user intervention, or CSFB is automatically triggered on the re-attempt. 
Since the UE and P-CSCF each close the TCP socket based on an implementation-specific timer and the TCP-FIN message may be lost, there is a chance that the initial SIP message sent on an existing TCP connection will receive a TCP-RESET from the remote party.
The handling of a TCP-RESET in response to a SIP INVITE by a UE or P-CSCF is unclear. IETF RFC 3261 says that it must be treated as a SIP 503 response, but there does not seem to be any text that describes how a SIP 503 response (without Retry-After header) should be handled. The observed behaviours of the UE of triggering CSFB or failing the call on receipt of the TCP-RESET seem questionable. Instead, RILTE would recommend initially attempting the establishment of a new TCP connection in the event of getting the TCP-RESET message. If the TCP connection cannot be re-established, then CSFB could potentially be invoked. 
The case that TCP-RESET is received when attempting to establish a TCP connection for the first time is not part of this use case.
 
Actions
3GPP CT1 is kindly requested 
· to consider the issue and provide any feedback/comments on the RILTE recommendation of attempting by the UE to establish a new TCP connection when a TCP-RESET is received on an existing TCP connection; and
· to indicate whether any modifications are needed to any of their specifications to provide further clarification on the correct UE behaviour.
Next meetings
RILTE #54 – Date TBD – Conf call
RILTE #55 – 2nd November 2016 in Sapporo, Japan
							


image1.jpeg




image2.jpeg
GSMA.





