Page 1



3GPP TSG-CT WG1 Meeting #105
C1-172811
Krakow (Poland), 21-25 August 2017
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	24.482
	CR
	0011
	rev
	-
	Current version:
	14.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Subclause 4.1 updates and reference corrections

	
	

	Source to WG:
	Motorola Solutions, Inc., Airwave

	Source to TSG:
	C1

	
	

	Work item code:
	MCImp-eMCPTT-CT, MCImp-MCVIDEO-CT, MCImp-MCDATA-CT
	
	Date:
	2017-06-22

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-14

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Subclause 4.1 needs updating for token exchange, corrections for missing reference definitions, incorrect references to TS 33.180

	
	

	Summary of change:
	Adding reference definitions for TS 24.281 and 24.282 and token exchange updates to subclause 4.1.

	
	

	Consequences if not approved:
	Confusion on the part of implementers increasing the probability of incorrect implementations.

	
	

	Clauses affected:
	2, 4.1, 6.2.3, 6.3.2, 6.3.3

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***** Next change *****
2
References
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-
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-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[2]
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[3]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE".

[4]
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".
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"OpenID Connect Core 1.0 incorporating errata set 1".
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W3C.REC-html401-19991224: "HTML 4.01 Specification”.
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3GPP TS 23.379: "Functional architecture and information flows to support mission critical communication services".
[9]
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[10]
IETF RFC 2818: "HTTP Over TLS".
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3GPP TS 24.483: "Mission Critical Services (MCS) Management Object (MO)".
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IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
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3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".
[16]
3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".

[17]
3GPP TS 33.180: "Security of the Mission Critical Service".

[18]
draft-ietf-oauth-token-exchange-07: "OAuth 2.0 Token Exchange".

Editor's Note: The above document cannot be formally referenced until it is published as an RFC.

[19]
IETF RFC 7523: "JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants".

[20]
IETF RFC 7159: "The JavaScript Object Notation (JSON) Data Interchange Format".
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3GPP TS 24.281: "Mission Critical Video (MCVideo) signalling control; Protocol specification".

[22]
3GPP TS 23.282: "Mission Critical Data (MCData) signalling control; Protocol specification".
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4.1
Identity management

The Identity Management functional model for MC services is shown in figure 4.1-1 below and consists of the identity management server located in the common services core and the identity management client located in the MC UE. The IdM server and the IdM client in the MC UE establish the foundation for MC services user authentication and user authorisation.

[image: image1.emf]CSC-1

Common services core

Identity management server

MC UE

Identity management client


Figure 4.1-1: Functional model for MC services identity management

The CSC-1 reference point, between the IdM client in the UE and the Identity Management server, provides the interface for user authentication. CSC-1 supports OpenID Connect Core 1.0 [6] and IETF RFC 6749 [5].

The OpenID Connect profile for MC services is implemented as described in 3GPP TS 33.180 [17]. The MC services user authentication, the MC services user authorisation, the OpenID Connect Core 1.0 [6] and the OpenID Connect profile described in 3GPP TS 33.180 [17] for MC services forms the basis of the MC services identity management architecture.
Subclause 6.2.1 and subclause 6.3.1 describes the procedures for the MC services user authentication. OIDC is flexible with respect to the user authentication mechanism used. As 3GPP TS 33.180 [17] has indicated that username and password authentication is mandatory to support, that mechanism is included in subclause 6.2.1 and subclause 6.3.1, although other mechanisms are possible.

When the MC services user is authenticated, the procedure will provide an id token, an access token and a refresh token, which are all described in 3GPP TS 33.180 [17]. The access token is scoped to the services the MC services user is authorised for, e.g., group management services, key management services and MC services. The access token will be utilized for MCPTT service authorisation, MCData service authorisation and MCVideo service authorisation as documented in 3GPP TS 24.379 [12], 3GPP TS 24.282 [22] and 3GPP TS 24.281 [21] respectively.
After an MC service user has obtained an access token from their home IdM server, they can acquire a security token from their home IdM server by means of the procedures of subclause  6.2.2, subclause 6.3.2. The security token can be used to acquire an access token from the IdM server of a partner system to allow access to resources in the partner system's domain by means of the procedures of subclause 6.2.3 and subclause 6.3.3.
***** Next change *****
6.2.3
Token request to a partner system IdM server

Upon an indication from the MC service client to acquire an access token from a partner IdM server to authorise the MC service user to access the resources of a partner system, the IdM client:
1)
shall obtain a valid security token appropriate for inclusion in a Token Request message to be sent to the targeted partner IdM server by the procedures specified in subclause 6.2.2 if the IdM client has not already done so; and

2)
shall generate a Token Request message as specified in the OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall establish a TLS tunnel to the configured URL of the token endpoint of the partner system IdM server as specified in the MC service user profile MO with the following clarifications:

i)
for MCPTT, use the token endpoint defined in the "/<x>/<x>/OnNetwork/GroupServerInfo/IDMSTokenEndpointList/<x>/Entry/IDMSTokenID" leaf node as defined in the MCPTT service user profile MO 3GPP TS 24.483 [11];

ii)
for MCData, use the token endpoint defined in the "/<x>/<x>/OnNetwork/MCDataGroupList/<x>/Entry/IdMSTokenEndPointList/<x>/IdMSTokenEndPoint" leaf node as defined in the MCData service user profile MO 3GPP TS 24.483 [11]; and

iii)
for MCVideo, use the token endpoint defined in the "/<x>/<x>/OnNetwork/MCVideoGroupList/<x>/Entry/IdMSTokenEndPointList/<x>/IdMSTokenEndPoint" leaf node as defined in the MCVideo service user profile MO 3GPP TS 24.483 [11];

NOTE 1:
The specific IDM token endpoint can be found by finding the server information for a particular MC service group.

NOTE 2:
The specific IDM token endpoint can also be found in the respective MC service user profile document (see 3GPP TS 24.483 [11]) in the parameters corresponding to those identified in steps i), ii) and iii) above.

b)
shall generate an HTTP POST request method according to IETF RFC 2616 [4] including in the entity body the following parameters using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]:

i)
the grant_type parameter set to value of "urn:ietf:params:oauth:grant-type:jwt-bearer" as specified in subclause B.6.4 of 3GPP TS 33.180 [17] and IETF RFC [19]; and

ii)
all other required parameters specified in subclause B.6.4 of 3GPP TS 33.180 [17]; and

c)
shall send the HTTP POST request method towards the token endpoint of the partner system IdM server.

***** Next change *****
6.3.2
Token exchange procedure

Upon receipt of a Token Exchange Request message as specified in draft-ietf-oauth-token-exchange [18] via a secure TLS tunnel between the identity management client and the token endpoint of the IdM server, the IdM server:

1)
shall validate the received Token Exchange Request message as specified in draft-ietf-oauth-token-exchange [18];

2)
shall generate a Token Exchange Response message as specified in draft-ietf-oauth-token-exchange [18] and IETF RFC 6749 [5] with the following clarifications:
a)
shall generate an HTTP 200 (OK) response to the received Token Exchange Request message according to IETF RFC 2616 [4]; and 

b)
include the parameters specified in subclause B.6.3 of 3GPP TS 33.180 [17] serialized into a JavaScript Object Notation (JSON) structure as specified in draft-ietf-oauth-token-exchange [18] and IETF RFC 7159 [20]; and

3)
shall send the HTTP 200 (OK) response towards the IdM client.

***** Next change *****
6.3.3
Token request from an IdM client to a partner system

Upon receipt of an OIDC Token Request message via a secure TLS tunnel established between the identity management client and the token endpoint of the IdM server, the IdM server:
1)
shall validate the Token Request message and the included access token and if valid shall generate a Token Response message as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

NOTE:
The access token referred to in step 1) is the security token provided by the home IdM server by the procedures of subclause 6.3.2.
a)
shall generate an HTTP 200 (OK) response according to IETF RFC 2616 [4];

b)
shall include an id_token, access_token and refresh_token and MCPTT ID as specified in 3GPP TS 33.180 [17]; and

c)
shall include the other required parameters as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5]; and

2)
shall send the HTTP 200 (OK) response towards the IdM client.
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