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5.x
WLCP bearer setup procedure

5.x.1
General

The purpose of the WLCP bearer setup procedure is to establish a dedicated WLCP bearer with specific bearer level QoS and TFT between the UE and the TWAN. The WLCP bearer setup procedure is initiated by the TWAG if:

-
the UE is connected to a trusted WLAN using the multi-connection mode (MCM); 

-
the TWAG receives from the PDN GW a Create Bearer Request message that includes TFT and S2a bearer level QoS parameters; and

-
both the UE and TWAG support multiple bearer PDN connectivity and default WLCP bearer identity has been assigned during PDN connection establishment. 

5.x.2
Procedure description
5.x.2.1
WLCP bearer setup procedure initiated by the TWAG
The TWAG shall initiate the WLCP bearer setup procedure by sending a WLCP BEARER SETUP REQUEST message to the UE, start the timer T3587, and enter the state WLCP BEARER CONTEXT ACTIVE PENDING (see figure 5.x.2.1.1).
The TWAG shall include the PDN connection ID in the WLCP BEARER MODIFY REQUEST message to indicate the associated PDN connection for which the WLCP bearer is to be created.
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Figure 5.x.2.1.1: WLCP bearer setup procedure
5.x.2.2
WLCP bearer setup procedure accepted by the UE
Upon receipt of the WLCP BEARER SETUP REQUEST message, the UE shall check the received TFT before taking it into use, send a WLCP BEARER SETUP ACCEPT message and enter the state WLCP BEARER CONTEXT ACTIVE. The WLCP BEARER SETUP ACCEPT message shall include the WLCP bearer identity. The UE shall use the received TFT to apply mapping of uplink traffic flows to the WLCP bearer and shall treat any packet filter without explicit direction as being bi-directional.
Upon receipt of the WLCP BEARER SETUP ACCEPT message, the TWAG shall stop the timer T3587 and enter the state WLCP BEARER CONTEXT ACTIVE.
5.x.2.3
WLCP bearer setup procedure not accepted by the UE
Upon receipt of the WLCP BEARER SETUP REQUEST message, the UE may reject the request from the TWAG by sending a WLCP BEARER SETUP REJECT message. The UE shall include the WLCP bearer identity and a cause IE indicating the reason for rejection in the WLCP BEARER SETUP REJECT message.

The cause typically indicates one of the following cause values:

#26:
insufficient resources;

#31:
request rejected, unspecified;

#41:
semantic error in the TFT operation;

#42:
syntactical error in the TFT operation;

#43:
invalid EPS bearer identity;

#44:
semantic error(s) in packet filter(s);

#45:
syntactical error(s) in packet filter(s); or

#95 – 111:
protocol errors.

Editor's Note: (WID: VoWLAN-CT, CR#0046): It is FFS how the UE checks the TFT in the request message.

Upon receipt of the WLCP BEARER SETUP REJECT message in state WLCP BEARER CONTEXT ACTIVE PENDING, the TWAG shall abort the WLCP bearer setup procedure, stop the timer T3587, if the timer is running, and enter the state WLCP BEARER CONTEXT INACTIVE.
5.x.3
Abnormal cases in the UE

Editor's note (WID: VoWLAN-CT, CR#0046): Abnormal cases in the UE is FFS.
5.x.4
Abnormal cases in the TWAG
Editor's note (WID: VoWLAN-CT, CR#0046): Abnormal cases in the TWAG is FFS.
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7.xx
Bearer setup request
7.xx.1
Message definition

This message is sent by the TWAG to the UE to request activation of a WLCP bearer for the given PDN connection. See table 7.xx.1.1.

Message type:
BEARER SETUP REQUEST

Significance:

dual

Direction:


network to UE

Table 7.xx.1.1: BEARER SETUP REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	WLCP bearer setup request message identity
	Message type
8.2
	M
	V
	1

	
	WLCP bearer identity
	WLCP bearer identity
8.xy
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

8.yz
	M
	V
	1/2

	
	PDN connection ID


	PDN connection ID
8.9
	M
	V
	1

	
	Bearer level QoS
	EPS quality of service
8.yx
	M
	LV
	2-14

	
	TFT
	Traffic flow template
8.yy
	M
	LV
	2-256

	27
	Protocol configuration options
	Protocol configuration options
8.7
	O
	TLV
	3-253


7.xx.2
Protocol configuration options
This IE is included in the message when the UE or the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
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7.xy
Bearer setup accept
7.xy.1
Message definition

This message is sent by the UE to the TWAG to acknowledge activation of a WLCP bearer context associated with the given PDN connection ID. See table 7.xy.1.1.

Message type:
BEARER SETUP ACCEPT

Significance:

dual

Direction:


UE to TWAG

Table 7.xy.1.1: BEARER SETUP ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	WLCP bearer setup accept message identity
	Message type
8.2
	M
	V
	1

	
	Procedure transaction identity
	Procedure transaction identity
8.3
	M
	V
	1

	
	WLCP bearer identity
	WLCP bearer identity
8.xy
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

8.yz
	M
	V
	1/2

	27
	Protocol configuration options
	Protocol configuration options
8.7
	O
	TLV
	3-253


7.xy.2
Protocol configuration options
This IE is included in the message when the UE or the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
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7.xz
Bearer setup reject
7.xz.1
Message definition

This message is sent by the UE to the TWAG to reject creation of a WLCP bearer for the given PDN connection. See table 7.xz.1.1.

Message type:
BEARER SETUP REJECT

Significance:

dual

Direction:


UE to TWAG

Table 7.xz.1.1: BEARER SETUP REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	WLCP bearer setup reject message identity
	Message type
8.2
	M
	V
	1

	
	Procedure transaction identity
	Procedure transaction identity
8.3
	M
	V
	1

	
	WLCP bearer identity
	WLCP bearer identity
8.xy
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

8.yz
	M
	V
	1/2

	
	Cause
	Cause
8.11
	M
	V
	1

	27
	Protocol configuration options
	Protocol configuration options
8.7
	O
	TLV
	3-253


7.xz.2
Protocol configuration options
This IE is included in the message when the UE or the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
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8.2
Message type

The message type octet is the first octet in a WLCP message. Table 8.2.1 defines the value part of the message type IE used in the WLCP protocol. Bit 6 to 7 are coded as "01" indicating it is a WLCP message.
Table 8.2.1: Message types for WLCP
	Bits
	
	

	7
	6
	5
	4
	3
	2
	1
	0 

	
	

	1
	0
	-
	-
	-
	-
	-
	-

	
	WLCP messages

	1
	0
	0
	0
	0
	0
	0
	1
	
	PDN connectivity request

	1
	0
	0
	0
	0
	0
	1
	0
	
	PDN connectivity accept

	1
1
	0
0
	0
0
	0
0
	0
0
	0
1
	1
0
	1
0
	
	PDN connectivity reject
PDN connectivity complete


	1
	0
	0
	0
	0
	1
	0
	1
	
	PDN disconnect request

	1
	0
	0
	0
	0
	1
	1
	0
	
	PDN disconnect accept

	1
	0
	0
	0
	0
	1
	1
	1
	
	PDN disconnect reject


	1
	0
	0
	0
	1
	0
	0
	0
	
	PDN modification request

	1
	0
	0
	0
	1
	0
	0
	1
	
	PDN modification accept

	1
	0
	0
	0
	1
	0
	1
	0
	
	PDN modification reject

	1
	0
	0
	0
	1
	0
	1
	1
	
	PDN modification indication



	1
	0
	0
	1
	0
	0
	0
	1
	
	WLCP bearer setup request

	1
	0
	0
	1
	0
	0
	1
	0
	
	WLCP bearer setup accept

	1
	0
	0
	1
	0
	0
	1
	1
	
	WLCP bearer setup reject


	1
	0
	1
	0
	1
	0
	0
	0
	
	Status
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8.10
User plane connection ID

The purpose of the user plane connection ID is to identify the user plane for one PDN connection between the UE and the TWAG.
The user plane connection ID value is the MAC address of the TWAG with a length of 6 octets. The MAC address is defined in subclause 8 of IEEE Std 802 [6].
The user plane connection ID information element is coded as shown in figure 8.10.1.

	7
	6
	5
	4
	3
	2
	1
	0
	

	User plane connection ID IEI
	octet 1

	User plane connection ID value
	octet 2

	
	

	
	octet 7


Figure 8.10.1: User plane connection ID information element

8.yx
EPS quality of service

See subclause 9.9.4.3 in 3GPP TS 24.301 [5].
8.yy
Traffic flow template

See subclause 10.5.6.12 in 3GPP TS 24.008 [4].

8.yz
Spare half octet
See subclause 9.9.2.9 in 3GPP TS 24.301 [5].
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9
List of system parameters
9.1
Timers

Table 9.1.1: WLCP timers – UE side

	TIMER
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON THE
1st, 2nd, 3rd, 4th EXPIRY (NOTE 1)

	T3582
	8s
	PROCEDURE TRANSACTION PENDING
	PDN CONNECTIVITY REQUEST sent
	PDN CONNECTIVITY ACCEPT received or PDN CONNECTIVITY REJECT received
	Retransmission of the same message

	T3592
	6s
	PROCEDURE TRANSACTION PENDING
	PDN DISCONNECT REQUEST sent
	PDN DISCONNECT ACCEPT received or PDN DISCONNECT REJECT received
	Retransmission of the same message

	Tw1
	NOTE 2
	PDN CONNECTIVITY PENDING or SCM_RESPONSE (defined in 3GPP TS 24.302 [3]) reception
	PDN CONNECTIVITY REJECT with a timer value for Tw1 received, SCM_RESPONSE (defined in 3GPP TS 24.302 [3]) with a timer value for Tw1 received 
	PDN DISCONNECT REQUEST with cause #39 "reactivation requested"
	None

	T3586
	8s
	PROCEDURE TRANSACTION PENDING
	PDN MODIFICATION REQUEST sent
	PDN MODIFICATION ACCEPT received or PDN MODIFICATION REJECT received
	Retransmission of the same message

	NOTE 1:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.
NOTE 2:
The value of this timer can be provided by the network operator when a request to activate a PDN connection is rejected by the network with a certain cause or when a request to activate a PDN connection in single-connection mode (defined in 3GPP TS 24.302 [3]) is rejected by the network with a certain cause.


Table 9.1.2: WLCP timers – TWAG side

	TIMER
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON THE
1st, 2nd, 3rd, 4th EXPIRY (NOTE 1)

	T3585
	8s
	PDN CONNECTIVITY PENDING

PROCEDURE TRANSACTION PENDING
	PDN CONNECTIVITY ACCEPT sent
	PDN CONNECTIVITY COMPLETE received 
or PDN CONNECTIVITY REJECT received 
	Retransmission of the same message

	T3595
	8s
	PDN DISCONNECT PENDING

PROCEDURE TRANSACTION PENDING
	PDN DISCONNECT REQUEST sent
	PDN DISCONNECT ACCEPT received
	Retransmission of the same message

	T3586
	8s
	PROCEDURE TRANSACTION PENDING
	PDN MODIFICATION REQUEST sent
	PDN MODIFICATION ACCEPT received or PDN MODIFICATION REJECT received
	Retransmission of the same message

	T3587
	8s
	WLCP BEARER CONTEXT ACTIVE PENDING
	WLCP BEARER SETUP REQUEST sent

	WLCP BEARER SETUP ACCEPT received or WLCP BEARER SETUP REJECT received
	Retransmission of the same message


	NOTE 1:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.


Annex A (informative):
Cause values for WLCP protocol

A.1
Causes related to nature of request

For the purposes of the present document, causes related to nature of request defined in subclause Annex B.1 of 3GPP TS 24.301 [5] apply.

A.2
Protocol errors (e.g., unknown message) class

For the purposes of the present document, causes related to nature of request defined in subclause Annex B.2 of 3GPP TS 24.301 [5] apply except the following causes which are redefined for WLCP protocol:

Cause #43 – Invalid WLCP bearer identity


This cause is used by the TWAG or the UE to indicate that the WLCP bearer identity value provided to it is not a valid value for the received message or the PDN connection ID provided in the request is not active.

Annex B (Informative):
IANA UDP port registration form
This annex contains information to be provided to IANA for WLCP UDP port registration. The following information are to be used to register WLCP user port number and service name in the "IANA Service Name and Transport Protocol Port Number Registry" and specifically "Service Name and Transport Protocol Port Number Registry". 

	Resources required
	Port number and service name

	Transport Protocols
	UDP

	Service Code
	

	Service Name
	wlcp

	Desired Port Number
	

	Description
	Wireless LAN Control plane Protocol (WLCP) is a 3GPP control protocol used by the User Equipment (UE) for access to the Evolved Packet Core via trusted Wireless Local Area Network. It enables the management of the Packet Data Network (PDN) connections between the User Equipment (UE) and the Trusted WLAN Access Gateway (TWAG).

Wireless LAN Control plane Protocol (WLCP) uses UDP as a transport protocol.

	Reference
	3GPP TS 24.244

	Defined TXT keys
	N/A

	If broadcast/multicast is used, how and what for?
	Neither broadcast, nor multicast are used.

	If UDP is requested, please explain how traffic is limited, and whether the protocol reacts to congestion.
	At maximum a few WLCP messages per seconds are expected in communication between a given User Equipment (UE) and a given Trusted WLAN Access Gateway (TWAG). 

Wireless LAN Control plane Protocol does not support any reaction to congestion.

	If UDP is requested, please indicate whether the service is solely for the discovery of hosts supporting this protocol.
	Wireless LAN Control plane Protocol is not used solely for discovery of hosts supporting this protocol.

	Please explain how your protocol supports versioning.
	Wireless LAN Control plane Protocol does not support versioning.

	If your request is for more than one transport, please explain in detail how the protocol differs over each transport.
	N/A

	Please describe how your protocol supports security. Note that presently there is no IETF consensus on when it is appropriate to use a second port for an insecure version of a protocol.
	Wireless LAN Control plane Protocol does not support security. It relies on the security mechanisms of the lower layers, including EAP-AKA’ authentication and IEEE 802.1x encryption.

	Please explain why a unique port assignment is necessary as opposed to a port in range (49152-65535) or existing port.
	An assigned User Port would make network management easier. It is possible that packets containing WLCP messages need to traverse several firewalls of the network operator during the signalling exchange between the User Equipment (UE) and the Trusted WLAN Access Gateway (TWAG). The firewalls of the network operator are configured to discard packets other than those containing the WLCP messages and other than those authorized by the WLCP messages. If a dynamic ephemeral port is used for WLCP messages, the firewall configuration needs to be updated whenever a new port starts being used for WLCP messages in the Trusted WLAN Access Gateway (TWAG).

An assigned User Port would make roaming agreements between network operators easier. If a dynamic port is used, each operator will need to provide the port number used by its TWAG to other operators, then the home operator needs to configure in its AAA sever the list of port numbers (in addition to the IP addresses) of the TWAGs of its roaming partners. If dynamic port is used, the port number can change frequently (while the IP address of the TWAG does not change frequently). Each time the port number changes, the roaming agreement documents needs to be updated. If dynamic port is used, the procedure to update the port numbers on the AAA server can cause a short interruption of the service.

As a general principle, 3GPP protocols use assigned User Ports, e.g. GTP-C uses UDP port number 2123, GTP-U uses UDP port number 2152, S1AP uses SCTP port number 36412, X2AP uses SCTP port number 36422. IKEv2 is an example of an IETF protocol between the terminal and a gateway that uses a well-known port number.

An assigned UDP port number would simplify the UE implementation. The UDP port number management between the application processor (AP) and the cellular modem would be simplified if the UDP port for WLCP could be set as a well-known port number. Specifically, there would be a need for an additional API between the WLCP client in the AP and the modem to identify the WLCP packets if dynamic ports are used.


	Please explain the state of development of your protocol.
	Protocol Standard definition. No implementation exists yet.

	If SCTP is requested, is there an existing TCP and/or UDP service name or port number assignment? If yes, provide the existing service name and port number.
	N/A

	What specific SCTP capability is used by the application such that a user who has the choice of both TCP (and/or UDP) and SCTP ports for this application would choose SCTP? See RFC 4960 section 7.1.
	N/A

	Please provide any other information that would be helpful in understanding how this protocol differs from existing assigned services
	This protocol is between the UE (i.e. mobile device) and the Trusted WLAN Gateway. The UDP ports previously assigned to 3GPP were for protocols between network elements.


Annex C(informative):
Change history
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