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1
Overall description
CT1 thanks RAN2 for their LS in C1-172842/R2-1706149 on GERAN redirection.  

In their LS, RAN2 quoted the following sentence from CT1's previous reply LS in R2-1704006 (C1-171945),

“By default, when entering a new PLMN, the UE will consider the unsecured redirection as not acceptable in the new PLMN, until an attach or tracking area updating procedure has been completed successfully and the UE has received the above information from the MME during that procedure.” 

and asked whether "this means that all the UEs would reject the unsecured redirections by default if there is no NAS indication to allow unsecured redirection, or whether CT1 meant something different?" 

On this issue, CT1 would like to provide the following clarification:
This "default" behaviour to distrust a new network only applies until an attach or tracking area updating procedure can be completed successfully. If the network includes an explicit indication in the integrity protected Attach Accept or TAU Accept message indicating whether unsecured redirection is acceptable, then the UE will follow that indication from the network. If the network does not include an explicit indication in the integrity protected accept message, the UE will assume that this is a legacy network in which unsecured redirection is acceptable.

The initial behaviour to distrust a new network is necessary, because otherwise the UE would remain vulnerable to the security attack which RAN2 wants to address: For example, if the first cell the UE selects after switch on at an airport is a fake E-UTRAN cell, the fake eNodeB can immediately reject the attach request and command a redirection to a fake GERAN cell.
CT1 would also like to highlight that a successful attach or TAU procedure with integrity protection is a prerequisite for getting any 'normal service', like packet services or CSFB, from the EPS. So the initial behaviour does not restrict the UE from using these normal services.
2
Actions
To RAN2 

ACTION:  
CT1 kindly asks RAN2 to take the above feedback into account.  
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