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1.
General

In CT1#104 (Zhangjiajie, May 2017), C-172634 was agreed and that has now been implemented into TR 24.890 v0.2.1. In C1-172634, the justifications for introducing Session Management (SM) level of authentication and authorization pointed to 23.501, subclause 5.6.6 and 23.502 subclause 4.3.2.3. Whilst it is not challenged that in 5GS there will be SM level authentication and authorization, what were not made clear in C1-172634 are:-
· the SM level authentication and authorization is essentially 3rd party server authenticating and authorizing the application client, and it is not authenticating the SM or NAS. In fact the SM, acts as a transport for the signalling for authentication and authorization between 3rd party server to/from application client.

· the 3rd party server to/from application client signalling is the EAP protocol as defined in RFC3748. Indeed SA3 has in 33.501 made it clear that EAP protocol will be used in Primary authentication (i.e. initial attach and registration updates, signalling at MM level) and Secondary authentication(i.e. 3rd party application server to application client, signalling at SM level)

· For Primary authentication, SA3 has chosen to EAP-AKA' (RFC 5448) as the EAP method. 
For Secondary authentication, SA3 has not specified any EAP-methods. This is because the 3rd party server domain is not under the control of 3GPP and what the 3rd party chooses to use as the method of authentication towards its client is in the choice of the 3rd party server organisation.
For instance, the 3rd party could chose to used EAP-TTLS (RFC 5281).

· EAP protocol, unlike what we have today in 24.301 and 24.008, is not just a single two-way handshake (of request and response) for authentication. EAP requires underlying support to transport multiple two-way handshakes each of which contains EAP-Request/EAP method Request Types and EAP-Response/EAPmethod Request Types.

These points above, have much more impacts to CT1 work and these we will analyse below.
2.
Discussion & Analysis

2.1
Primary and Secondary Authentication and underlying NAS procedure
In 33.501, clause 6.1, SA3 has defined what encompasses the primary authentication and the use of EAP-AKA' methods, where 33.501 subclause 6.1.3.1 gives the signalling exchange of which Figure 2.1.a is an extract.
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Figure 2.1.a – Primary authentication (from 33.501, Fig. 6.1.3.1-1)
In the shaded box in Figure 2.1.a, SA3 has remarked
"The AUSF and the UE conditionally exchange EAP-Request/AKA'-Notification and EAP- Response /AKA'-Notification messages, that are transparently forwarded by the SEAF"

There the " conditionally exchange" allude to a series of two-way handshakes (i.e EAP-Request / <EAP method request type> and EAP-Response / <EAP method request type>) each of which will require a two way exchange of N1 message "Auth-Req" and N1 message "Auth Resp" to carry the EAP-AKA' messages.
Further the words "transparently forwarded" gives the hint that these EAP messages are transparent to NAS.
When one looks at the Secondary authentication procedure in 33.501, subclause 12.1.2, one sees a similar series of two-way handshakes, see Figure 2.1.b (copy of 33.501, Figure 12.1.2-1) steps 8, 9 and 12.
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Figure 2.1.b - 
Thus one has to conclude that in 5GS, we cannot at NAS expect just a single two-way handshake for authentication but must support a series of two-way handshakes – as many as EAP and the chosen EAP method needs to complete authentication. Further, the contents and processing of what is within these two-way handshakes are not the responsibilities of MM (for primary authentication) or the SM (for secondary authentication) – NAS is merely providing the transport. In short, apart from the MM or SM signalling message to carry the EAP signalling, the authentication and authorization is transparent to MM or SM.
· Observation 1:
With the adoption of EAP (RFC 3748) for 5GS authentication, NAS has to provide support for multiple two-way handshakes of EAP signallingmessages.
· Observation 2:
NAS merely provides the transport for the EAP signalling and the EAP methods and NAS is not running the authentication challenge/response process pre se
Note:
When in Observation 2, we say "NAS is not running the authentication challenge/response process", that does not mean to suggest that 5GMM will not be using the security keys derived from the execution of EAP-AKA'. That statement is to confirm, as it is now in SAE and UMTS, MM is not the entity that has to process the 'challenge' and generate the 'response'.

Another salient point in above figures is that the success of the authentication and authorization is not explicitly signalled to MM or SM. For the Primary authentication, the success of the underlying MM procedure follows the successful EAP-AKA' process. For instance if EAP-AKA' is executed as part of Registration Update, the completion of Registration update carries the EAP-Success, see last message in Figure 2.1.a. Also for Secondary authentication, the provision of PDU ESTABLISHMENT ACCEPT marks also the success of the EAP-AKA' process with EAP-Success carried within the SM signalling message indicating completion of the SM procedure, see step 17 of Figure 2.1.b.
· Observation 3:
The successful completion of the underlying NAS procedure will be used to convey the EAP-Success , i.e. the successful outcome of the EAP based authentication.
2.2
Support of EAP-failure

From RFC3748 – see also  the highlighted text in Annex – it is clear that while the 'authenticator' (in our case the NW), can send EAP-Success or EAP-Failure to the peer, the 'peer' (in our case the UE or to be more precise the EAP client) can only send EAP-failure. Not only that, the 'peer' can only send EAP-failure in only very particular circumstances, i.e. the peer decides that it does not want to continue the conversation. 
So this EAP-Failure from the 'authenticator' does signal a failure of the authentication and authorization process but the EAP-Failure from the 'peer' merely means the 'peer' wish not continue with the authentication and authorization process.
· Observation 4:
While RFC 3748 allows for an indication of failure in authentication and authorization, there is no reject of authentication and authorization, there is no "EAP-Reject" or EAP reject request type.

Whilst SA3 has not been clear, it seem logical and for symmetry, that EAP-Failure from the NW can be conveyed as part of the underlying NAS procedure. So for instance, during registration, if authentication and authorization fails, the Registration Reject message can piggyback the EAP-Failure, just as for instance, the SM level Session Resource Modification Reject can piggyback the EAP-Failure. However, for the EAP-Failure from the UE side, that we feel would require a dedicated or standalone NAS message to piggyback that EAP-Failure.
· Observation 5:
The EAP-Failure can be sent by either side. The EAP-Failure from the NW side indicates authentication and authorization has failed. And the EAP-Failure from UE side indicates the UE does not wish to continue with the authentication and authorization process.

· Observation 6:
Like with the EAP-Success, the EAP-Failure from the NW side will be conveyed to the UE as part of the underlying NAS procedure.
For the EAP-Failure from the UE side, there may be a need to introduce a standalone or dedicated NAS message to convey that EAP-failure.

What is also unclear are actions on NW side and on UE side after sending EAP-Failure. If one follows today's 24.008 and 24.301 behaviour, if the UE receives AUTHENTICATION REJECT, that is the end of the authentication process and further "clean up" actions in NAS are dependent on the underlying NAS/MM procedure.
For the NW side, presently, upon receipt of AUTHENTICATION FAILURE, NW takes necessary actions which might range from "blocking out" that user to retry authentication or doing identity checks.
· Observation 7:
Abnormal handling following receipt of EAP-Failure at network side or at UE side, are unclear and is FFS.

3.
Conclusion and way forward
Based on observations above, we conclude that:-
1. It needs to be clear that multiple 5GMM and 5GSM two-way handshakes messages are needed to support EAP protocol signalling messages.

2. Such two-way handshake messages are a matter of providing transport for EAP protocol signalling messages which are essentially transparent to 5GMM and 5GSM.

3. In EAP there will be indications of EAP-Success and EAP-Failure from the network and these can 
piggybacked on a 5GMM and 5GSM message of the underlying 5GMM and 5GSM procedure.
4. In EAP the UE can indicate EAP-failure but not a rejection of the authentication and authorization process. For EAP-Failure, 5GMM and 5GSM will have to provide a dedicated transport message if that EAP-Failure cannot be piggybacked on a 5GMM and 5GSM message of the underlying 5GMM and 5GSM procedure.
With our conclusions, we propose a pCR in C1-173087 which also provides some corrections and clarifications to what was agreed in C1-172634.
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ANNEX (supplementary information)

<snip ….from RFC 3748>

2.  Extensible Authentication Protocol (EAP)

   The EAP authentication exchange proceeds as follows:

   [1] The authenticator sends a Request to authenticate the peer.  The

       Request has a Type field to indicate what is being requested.

       Examples of Request Types include Identity, MD5-challenge, etc.

       The MD5-challenge Type corresponds closely to the CHAP

       authentication protocol [RFC1994].  Typically, the authenticator

       will send an initial Identity Request; however, an initial

       Identity Request is not required, and MAY be bypassed.  For

       example, the identity may not be required where it is determined

       by the port to which the peer has connected (leased lines,

       dedicated switch or dial-up ports), or where the identity is

       obtained in another fashion (via calling station identity or MAC

       address, in the Name field of the MD5-Challenge Response, etc.).

   [2] The peer sends a Response packet in reply to a valid Request.  As

       with the Request packet, the Response packet contains a Type

       field, which corresponds to the Type field of the Request.

   [3] The authenticator sends an additional Request packet, and the

       peer replies with a Response.  The sequence of Requests and

       Responses continues as long as needed.  EAP is a 'lock step'

       protocol, so that other than the initial Request, a new Request

       cannot be sent prior to receiving a valid Response.  The

       authenticator is responsible for retransmitting requests as

       described in Section 4.1.  After a suitable number of

       retransmissions, the authenticator SHOULD end the EAP

       conversation.  The authenticator MUST NOT send a Success or

       Failure packet when retransmitting or when it fails to get a

       response from the peer.

   [4] The conversation continues until the authenticator cannot

       authenticate the peer (unacceptable Responses to one or more

       Requests), in which case the authenticator implementation MUST

       transmit an EAP Failure (Code 4).  Alternatively, the

       authentication conversation can continue until the authenticator

       determines that successful authentication has occurred, in which

       case the authenticator MUST transmit an EAP Success (Code 3).

……..
4.2.  Success and Failure
   The Success packet is sent by the authenticator to the peer after

   completion of an EAP authentication method (Type 4 or greater) to

   indicate that the peer has authenticated successfully to the

   authenticator.  The authenticator MUST transmit an EAP packet with

   the Code field set to 3 (Success).  If the authenticator cannot

   authenticate the peer (unacceptable Responses to one or more

   Requests), then after unsuccessful completion of the EAP method in

   progress, the implementation MUST transmit an EAP packet with the

   Code field set to 4 (Failure).  An authenticator MAY wish to issue

   multiple Requests before sending a Failure response in order to allow

   for human typing mistakes.  Success and Failure packets MUST NOT

   contain additional data.

   Success and Failure packets MUST NOT be sent by an EAP authenticator

   if the specification of the given method does not explicitly permit

   the method to finish at that point.  A peer EAP implementation

   receiving a Success or Failure packet where sending one is not

   explicitly permitted MUST silently discard it.  By default, an EAP

   peer MUST silently discard a "canned" Success packet (a Success

   packet sent immediately upon connection).  This ensures that a rogue

   authenticator will not be able to bypass mutual authentication by

   sending a Success packet prior to conclusion of the EAP method

   conversation.

   Implementation Note: Because the Success and Failure packets are not

   acknowledged, they are not retransmitted by the authenticator, and

   may be potentially lost.  A peer MUST allow for this circumstance as

   described in this note.  See also Section 3.4 for guidance on the

   processing of lower layer success and failure indications.

   As described in Section 2.1, only a single EAP authentication method

   is allowed within an EAP conversation.  EAP methods may implement

   result indications.  After the authenticator sends a failure result

   indication to the peer, regardless of the response from the peer, it

   MUST subsequently send a Failure packet.  After the authenticator

   sends a success result indication to the peer and receives a success

   result indication from the peer, it MUST subsequently send a Success

   packet.

   On the peer, once the method completes unsuccessfully (that is,

   either the authenticator sends a failure result indication, or the

   peer decides that it does not want to continue the conversation,

   possibly after sending a failure result indication), the peer MUST

   terminate the conversation and indicate failure to the lower layer.
   The peer MUST silently discard Success packets and MAY silently

   discard Failure packets.  As a result, loss of a Failure packet need

   not result in a timeout.

   On the peer, after success result indications have been exchanged by

   both sides, a Failure packet MUST be silently discarded.  The peer

   MAY, in the event that an EAP Success is not received, conclude that

   the EAP Success packet was lost and that authentication concluded

   successfully.

   If the authenticator has not sent a result indication, and the peer

   is willing to continue the conversation, the peer waits for a Success

   or Failure packet once the method completes, and MUST NOT silently

   discard either of them.  In the event that neither a Success nor

   Failure packet is received, the peer SHOULD terminate the

   conversation to avoid lengthy timeouts in case the lost packet was an

   EAP Failure.

   If the peer attempts to authenticate to the authenticator and fails

   to do so, the authenticator MUST send a Failure packet and MUST NOT

   grant access by sending a Success packet.  However, an authenticator

   MAY omit having the peer authenticate to it in situations where

   limited access is offered (e.g., guest access).  In this case, the

   authenticator MUST send a Success packet.

   Where the peer authenticates successfully to the authenticator, but

   the authenticator does not send a result indication, the

   authenticator MAY deny access by sending a Failure packet where the

   peer is not currently authorized for network access.

   A summary of the Success and Failure packet format is shown below.

   The fields are transmitted from left to right.

    0                   1                   2                   3

    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |     Code      |  Identifier   |            Length             |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   Code

      3 for Success

      4 for Failure

   Identifier

      The Identifier field is one octet and aids in matching replies to

      Responses.  The Identifier field MUST match the Identifier field

      of the Response packet that it is sent in response to.

   Length

      4
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