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1. Introduction
The CR intends to align with SA2 requirement. 
2. Reason for Change
TS23.501 with agreed CR S2-175200 defines 
------------
5.6.6
Secondary authentication/authorization by a DN-AAA server during the establishment of a PDU session

At the establishment of a PDU Session to a DN:

-
The DN-specific identity (TS 33.501 [XX]) that a UE may be authenticated/authorized by the DN.
NOTE: the DN-AAA server may belong to the 5GC or to the external data network.

-
If the UE provides authentication/authorization information corresponding to a DN-specific identity during the establishment of the PDU session, and the SMF determines that authentication/authorization of the PDU session establishment is required based on on the DN policy, the SMF passes the authentication/authorization information of the UE to the DN via the UPF. If the SMF determines that authentication of the PDU session establishment is required but the UE has not provided authentication/authorization information, then the SMF rejects the PDU session establishment.
-
The DN AAA server may authenticate/authorize the PDU session establishment.

Such DN authentication and/or authorization takes place for the purpose of PDU session authorization in addition to:

-
The 5GC access authentication handled by AMF and described in clause 5.2.

-
The PDU session authorization with regard to subscription data retrieved from UDM enforced by SMF.

Based on local policies the SMF may initiate DN authentication and/or authorization at PDU session establishment.

The UE provides over NAS SM information required to support user authentication by the DN.

NOTE 1:
The way for the UE to acquire such information is not defined.

When SMF adds an PDU session anchor (such as defined in clause 5.6.4)  to a PDU session DN authentication and / or authorization is not carried out but SMF policies may require SMF to notify the DN when a new prefix or address  has been added to or removed from a PDU session.

Indication of PDU session establishment rejection is transferred by SMF to the UE via NAS SM.

At any time, a DN AAA server may revoke the authorization for a PDU session.

------------
Furthermore, TS33.501 defines 
------------
12.1.2
Procedure

Editor's Note: modify to use proper normative language, 'shall', 'is' etc. 'shall' is to be used only for the security part.

Editor's Note: figure needs to be editable.

Editor's Note: text needs to make clear that figure shows non-authentication messages only for illustration, they are not part of the normative text in the present TS.
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Figure 12.1.2-1 EAP Authentication with an external AAA server

The following procedure is based on clauses 4.3.2.2.1 and 4.3.2.3 in TS 23.502[8].

1-3 The NG-UE registers with the network performing primary authentication with AUSF/ARPF based on its network access credentials and establishes a NAS security context with the AMF.

4. The UE shall initiate establishment of a new PDU Session by sending a SM NAS message containing a PDU Session Establishment Request. The UE includes the service it would like to obtain (identified by S-NSSAI) and the PDN it would like to connect to (identified by DNN).


The NAS message may contain SM PDU DN Request Container containing information for the PDU session authorization by the external DN. 

5. The AMF selects an SMF and sends a “SM Request” message with SM NAS as one of its payload. It also forwards the Permanent User ID and the received S-NSSAI, DNN.

6. The SMF obtains subscription data from UDM for the given Permanent User ID obtained from AMF in step 5. The SMF checks whether the UE request is compliant with the user subscription and with local policies. If not, the SMF will reject UE's request via SM-NAS signaling and skip rest of the procedure.

7. The SMF shall trigger EAP Authentication to obtain authorization from an external DN-AAA server. 

8. The SMF shall send an EAP Request/Identity message to the UE.

9. The UE sends an EAP Response/Identity message. The UE includes its DN-specific identity complying with Network Access Identifier (NAI) format.

NOTE: Steps 8 and 9 are optional. To avoid this additional round-trip, the secondary authentication identity may be sent in step 4.

10. The SMF selects a UPF and initiates a N4 Session establishment procedure with it. The SM PDU DN Request Container, if provided by the UE, is forwarded to the UPF, which further relays it to the DN.

NOTE: Clause 4.3.2.3 in TS 23.502 [8] describes the transport mechanism for delivery of EAP messages between the UE and the external AAA server. 

This establishes an end-to-end connection between the SMF and the external DN-AAA server for EAP exchange.

11. The UPF shall forward the EAP Response/Identity message to the DN AAA Server.

12. The DN AAA server and the UE shall exchange EAP messages as required by the EAP method. 

13. After the completion of the authentication procedure, DN AAA server sends EAP Success message to the SMF.

14. This completes the authentication procedure at the SMF.

If the authorization is successful, PDU Session Establishment proceeds further starting step 6a of Figure 4.3.2.2.1-1 in TS 23.502 [8].

15a-15b. The SMF initiates a N4 Session Modification procedure with the selected UPF as in steps 9.a and 9.b of Fig 4.3.2.2.1-1 in TS 23.502 [8].

16. The SMF sends “SM Request Ack” to AMF as in step 10 of Fig. 4.3.2.2.1-1 in TS 23.502[8]. This message shall include EAP Success to be sent to the UE within the NAS SM “PDU session establishment accept”.

17. The AMF forwards NAS SM “PDU session establishment accept” along with EAP Success to the UE as described in steps 11 and step 12 of Figure 4.3.2.2.1-1 in TS 23.502[8].

The UE-requested PDU Session Establishment proceeds further as described in clause 4.3.2.3 in TS 23.502[8].

In case of a Home Routed deployment, it is the SMF in the HPLMN that shall take the role of the authenticator.

------------
Based on the requirement, following can be captured in TR24.890. 

· The SMF determines if the PDU session authentication and authorization by the external DN is required irrespective of whether the UE provide authentication/authorization information corresponding to a DN-specific identity during the establishment of the PDU session.
· The SMF determines if the PDU session authentication and authorization by the external DN is required based on DN policy i.e., the local policy for particular DN-specific identity which may be configured by network operatory based on their requirement or configured by network operator based on the request from 3rd party. 
· Upon reception of PDU session establishment request, if the PDU session authentication and authorization by the external DN is required based on local policy and  authentication/authorization information is included, the SMF check if the request for the PDU session authentication and authorization by the external DN is compliant with local policy and user's subscription data. If the request is compliant with local policy and user's subscription data, the SMF proceeds with EAP authentication procedure defined in 3GPP TS 33.501. If not, the SMF rejects the if the PDU session establishment request.

· Upon reception of PDU session establishment request, if the PDU session authentication and authorization by the external DN is required based on local policy and user's subscription data and authentication/authorization information is not included, the SMF rejects the PDU session establishment request. 
3. Proposal

It is proposed to agree the following changes to 3GPP TR 24.890 v0.2.1.
* * * Next Change * * * *
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9.4.1.2
UE-requested PDU session establishment procedure initiation

In order to initiate the UE-requested PDU session establishment procedure, the UE shall create a PDU SESSION ESTABLISHMENT REQUEST message.
If the UE requests to establish a new PDU session with a DN and requests a PDU session type, the UE shall set the PDU session type IE of the PDU SESSION ESTABLISHMENT REQUEST message to the IP version capability as specified in subclause 9.3.2, "ethernet" or "unstructured".
If the UE requests to establish a new PDU session with a DN and the UE requests an SSC mode, the UE shall set the SSC mode IE of the PDU SESSION ESTABLISHMENT REQUEST message to the SSC mode.
If the UE requests to establish a new PDU session with a DN and needs to provide information for the PDU session authentication and authorization by the external DN, the UE shall include the PDU DN request container with the information for the PDU session authentication and authorization by the external DN.
Editor's note:
FFS whether CT1 need to give more details about coding of the information for the PDU session authentication and authorization by the external DN.
Editor's note:
Further he contents of the PDU SESSION ESTABLISHMENT REQUEST are FFS.

The UE shall transport:

a)
the PDU SESSION ESTABLISHMENT REQUEST message;
b)
the PDU session ID;
c)
the S-NSSAI, if the UE requests a S-NSSAI other than default S-NSSAI;

d)
and the requested DNN, if the UE requests a connectivity to a DNN other than the default DNN; and 
e)
the request type set:

1)
to "initial request", if the UE requests to establish a new PDU session; or

2)
to "existing PDU session", if the UE requests handover of an existing PDU session between 3GPP access and non-3GPP access;

using the UE-initiated SM message transport procedure as specified in subclause 8.4.2.2.1.1 or the UE-initiated NAS transport procedure as specified in subclause 8.4.1.1.3.2, and the UE shall start timer Tx (see example in figure 9.4.1.2.1).
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Figure 9.4.1.2.1: UE-requested PDU session establishment procedure
Upon receipt of a PDU SESSION ESTABLISHMENT REQUEST message, a PDU session ID, optionally a S-NSSAI, and optionally a DNN, and the request type, the SMF checks whether connectivity with the requested DN can be established. If the requested DNN is not included, the SMF shall use the default DNN. . If the S-NSSAI is not included, the SMF may determine a default S-NSSAI according to the subscription context from UDM and, if determined, the SMF may use the default S-NSSAI as the S-NSSAI.
If the PDU session authentication and authorization by the external DN is required due to local policy, the SMF shall check whether the PDU SESSION ESTABLISHMENT REQUEST message includes the PDU DN request container. 
If the PDU DN request container is included in the PDU SESSION ESTABLISHMENT REQUEST message and the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data, the SMF shall:

-
if the information for the PDU session authentication and authorization by the external DN in PDU DN request container is compliant with the local policy and user's subscription data, proceed with the EAP Authentication procedure specified in 3GPP TS 33.501 [14] and refrain from accepting or rejecting the PDU SESSION ESTABLISHMENT REQUEST message until the EAP Authentication procedure finalizes; and

-
if the information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with the local policy, reject the PDU session establishment request including the 5GSM cause #xx "DN authentication failed", in the PDU SESSION ESTABLISHMENT REJECT message.
If the PDU DN request container is not included in the PDU SESSION ESTABLISHMENT REQUEST message and the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data, the SMF shall reject the PDU session establishment request including the 5GSM cause #xx "DN authentication failed", in the PDU SESSION ESTABLISHMENT REJECT message.
* * * Next Change * * * *

9.4.1.4
UE requested PDU session establishment procedure rejected by SMF

If the connectivity with the requested DN is rejected by the network, the SMF shall create a SM PDU SESSION ESTABLISHMENT REJECT message.

The SMF shall set the SM cause IE of the PDU SESSION ESTABLISHMENT REJECT message to indicate the reason for rejecting the PDU session establishment.

The SM cause IE typically indicates one of the following SM cause values:

Editor's note: SM causes are FFS.
Editor's note:
Further contents of the SM PDU SESSION ESTABLISHMENT REJECT are FFS.

#xx:
DN authentication failed;

The SMF shall send the SM PDU SESSION ESTABLISHMENT REJECT message.

Upon receipt of a PDU SESSION ESTABLISHMENT REJECT message and a PDU session ID, using the network-initiated SM message transport procedure as specified in subclause 8.4.1.1.1.1.3, the UE shall stop timer Tx and shall consider that the PDU session was not established.
* * * Next Change * * * *

9.4.1.6
Abnormal cases on the network side

Editor's note:
Abnormal cases in the network side are FFS.

The following abnormal cases can be identified:

x) PDU DN request container not received

If the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data and the PDU DN request container is not included, the SMF shall reject the PDU session establishment request including the 5GSM cause #xx "DN authentication failed", in the PDU SESSION ESTABLISHMENT REJECT message.
x)
The information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data

If the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data and the information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data, the SMF shall reject the PDU session establishment request including the 5GSM cause #xx "DN authentication failed", in the PDU SESSION ESTABLISHMENT REJECT message.
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