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1. Overall Description:

SA3 thanks RAN2 for their Reply LS on security in E-UTRA-NR Dual Connectivity (R2-1703961).
SA3 is still evaluating the following solutions for algorithm selection in EN-DC:

· Solution 1: NR supports the same security algorithms as LTE
· Solution 2: NR may support different security algorithms than LTE with the following two variants:

· Variant 1: eNB requests UE’s NR security capabilities using the UECapabilityEnquiry message and then passes NR security capabilities of the UE to the gNB
· Variant 2: UE indicates its NR security capabilities to the MME in a NAS message and the MME sends to the eNB over S1 interface

From security point of view, Solution 1 implies that NR can only use the same algorithms as LTE and the algorithms of LTE and NR cannot evolve independently.
Solution 2 allows for independent evolution of LTE and NR security algorithms.  However, the Variant 2 has NAS impacts, whereas the Variant 1 does not. Furthermore, CT1 in their response to SA3 had indicated a preference for a solution that does not have any NAS impacts.
Though RAN2 had expressed a preference for Variant 2 in their reply LS, it was not clear to SA3 if RAN2 see any issues if Variant 1 is adopted by SA3. Therefore, SA3 would like to request RAN2 to provide feedback on whether they see any issues if Variant 1 is adopted by SA3 for EN-DC, other than that it being different from LTE DC.

2. Actions:

To RAN2 group.

ACTION: 
SA3 kindly request RAN2 to provide feedback on whether they see any issues if variant 1 of solution 2 is adopted by SA3 for EN-DC.
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