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6.2.2
Token exchange procedure

Upon an indication from the MC service client to acquire a security token for authentication of the MC service user with a partner IdM server, the IdM client:
1)
shall establish a TLS tunnel to the token endpoint of the home IdM server as specified in 3GPP TS 33.180 [33180] using the configured URL of the token endpoint of the IdM server as specified in the "/<x>/OnNetwork/AppServerInfo/IDMSTokenEndpoint" leaf node of the MCS UE initial configuration MO defined in 3GPP TS 24.483 [11] and the clarifications in annex A;
2)
shall generate a Token Exchange Request message as specified in 3GPP TS 33.180 [33180] and draft-ietf-oauth-token-exchange [draft-ietf] with the following clarifications:

a)
shall generate an HTTP POST request method according to IETF RFC 2616 [4];
b)
shall include the following parameters in the in the entity body of the HTTP POST request method using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]:

i)
the grant_type parameter set to a value of "urn:ietf:params:oauth:grant-type:token-exchange" as specified in subclause B.6.2 of 3GPP TS 33.180 [33180]; and
ii)
the other required parameters as specified in subclause B.6.2 of 3GPP TS 33.180 [33180]; and

3)
shall send the HTTP POST request method towards the IdM server.
Editor's Note:
As per TS 33.180, the security token to be obtained is supposed to be usable for only one specific partner system. At present, there is no data element in the Token Exchange Request that identifies a specific targeted partner IdM server.
***** Next change *****
6.2.3
Token request to a partner system IdM server
Upon an indication from the MC service client to acquire an access token from a partner IdM server to authorise the MC service user to access the resources of a partner system, the IdM client:
1)
shall obtain a valid security token appropriate for inclusion in a Token Request message to be sent to the targeted partner IdM server by the procedures specified in subclause 6.2.2 if the IdM client has not already done so; and
2)
shall generate a Token Request message as specified in the OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall establish a TLS tunnel to the configured URL of the token endpoint of the partner system IdM server as specified in the MC service user profile MO with the following clarifications:

i)
for MCPTT, use the token endpoint defined in the "/<x>/<x>/OnNetwork/GroupServerInfo/IDMSTokenEndpointList/<x>/Entry/IDMSTokenID" leaf node as defined in the MCPTT service user profile MO 3GPP TS 24.483 [11];
ii)
for MCData, use the token endpoint defined in the "/<x>/<x>/OnNetwork/MCDataGroupList/<x>/Entry/IdMSTokenEndPointList/<x>/IdMSTokenEndPoint" leaf node as defined in the MCData service user profile MO 3GPP TS 24.483 [11];

iii)
for MCVideo, use the token endpoint defined in the "/<x>/<x>/OnNetwork/MCVideoGroupList/<x>/Entry/IdMSTokenEndPointList/<x>/IdMSTokenEndPoint" leaf node as defined in the MCVideo service user profile MO 3GPP TS 24.483 [11];

NOTE: 1:
The specific IDM token endpoint can be found by finding the server information for a particular MC service group.
NOTE 2:
The specific IDM token endpoint can also be found in the respective MC service user profile document (see 3GPP TS 24.483 [11]) in the parameters corresponding to those identified in steps i), ii) and iii) above.
b)
shall generate an HTTP POST request method according to IETF RFC 2616 [4] including in the entity body the following parameters using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]:
i)
the grant_type parameter set to value of "urn:ietf:params:oauth:grant-type:jwt-bearer" as specified in subclause B.6.4 of 3GPP TS 33.180 [33180] and IETF RFC [rfc7523]; and
ii)
all other required parameters specified in subclause B.6.4 of 3GPP TS 33.180 [33180]; and
c)
shall send the HTTP POST request method towards the token endpoint of the partner system IdM server.
***** Next change *****
6.3.2
Token exchange procedure

Upon receipt of an Token Exchange Request message as specified in draft-ietf-oauth-token-exchange [draft-ietf] via a secure TLS tunnel between the identity management client and the token endpoint of the IdM server, the IdM server:
1)
shall validate the received Token Exchange Request message as specified in draft-ietf-oauth-token-exchange [draft-ietf];

2)
shall generate a Token Exchange Response message as specified in draft-ietf-oauth-token-exchange [draft-ietf] and IETF RFC 6749 [5] with the following clarifications:
a)
shall generate an HTTP 200 (OK) response to the received Token Exchange Request message according to IETF RFC 2616 [4]; and 
b)
include the parameters specified in subclause B.6.3 of 3GPP TS 33.180 [33180] serialized into a JavaScript Object Notation (JSON) structure as specified in draft-ietf-oauth-token-exchange [draft-ietf] and IETF RFC 7159 [rfc7159]; and
3)
shall send the HTTP 200 (OK) response towards the IdM client.
***** Next change *****
6.3.3
Token request from an IdM client to a partner system

Upon receipt of an OIDC Token Request message via a secure TLS tunnel established between the identity management client and the token endpoint of the IdM server, the IdM server:
1)
shall validate the Token Request message and the included access token and if valid shall generate a Token Response message as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:
NOTE:
The access token referred to in step 1) is the security token provided by the home IdM server by the procedures of subclause 6.3.2.
a)
shall generate an HTTP 200 (OK) response according to IETF RFC 2616 [4];

b)
shall include an id_token, access_token and refresh_token and MCPTT ID as specified in 3GPP TS 33.180 [33180]; and

c)
shall include the other required parameters as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5]; and

2)
shall send the HTTP 200 (OK) response towards the IdM client.
