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***** Next change *****
8.9.2
Input Offset Values (IOV)

The Input Offset Values (IOV) are LLC layer parameters used for ciphering and integrity protection.

For ciphering, the IOV values are IOV-I and IOV-UI. The IOV-I and IOV-UI are random 32 bit values, generated by the SGSN. See also annex A.

The value for IOV can be different for I frames and UI frames. IOV‑UI is IOV for UI frames. IOV‑I is IOV for I frames.

The default values of IOV-I and IOV-UI are given in table 9. The following rules apply to the IOV values for ciphering:

-
After a change of ciphering key to a different value a random IOV-I value shall be negotiated. If ABM is re-established for an LLE, and ciphering key is not changed to a different value since ABM was last (re‑)established for this LLE, then a random IOV‑I value shall be negotiated.

-
After a change of ciphering key to a different value, a random IOV-UI value shall be negotiated. If the unconfirmed send state variable V(U) is reset for an LLE, and ciphering key is not changed to a different value since V(U) was last reset for this LLE, then a random IOV‑UI value shall be negotiated.


For integrity protection, the IOV values are i-IOV-UI and i-IOV-UI-cnt. The i-IOV-UI is used for UI frames and is a random 32 bit value, generated by the SGSN. See also 3GPP TS 43.020 [27].

The default values of i-IOV-UI and i-IOV-UI-cnt are given in table 9. The following rules apply to the IOV values for integrity protection:
-
After a successful authentication, a random i-IOV-UI value shall be negotiated. If the unconfirmed send state variable V(U) is reset for an LLE, and integrity key is not changed to a different value since V(U) was last reset for this LLE, then a random i-IOV‑UI value shall be negotiated.
-
After a successful authentication, both the MS and the SGSN shall store a local counter i-IOV-UI-cnt showing the number of IOV updates since the previous authentication. The counter is incremented by 1 every time the SGSN updates the IOV values. The i-IOV-UI-cnt in the MS side represents the number of successful IOV updates, and shall have the same or a lower value than the value received from the SGSN.

NOTE:
The maximum acceptable difference beween the value of the i-IOV-UI-cnt stored in the MS and the new value received from the SGSN is implementation specific.
The default value of MAC-IOV-UI is given in table 9. The MAC-IOV-UI is calculated over the currently available IOV values for ciphering and integrity protection. See 3GPP TS 43.020 [27] annex  H.9.1 for further details.
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