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1
Introduction

During the SI phase on the "New Radio" (NR), RAN2 agreed the following high level requirements on access control mechanism:

NG-RAN should support overload and access control functionality such as RACH back off, RRC Connection Reject, RRC Connection Release and UE based access barring mechanisms.

One unified access barring mechanism for NR should be introduced to address all the use cases and scenarios that E-UTRA addressed with different specialized mechanisms. The unified access barring mechanism should be forward compatible in order to cope with future use cases/scenarios.

In NR, the unified access barring mechanism should be applicable for all RRC states in NR (RRC_IDLE, RRC_CONNECTED and RRC_INACTIVE).
This contribution discusses some details on the proposed 5G AC mechanism, aiming at identifying some of the key stage-2 aspects for CT1 to discuss and conclude.

The paper is structured in such a way that we will start with a high-level description of the new mechanism and compare it with the current mechanism. Assuming that the current requirements for AC for E-UTRAN will also form the baseline for the requirements for 5G, we will then take a closer look at the following issues: support of roaming subscribers, AC for emergency calls, extended access barring (EAB) and service specific access control (SSAC) and smart congestion mitigation (aka "ACB skip").

2
Discussion
2.1
Access Control for the New Radio
Over the releases, access control for the 3GPP radio access technologies (RATs) GERAN, UTRAN and E-UTRAN has developed into a complex set of mechanisms, as new 'flavours' of access control were added each time when new use cases were identified. So it is now possible to identify in the system information broadcast of the 3GPP RATs different groups of access control parameters that were introduced for access class barring (ACB), domain specific access class barring (DSAC), "paging permission and access control" (PPAC), service specific access control (SSAC), access control for CSFB, extended access barring (EAB), smart congestion mitigation ("ACB skip") and application specific congestion control for data communication (ACDC).
And also the way these parameters are used by Access Stratum (AS) and Non-Access Stratum (NAS) or upper layers like an IMS client can be different for different flavours of AC. For example, for most cases it is Radio Resource Control (RRC) in the AS which performs the actual access control check, i.e. RRC decides based on the broadcasted control parameters and the parameters characterizing the individual access (e.g. 'access class' and 'call type') whether access is allowed or not. But for SSAC the respective check is performed by the IMS client.
So it is understandable that RAN2 wants to take the opportunity to unify the various barring mechanisms and, if possible, also straighten out some peculiarities like ACB skip which may not be required for a new radio access that can be designed from scratch. 

According to the LS [1] which CT1 received from RAN2, the general idea for the new mechanism is that each access attempt is mapped to an "access category", based on certain parameters characterizing the access attempt (e.g. access class, call type, service, application, etc.). This access category would then be the only parameter that is relevant for the actual access control check. I.e. the RAN would broadcast access control parameters per "access category", and the UE would perform the access control check using the access category as only input parameter.
From the view point of RRC this would be a unification and also a simplification, as it is hoped that future enhancements to access control could be covered just by a modification of the mapping rules and possibly the broadcasting of one or more additional access categories, but apart from that no redesign would be needed on RRC level.
NAS and the upper layers (e.g. IMS client, applications, or operating system running on an application processor) would still have the task to detect that 'someone' (e.g. NAS, upper layer or user) wants to access the network, collect the parameters characterizing the access attempt – as with the current solution –, and additionally they would have to perform a mapping to the access category according to a certain set of rules.
We note that such a mapping from the parameters characterizing the access attempt to a 'standardized interface' for RRC is performed by NAS already today in LTE. However, the interface does not consist of just one parameter – the call type –, but additionally of an indication whether EAB is applicable and, for ACB skip, the RRC establishment cause. Correspondingly, the rules defining which kind of access control check is to be performed are specified partly in TS 24.301 and partly in TS 36.331. TS 24.301, annex D, defines the rules for the mapping of NAS procedures to certain call types and RRC establishment causes, and rules for the indication whether EAB is applicable. The pseudo code specified in TS 36.331, subclause 5.3.3.2, is then implicitly defining also the interaction between ACB, EAB and ACB skip. For the 5G access control, especially this interaction logic defined by the pseudo code is intended to be moved to the rules which are applied by NAS.
As already mentioned, one of the design goals for the new AC mechanism is that it should be open to future evolution. A key point for this is how much flexibility the specification is supporting regarding the definition of access categories and regarding the definition of the mapping rules.
2.2
Support of roaming subscribers
Regarding the definition of access categories, there are three possible approaches: (a) all access categories are defined in the specification, (b) all access categories are configurable (e.g. via OMA or NAS signalling), or (c) a mixture of the 2 previous approaches (a) and (b). LTE follows approach (a), but for 5G, some companies have suggested to follow approach (b) in order to provide the maximum flexibility. In our understanding, the key driving factor should be the requirements/use cases that need to be fulfilled. 

The chosen approach should allow the usage of 5G AC in diverse scenarios, including the case of a roaming subscriber. Our concern with approach (b) is that it will be challenging to address these scenarios if all the access categories are considered configurable. So we suggest to consider approach (c) above. 

If we consider a roaming UE that wishes to perform a first access to a PLMN, i.e. an initial attach in a network after PLMN selection, or a first registration update after idle-mode mobility between 2 PLMNs (i.e. an inter-PLMN TAU), then this UE will also be subject to access control. This means the UE will need to be able to interpret to a certain degree what is meant by the access control information broadcasted by the network and it will have to apply access control accordingly.
It might be possible to configure a UE with the necessary information in advance for a limited number of specific VPLMNs, but if operators are completely free in the configuration of access categories, this will not help for all the other VPLMNs (or it can become a huge maintenance task). On the other hand, providing the information after the first successful attach or TAU, e.g. via OMA or NAS signalling, would be too late. 

So the UE will need to assume some minimum default configuration so that for all possible use cases of first access to a PLMN the UE can derive a certain access category and that the UE can rely on the VPLMN using this access category in the system information broadcast for this purpose. E.g. for the case that a UE used by a subscriber with access class in the range 0-9 wants to perform an initial attach to a VPLMN to which it has never been attached before, there has to be a "default access category" for this NAS procedure defined in the 3GPP specifications, e.g. "7", and the UE then needs to rely on the VPLMN to broadcast the appropriate access control parameters under access category "7". 
Question 1: How many different ways are there to perform a first access to a PLMN?

Question 2: Do we need to be able to differentiate between all of them for a roaming subscriber?

The answer to question 1 is: "quite a few", and the answer to question 2: "yes (generally)". 

1) A normal subscriber (AC 0-9) is able to perform attach and TAU. In LTE these are both mapped to call type "MO signalling", so they can be covered by one default access category.

2) A subscriber who is additionally member of one or more of the special access classes AC 11-15 can use these prioritized access classes for access control instead of call type "MO signalling". AC 11-15 is to be used for high priority users (e.g. public safety), and this use case will need to be supported also in 5G, also for the roaming case. Each of these access classes can be barred independently, so we need 5 default access categories for AC 11-15.

(Note: Strictly speaking, only AC 12-14 can be used in roaming scenarios (roaming within the same country). But since otherwise (i.e. except for the use in VPLMNs of the same country) the requirements for AC 12-14 and AC 11 and 15 are the same, we will in the following assume that – for reasons of 'design economy' – default access categories will be defined for all 5 special access categories, and will not make a distinction between AC 12-14 and the other 2 access classes. This can also be justified by the fact that once the default access categories are defined, they can of course also be used by the operator for the own subscribers.)
3) A subscriber can also perform a first access for the purpose of initiating an emergency call. Again, access control for this use case needs to be treated separately from 1) and 2), because emergency calls could still be allowed in the VPLMN when access for normal subscribers is barred, and there can be a regulatory requirement that emergency calls need to be supported also for roaming subscribers (even if there is no roaming agreement between the UE's HPLMN and the VPLMN). So we need a default access categories for emergency calls (corresponding to the "AC 10 bit").
4) A UE used for machine-type communication (MTC) and configured for "EAB" needs to perform specific EAB checks before it is allowed to access the network. SA1 specified 3 different categories for EAB, dependent on whether the UE is in its HPLMN/EHPLMN, in the "most preferred" VPLMN of a country, or just in 'any other' VPLMN. This differentiation between EAB categories was introduced, because UEs used for MTC are frequently equipped with a USIM from a different country (so that they can easily select another PLMN if they note that their serving network goes out-of-service). We assume that operators who have deployed EAB in LTE will want to use it also in 5G networks with the same granularity of EAB categories. So we need 3 default access categories for EAB.
In sum, in order to protect a PLMN against all kinds of registration attempts from roaming subscribers (and keep the necessary granularity of control), default access categories need to be defined at least for: MO signalling, AC 11-15, emergency, and EAB.

Once a roaming UE is registered to a PLMN, it can immediately request services. If the UE is lucky enough to be accepted in a situation where the network is in overload, then the VPLMN might have better things to do than providing the new UE (e.g. via OMA device management) with the complete set of rules defining which access attempts are to be mapped to which access categories in this network. So in our view it is necessary to add an access category for MO data to the set of default access categories.

Furthermore, we need to consider that in networks deploying IMS services, there can be disaster situations where IMS services like IMS voice/video calls need to be restricted completely, or at least restricted stronger than other packet services (MO data, like e.g. a disaster message board service); and there can be other situations of "traffic overload" where in a network providing all services via the PS domain, IMS services like IMS voice/video calls should be restricted less compared to other packet services. Especially in order to avoid that in a disaster situation the roaming subscribers can still initiate their IMS calls, whereas the own subscribers are restricted from doing so, we think that access categories for IMS voice and video calls need to be added as well to the default access categories.
Finally, SMS is a service that can be useful e.g. in a disaster situation for subscribers who are not registered for a disaster message board. The requirements for ACB skip indicate that operators consider SMS as one of the basic services which they want to be able to control separately from 'other' packet services. So in order to get a well-rounded package which of course can be used by an operator also for the own subscribers, we propose to add also a default access category for SMS.
With these considerations we arrive at a proposal for a minimum default set of access categories (and corresponding rules, describing the mapping of access attempts to these categories), which are common across all networks and defined within the 3GPP specification. This default set of access categories can be subdivided according to their main purpose:

a. To protect the VPLMN or HPLMN against all kinds of registration attempts: MO signalling, emergency, AC11-15, accesses subject to EAB; 

b. To enable acceptable service for roaming subscribers and enable the VPLMN or HPLMN to control access attempts aiming at receiving certain basic services: MO data, IMS voice/video (i.e. SSAC) and SMS.
In addition to these default access categories, we propose that an operator could define operator-specific access categories. These could be used to cover e.g. specific applications, like a message disaster board application or a public safety related application (i.e. they could provide a similar functionality as ACDC, possibly with less overhead).
At CT1#103, CT1 received an LS from RAN2 in which RAN2 asked among other questions:
RAN2 would like to understand the following CT1 aspects:

1.   …
2.
Whether determination of access categories can have the same meaning regardless of different network operators, i.e., standardized values. However, definition of operator-specific access categories in addition to the standardized ones may be further discussed.
…
and CT1 responded that SA1 were in a better position to answer whether access categories can be standardised.
Proposal: CT1 should inform SA1 and RAN2 that now, after further analysis, CT1 see a need to standardize certain access categories. Specifically, CT1 should propose to SA1 to specify a default minimum set of (standardized) access categories as discussed above.
As mentioned earlier, the general idea for the new mechanism is that each access attempt is mapped to an [i.e. one] access category, based on certain parameters characterizing the access attempt. 

In the following we will have a look at some of the current requirements for LTE and analyse whether or how they can be implemented using this approach.

2.3
Support of emergency calls
Requirements for access control are generally specified in TS 22.011:


4.4
Emergency Calls

An additional control bit known as "Access Class 10" is also signalled over the air interface to the UE. This indicates whether or not network access for Emergency Calls is allowed for UEs with access classes 0 to 9 or without an IMSI. For UEs with access classes 11 to 15, Emergency Calls are not allowed if both "Access class 10" and the relevant Access Class (11 to 15) are barred. Otherwise, Emergency Calls are allowed.
Here we are especially interested in the requirement highlighted in yellow, as it suggests that for an emergency call initiated by a subscriber using AC 11-15, the UE may need to check more than access category.
Note that in a disaster situation, the operator may actually have to bar emergency calls for UEs with access class 0 to 9 to protect the message from overload. So for a high priority user, it is generally not sufficient to check the access category corresponding to the "AC10 bit". On the other hand, according to TS 22.011, subclause 4.2, "UEs may be members of one or more out of 5 special categories (Access Classes 11 to 15), also held in the SIM/USIM." I.e. in addition to the "AC10" access category, the UE of a high priority user needs to perform access control checks for each of the access categories for AC11-15 of which it is a member.
According to the requirement highlighted in yellow it is sufficient if the access control check is passed for one of the access categories "emergency" and "AC11" to "AC15". There are 2 possible ways to implement this requirement:

a) We could try to maintain the principle that for each access attempt NAS passes only one access category to RRC which performs the actual check and informs NAS of the result. This means that for an emergency call of a high priority user, NAS needs to be prepared to send up to 6 requests to RRC, one after the other, until one of the requests passes the access control check or NAS has tried all special access classes.

b) An alternative approach would be to allow NAS to pass more than one access category to RRC with a single request, together with the information that it is sufficient to pass the check for one access category, and RRC performs all the necessary checks before informing NAS of the final result.

2.4
Support of EAB
According to TS 22.011, subclause 4.3.4.1:

-
If the EAB information that is broadcast by the network does not bar the UE, the UE shall be subject to access barring as described in clause 4.3.1.

I.e. EAB is following a "2-step" approach where the UE first needs to pass the EAB specific check and then, in the second step, also needs to pass the check which a UE not configured for EAB would perform for the same type of access.

So one could say that the effect of EAB is a general "penalty factor" on the success probability of the subsequent access control check, e.g. p(total success) = p(success, EAB)*p(success, ACB). But generally, EAB does not change the ratio between the success rates of different types of access.

For example, since the introduction of "PPAC", an operator can set the success rate for MO data to a higher value than the success rate for MO signalling. This is useful for scenarios where a cell is congested due to the signalling load caused by a large number of new UEs arriving in a registration area and attempting to register with the network, so that UEs that are already registered hardly have a chance to get a connection and actually send or receive user data.
The same mechanism can also become useful between different UEs subject to EAB: if a PLMN A goes out of service, and the UEs registered to that network are now selecting another PLMN B, this can result in a huge signalling load which needs to be restricted by activating EAB. But even if UEs subject to EAB are assumed to be delay tolerant, the operator of PLMN B may not want that those UEs that are subject to EAB and are already registered to PLMN B are suffering from this rush of new UEs.
In any case, if SA1 keeps the requirements for EAB as they are, i.e. if they want to have a general "penalty factor" for EAB and at the same time want to be able to discriminate between different types of access (e.g. MO signalling, MO data, SSAC), CT1 will either: 

  a) need to multiply the number of access categories (so that we get 4 x "# of access categories without EAB"); or
  b) need to introduce some mechanism by which the RRC performs 2 subsequent checks for different access categories for a single access (i.e. first a check for one of the 3 access categories for EAB, and then for an additional access category).

Option a) does not look very attractive, especially if we take into account that an operator might want to define additional, operator specific categories. Our recommendation would be to go for option b) which could be implemented in different ways, e.g.;
  b.1) NAS could pass 2 access categories to RRC, together with the information that it is necessary to pass the check for each of the 2 access categories, and RRC performs all the necessary checks before informing NAS of the final result; or 

  b.2) NAS and RRC need to implement these 2 subsequent checks for a single access via multiple interactions. I.e. NAS provides only 1 category at first and after RRC resolution is done, NAS provides the second access category. (For this option it would need to be ensured, however, that RRC does not immediately progress with the setup of the RRC connection if the first check was passed.)

In order to decide on this issue, further coordination between CT1 and RAN2 will be necessary.

2.5
Support of SSAC / ACB skip

Currently, SSAC is implemented in such a way that when the IMS client determines that the subscriber wants to initiate an IMS call for voice or video, the IMS client retrieves the current barring parameters directly from RRC (via AT command) and performs the access control check.

In our understanding this form of implementation would violate the "unified approach" proposed by RAN2, as the check would be performed by a different entity than for all other access categories, and RRC would need an additional interface to a specific upper layer for the purpose of access control. 

But due to ACB skip, there is already the concept of an interface between IMS client and NAS defined (for providing the start/stop indications for the MMTel voice/video and SMS over IMS). This interface could be (re-)used or modified to request NAS to perform SSAC-related checking on behalf of IMS. The interface would need to be enhanced so that NAS can inform the IMS client whether the check was passed and IMS is allowed to proceed with the signalling for MMTel voice/video and SMS over IMS. 
(Note that we are talking about a re-use of concepts, as the NAS for 5G will be different from the current NAS specified in 24.301.)
We also note that if the SSAC checking is performed via NAS, then ACB skip for MMTel calls is no longer necessary, because NAS will map an access attempt either to the access category for IMS voice (or IMS video) or to the access category for MO data, but not to both. And also for SMS it is sufficient to define a separate access category for which the network can broadcast specific access control parameter, but ACB skip is not needed for SMS.

If CT1 wants to support the unified approach to 5G AC, CT1 will need to re-design the stage 3 implementation of SSAC. 

Note: By "ACB skip … is no longer necessary" we mean that there is no need to broadcast specific parameters for ACB skip in the system information broadcast. But in TS 24.301, ACB skip included some additional functionality, e.g. the setting of the call type to "originating MMTel voice" also for the case of a TAU procedure for NAS signalling connection re-establishment. Whether this additional functionality needs to be kept in 5G AC is FFS. (E.g. it will depend on whether there will be a similar NAS signalling connection re-establishment procedure in 5G.)

Conclusion

1) In order to be able to support 5G AC for roaming subscribers, it is necessary to define a minimum default set of access categories. As discussed in section 2.2, this default set can be defined in such a way that is can be used by an operator also for the own subscribers and covers most of the existing functionality (except for ACDC). CT1 should inform SA1 and RAN2 accordingly. 
2) For emergency calls initiated by a subscriber with AC 11-15, and for access by a UE configured for EAB, with the current stage 1 requirements it will be necessary to perform checks for more than one access category for a single access attempt. CT1 needs to coordinate with RAN2 how to implement such multiple checks.
3) For SSAC, CT1 need to decide whether they agree to a re-design in order to support the unified approach to 5G AC. 
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