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	Reason for change:
	According to the SDP profile tables, an IMS-ALG in the P-CSCF supports the SDP capability negotiation according to RFC 5939. The IMS-ALG also supports end-to-access-edge media security. However, interactions of end-to-access-edge media security with likely use cases of SDP capneg were not considered. This leads to some problems:

A. According to TS 26.114 and GSMA IR.94, for video media AVPF is suggested to be offered via SDP Capneg as preferred configuration in addition to AVP, as in the following simplified SDP example:

m=video 3456 RTP/AVP 97 96

a=tcap:1 RTP/AVPF

a=pcfg:1 t=1

If an originating MTSI terminal desires e2ae security, it is likely to offer SAVPF and SAVP using SDP Capneg in a similar manner, i.e. with an SDP offer similar to the following simplified example:

m=video 3456 RTP/SAVP 97 96

a=3ge2ae:requested

a=crypto:…
a=tcap:1 RTP/SAVPF

a=pcfg:1 t=1

According to the existing procedures in subclause 6.7.2.2 for an UE originating call with e2ae security, the IMS-ALG removes the crypto attribute, the 3ge2ae indicator and it changes the transport in the m line from SAVP to AVP. However, as no handling of the capneg information including the a=tcap:1 RTP/SAVPF SDP attribute is specified, this will likely be passed to the remote peer, like in the following simplified SDP example:

m=video 3456 RTP/AVP 97 96

a=tcap:1 RTP/SAVPF

a=pcfg:1 t=1

This could lead to maloperation and potential call failure if the remote peer supports SDP capneg due to the following problems:

1. Should the peer try to select SAVPF, it will notice that it did not receive the required a=crypto attribute and could regard this as fatal error.

2. Should the remote peer instead answer in line with SDP capneg procedures using m=video 3456 RTP/SAVPF 97 96, this would not be expected by the IMS-ALG and could again lead to a call failure.

3. Should the remote peer select to use RTP/AVP due to issue 1, this would impact the performance of the video call as RTCP feedback would be missing.

B. If a terminating IMS-ALG receives on offer for video media where AVPF is offered via SDP Capneg as preferred configuration in addition to AVP, according to the existing procedures in subclause 6.7.2.2 for an UE terminating call with e2ae security, the IMS-ALG adds a crypto attribute, the 3ge2ae indicator and it changes the transport in the m line from AVP to SAVP. However, as no handling of the capneg information including the a=tcap:1 RTP/SAVPF SDP attribute is specified, this will likely be passed to the served UE, like in the following simplified SDP example:

m=video 3456 RTP/SAVP 97 96

a=3ge2ae:applied
a=crypto:…
a=tcap:1 RTP/AVPF

a=pcfg:1 t=1

This could lead to maloperation and potential call failure if the terminating served UE supports SDP capneg due to the following problems:

1. Should the served UE try to select AVPF, it will notice that this conflicts with the a=3ge2ae:applied attribute and could regard this as fatal error.

2. Should the served UE instead answer in line with SDP capneg procedures using m=audio 3456 RTP/AVPF 97 96, this would not be expected by the IMS-ALG and could again lead to a call failure.

3. Should the remote peer select to use RTP/SAVP due to issue 1, this would impact the performance of the video call as RTCP feedback would be missing.

C. If a terminating IMS-ALG receives on SDP offer from a non-3GPP peer desiring to offer end-to-end media security via SDP Capneg by including SAVP as preferred configuration in addition to AVP, as in the following simplified SDP example:

m=audio 3456 RTP/AVP 97 96

a=tcap:1 RTP/SAVP

a=acap:1 crypto:a

a=pcfg:1 t=1 a=1

the terminating IMS-ALG adds a crypto attribute, the 3ge2ae indicator and it changes the transport in the m line from AVP to SAVP. However, as no handling of the capneg information including the a=tcap:1 RTP/SAVPF SDP attribute is specified, this will likely be passed to the served UE, like in the following simplified SDP example:

m=audio 3456 RTP/SAVP 97 96

a=3ge2ae:applied
a=crypto:b
a=tcap:1 RTP/SAVP

a=acap:1 crypto:a

a=pcfg:1 t=1 a=1

This could lead to maloperation and potential call failure if the terminating served UE supports SDP capneg due to the following problem:

Should the served UE try to select SAVP from the potential configuration, it will use a:crypto with key a from the remote peer rather than with key b supplied by the IMS-ALG, meaning that the UE cannot decrypt the received media and will likely terminate the call.
D. The terminating IMS-ALG receives on SDP offer from a non-3GPP peer offering a potential configuration with delete-attribute parameter(s) (e.g. "a=pcfg:1 a=-sm:1"), as in the following simplified SDP example:

m=audio 3456 RTP/AVPF 97 96

a=rtcp-fb:0 nack
a=tcap:1 RTP/AVP

a=pcfg:1 t=1 a=-m:1

The terminating IMS-ALG adds a crypto attribute, the 3ge2ae indicator and it changes the transport in the m line from AVP to SAVP. Assuming that change B. (see below) is already applied, for the above example, the IMS-ALG produces the following example SDPP:
m=audio 3456 RTP/SAVPF 97 96

a=rtcp-fb:0 nack
a=3ge2ae:applied
a=crypto:b
a=tcap:1 RTP/SAVP

a=pcfg:1 t=1 a=-m:1

This could lead to maloperation and potential call failure if the terminating served UE supports SDP capneg due to the following problem:

Should the served UE try to select SAVP from the potential configuration, due to the delete-attribute parameter in the corresponding potential configuration, it will remove the "a:crypto" and "a=3ge2ae:applied" SDP attributes and thus lack the required cryptographic key, meaning that the UE will likely terminate the call.

	
	

	Summary of change:
	Procedures how to handle SDP capneg related SDP attributes when end-to-access-edge media security is applied are being added:
A. For the mobile originating offer, if the SDP offer contains a Transport Protocol Capability Attribute SDP attribute offering "RTP/SAVPF" or "RTP/SAVP" transport, e.g. "a=tcap:x RTP/SAVPF", the IMS-ALG shall replace this transport within that attribute with "RTP/AVPF" or "RTP/AVP", respectively.
B. For the mobile terminating offer, if the SDP offer contains a Transport Protocol Capability Attribute SDP attribute offering "RTP/AVPF" or "RTP/AVP" transport, e.g. "a=tcap:x RTP/AVPF", the IMS-ALG shall replace this transport within that attribute with "RTP/SAVPF" or "RTP/SAVP", respectively.
C. For the mobile terminating offer, if the SDP offer contains any potential configuration(s) using "RTP/SAVPF" transport or "RTP/SAVP" transport (e.g. "a=tcap:x RTP/AVPF  a=pcfg:y t=x")", the IMS-ALG shall remove those potential configuration(s).
D. For the mobile terminating offer, if the SDP offer contains contains any potential configurations with the delete-attribute parameter (see RFC 5939 [137], e.g. "a=pcfg:1 a=-sm:1"), the IMS-ALG shall remove those potential configurations;

	
	

	Consequences if not approved:
	A. and B. Risk of call failures or degraded user experience for video calls where AVPF is offered as preferred SDP capneg configuration in addition to AVP, in line with TS 26.114 and IR.94, and e2ae media security is applied.
C. Risk of call failure of terminating calls where SAVP or SAVPF is offered using SDP capneg and e2ae media security is applied.

D. Risk of call failure of terminating calls where SDP capneg potential configurations with delete-attribute parameter(s) are offered and e2ae media security is applied.
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	Other comments:
	


6.7.2.2
IMS-ALG in P-CSCF for media plane security

When the P-CSCF acts as an IMS-ALG, it acts as a B2BUA and modifies the SDP as described as described in 3GPP TS 23.334 [7F].
If the P-CSCF indicated support for end-to-access-edge media security using SDES during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected RTP based media, i.e. a RTP media stream:

-
transported using the SRTP transport protocol as defined in RFC 3711 [169];
-
with an SDP crypto attribute as defined in RFC 4568 [168]; and

-
with the SDP "a=3ge2ae:requested" attribute;


the P-CSCFshall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and SRTP is concerned, and shall:

-
if the SDP offer contains aTransport Protocol Capability SDP attribute (see RFC 5939 [137]) offering "RTP/SAVPF" transport, e.g. "a=tcap:x RTP/SAVPF", replace this transport with  RTP/AVPF" within that attribute;

-
if the SDP offer contains aTransport Protocol Capability SDP attribute (see RFC 5939 [137]) offering "RTP/SAVP" transport, e.g. "a=tcap:x RTP/SAVP", replace this transport with  RTP/AVP" within that attribute; and

 -
strip the SDP "a=3ge2ae:requested" attribute and the SDP crypto attribute from the end-to-access-edge protected RTP based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected RTP based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and SRTP is concerned and shall:

-
indicate the SRTP transport protocol according to RFC 3711 [169] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include a SDP crypto attribute according to RFC 4568 [168] and the profile defined in 3GPP TS 33.328 [19C].

If the served UE indicated support for end-to-access-edge media security using SDES, during registration, and the P-CSCF indicated support for end-to-access-edge 2ae-media security using SDES during registration:

1)
upon receiving an SDP offer from remote user with an RTP based media, for each end-to-access-edge protected RTP based media, i.e. a RTP based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end media security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and RTP is concerned, and shall:

-
remove any SDP crypto attribute and any "a=acap:x crypto" SDP attribute (see RFC 5939 [137]);

-
if the SDP offer contains any potential configuration(s) using "RTP/SAVPF" transport or "RTP/SAVP" transport, as offered in corresponding Transport Protocol Capability SDP attribute(s) (see RFC 5939 [137]) (e.g. "a=tcap:x RTP/AVPF  a=pcfg:y t=x")", remove those potential configuration(s);
NOTE:
Keeping the related "RTP/SAVPF" transport or "RTP/SAVP" transport within a Transport Protocol Capability SDP attribute that also contains other transports avoids a potential need to renumber other transports and adjust other potential configurations in the offer and the actual configuration in the answer accordingly.
-
if the SDP offer contains a Transport Protocol Capability SDP attribute (see RFC 5939 [137]) offering "RTP/AVPF" transport, e.g. "a=tcap:x RTP/AVPF", replace this transport with  RTP/SAVPF" within that attribute;

-
if the SDP offer contains aTransport Protocol Capability SDP attribute (see RFC 5939 [137]) offering "RTP/AVP" transport, e.g. "a=tcap:x RTP/AVP", replace this transport with  RTP/SAVP" within that attribute;
-
if the SDP offer contains any potential configuration(s) with delete-attribute parameter(s) (see RFC 5939 [137], e.g. "a=pcfg:1 a=-sm:1"), remove those potential configuration(s);
-
offer SRTP transport protocol according to RFC 3711 [169] and the profile defined in 3GPP TS 33.328 [19C];

-
include a SDP crypto attribute according to RFC 4568 [168] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include a SDP "a=3ge2ae:applied" attribute; and:

2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected RTP based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and RTP is concerned, and shall remove the SDP crypto attribute.

If the P-CSCF indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected MSRP based media, i.e. an MSRP based media:

-
transported using the MSRP over TLS transport protocol as defined in RFC 4975 [178] and RFC 6714 [214];

-
with the SDP fingerprint attribute as defined in draft-ietf-mmusic-4572-update [241]; and

-
with the SDP "a=3ge2ae:requested" attribute;


the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned, and shall strip the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute from the end-to-access-edge protected MSRP based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected MSRP based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned and shall:

-
indicate the MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [214] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP fingerprint attribute according to draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C].

If the served UE indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from remote user with an MSRP based media, for each end-to-access-edge protected MSRP based media, i.e. an MSRP based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned, and shall:

-
remove any SDP fingerprint attribute;

-
offer MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [214] and the profile defined in 3GPP TS 33.328 [19C];
-
if the SDP offer contains contains any potential configuration(s) with delete-attribute parameter(s) (see RFC 5939 [137], e.g. "a=pcfg:1 a=-sm:1"), remove those potential configuration(s);
-
include the SDP fingerprint attribute according to draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C]; and
-
include the SDP "a=3ge2ae:applied" attribute; and
2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected MSRP based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned, and shall remove the SDP fingerprint attribute.

If the P-CSCF indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected BFCP based media, i.e. a BFCP based media: 

-
transported using the BFCP over TLS transport protocol as defined in RFC 4583 [108];

-
with the SDP fingerprint attribute as defined in draft-ietf-mmusic-4572-update [241]; and

-
with the SDP "a=3ge2ae:requested" attribute;


the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned, and shall strip the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute from the BFCP based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected BFCP based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned and shall:

-
indicate the BFCP over TLS transport protocol according to RFC 4583 [108] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP fingerprint attribute according to draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C].

If the served UE indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from remote UE with an BFCP based media, for each end-to-access-edge protected BFCP based media, i.e. a BFCP based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned, and shall:

-
remove any SDP fingerprint attribute;

-
offer BFCP over TLS transport protocol according to RFC 4583 [108] and the profile defined in 3GPP TS 33.328 [19C];
-
if the SDP offer contains contains any potential configuration(s) with delete-attribute parameter(s) (see RFC 5939 [137], e.g. "a=pcfg:1 a=-sm:1"), remove those potential configuration(s);
-
include the SDP fingerprint attribute according to draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C]; and
-
include the SDP "a=3ge2ae:applied" attribute; and

2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected BFCP based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned, and shall remove the SDP fingerprint attribute.

If the P-CSCF indicated support for the end-to-access-edge media security for UDPTL over DTLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected UDPTL based media, i.e. a UDPTL based media: 

-
transported using the UDPTL over DTLS transport protocol as defined in RFC 7345 [217] and draft-ietf-mmusic-dtls-sdp [240];

-
with the SDP fingerprint attribute as defined in draft-ietf-mmusic-4572-update [241];
-
with the SDP "a=3ge2ae:requested" attribute; and
-
with the SDP dtls-id attribute as defined in draft-ietf-mmusic-dtls-sdp [240];

the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned, and shall strip the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute and the SDP dtls-id attribute from the UDPTL based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected UDPTL based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned and shall:

-
indicate the UDPTL over DTLS transport protocol according to RFC 7345 [217], draft-ietf-mmusic-dtls-sdp [240] and the profile defined in 3GPP TS 33.328 [19C];
-
include the SDP fingerprint attribute according to draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP dtls-id attribute as defined in draft-ietf-mmusic-dtls-sdp [240].

If the served UE indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from remote UE with an UDPTL based media, for each end-to-access-edge protected UDPTL based media, i.e. a UDPTL based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned, and shall:

-
remove any SDP fingerprint attribute;

-
remove any SDP dtls-id attribute;

-
offer UDPTL over DTLS transport protocol according to RFC 7345 [217], draft-ietf-mmusic-dtls-sdp [240] and the profile defined in 3GPP TS 33.328 [19C];
-
if the SDP offer contains contains any potential configuration(s) with delete-attribute parameter(s) (see RFC 5939 [137], e.g. "a=pcfg:1 a=-sm:1"), remove those potential configuration(s);
-
include the SDP fingerprint attribute according to draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C];
-
include the SDP "a=3ge2ae:applied" attribute; and

-
include the SDP dtls-id attribute as defined in draft-ietf-mmusic-dtls-sdp [240]; and
2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected UDPTL based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned, and shall remove the SDP fingerprint attribute and SDP dtls-id attribute.

