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1. Introduction
Based on current discussions the unified access control in the 5G System should not only support existing requirements
 in LTE except CSFB and ACB skip, it should also be flexible enough to provide forward compatibility for future requirements. This contribution provides a potential design to assess the feasibility of supporting UAC.
2. General Principles
The unified access control mechanism follows a strict AS/NAS separation with a service-agnostic AS part making barring decision/enforcement for each access category and a “service”-related NAS part determining for each access which category it belongs to. The UE NAS determines for each uplink access attempt the Access Category to apply, based on given Access Category Rules. The Network AS broadcasts barring information for each Access Category as part of system information. The UE uses this barring information to reach a barring decision for the applicable Access Category. .
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Figure 1: Unified access control architecture
Each Access Category Rule contains the following parameters:

- 
Precedence value (for determining the order in which the rule shall be tested for a match)

-
Access Category

-
Criteria/Access Category evalution parameters (defined hereafter)
The following parameters are taken into consideration to construct criteria of the Access Category Rule and in the UE NAS layer to map an uplink access attempt to a certain Access Category: 
 -
Access Class (AC0-9, AC11-15)

-
Traffic filter (identifies specific application/service traffic)
-
Device/subscription types (e.g., normal priority UE, low priority MTC device)

-
Types of access attempt (e.g., Emergency)

- 
Types of signalling (e.g., MO signaling, MT access/paging response)

-
QoS Information (i.e., 5QI)

-
PDU session information (e.g., DNN)

-
CM state (i.e., CM-IDLE and CM-CONNECTED). If this is not included, it is assumed the rule applies in both CM-IDLE and CM-CONNECTED states.

As an example, the Access Category Rules provisioned in the UE may include the following rules:

Table 1: Example of Access Category Rules
	Example Access Category Rules
	Comments

	Precedence value: 1

Access Category: 1

Criteria/Evaluation parameter:

Type of access attempt: Emergency


	The call setup for Emergency session is categorized into Access Category 1. The barring rate for this Access Category (i.e., Access Category 1 in this example) broadcasted from RAN node shall be zero.



	Precedence value: 2

Access Category: n

Criteria/Evaluation parameters:

Type of signaling: MO signaling

DNN: Gaming

	The MO signaling to the data network identified as “Gaming” is categorized into Access Category n. This rule may be created when the data network is under maintenance. A proper barring rate should be provided by RAN nodes to prevent UEs from accessing the data network without affecting the other network slices.



	Precedence value: x

Access Category: m

Criteria/Evaluation parameters:

Traffic filter: App=DummyApp

DNN: Internet
CM state: CM-IDLE

	This rule categorizes the traffic of application "DummyApp" to the data network identified as “Internet” into Access Category m. This rule can be used to manage access attempts on a per application basis.




The Access Category Rules can be aggregated into an Access Category Policy provisioned by the network. It is FFS how these rules/policy is provisioned by the network (e.g., signaled via NAS signaling, configured in MO or USIM).

3. Discussion

The potential UE internal procedures to support existing requirements in the unified access control framework are described below:
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Figure 2: Internal procedure for access control requirements
1. Access Class Barring (ACB) and Extended Access Barring (EAB)

Step 1-1: in Idle mode, NAS signaling procedure is triggered (e.g., MO data, or periodic TAU… etc)

Step 1-2: the NAS signaling message (may be together with other parameters, e.g., device/subscription types) is mapped into an Access Category according to the Access Category Rules

Step 1-3: the NAS signaling message is sent to the AS layer with the corresponding Access Category, and the Barring Enforcement entity makes barring decision.

2. Service Specific Access Control (SSAC)

Step 2-1: MMTEL service is triggered

Step 2-2: MMTEL layer indicates the service to NAS layer, and a corresponding NAS signaling procedure is triggered. 
Note: the corresponding other signaling may be also used internally for Access Control purpose.

Step 2-3: the NAS signaling message (may be together with other parameters, e.g., device/subscription types or Type of access attempt) is mapped into an Access Category according to the Access Category Rules 

Step 2-4: the NAS signaling message is sent to the AS layer with the corresponding Access Category, and the Barring Enforcement entity makes barring decision which is indicated back to NAS.

Step 2-5: NAS forward the Access Control result to the MMTEL.

3. Application Specific Congestion Control for Data Communication (ACDC)

Step 3-1: In Idle mode, an application is executed and starts to send data.  An AT-command is sent to NAS layer with (Application ID, OS ID) pair

Step 3-2: a corresponding NAS signaling procedure (i.e., Service Request) is triggered with the (Application ID, OS ID) pair received from upper layer 

Step 3-3: the NAS signaling message with (Application ID, OS ID) pair (may be together with other parameters) is mapped into an Access Category according to the Access Category Rules

Step 3-4: The NAS signaling message is sent to the AS layer with the corresponding Access Category, and the Barring Enforcement entity makes barring decision.

In 5GS, there may be new access control requirements, especially in connected mode, e.g., connected mode ACDC, or access control on MO data for specific data network. To meet the requirements, the access control entities may be extended from control plane to user plane (as shown in Figure 3). The UE internal procedures to support those potential requirements in connected mode are elaborated as follows:
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Figure 3: Internal procedure for access control in user plane
4. Connected mode ACDC  and  access control on MO data for specific data network

Step 4-1: MO data is sent by an application. In the case that connected mode ACDC is configured, the data packet is associated with an (Application ID, OS ID) pair.
Note: How the association is performed is FFS.

Step 4-2: The MO data is mapped into an Access Category according to the Access Category Rules in the user plane. The input parameters may include (Application ID, OS ID) pair, PDU session information (e.g., DNN, PDU Session ID, or S-NSSAI…. etc). 
Note: It is FFS which parameters are adequate for the Access Category Rules in user plane.

Step 4-3: The data packet is sent to the Barring Enforcement entity with the corresponding Access Category.

The impacts to the current UE internal architecture for connected mode access control need further evaluation. Even if it's decided not to support connected mode access control in Release 15, the access control mechanism should be forward compatible to cope this requirement in future releases. 
4. Conclusion

It is proposed to agree on the principle and to document it appropriately in the TR 24.890. Based on this contribution, a corresponding p-CR is provided in C1-172280.
� i.e. scenarios in which access control should be provided





