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Abstract: This contribution provides analysis and suggestions on access control requirements for 5GS.
1. Introduction

According to the feedback from CT1/RAN2 via LS [1-2] and the latest contributions [7-10] in SA1, a unified access control framework is desired and technically feasible. Further clear requirements from SA1 are required for WGs (i.e., CT1, RAN2, and SA2) to specify the details of unified access control as a 5G feature in Release 15. CT1’s technical analysis and suggestion would be valuable to SA1 where the initial discussion is taking place.
2. Background

Currently in TS 22.011 [3] several access control mechanisms have been specified to prevent UE from making access attempts:

· Access Class Barring (ACB)

· Service Specific Access Control (SSAC)

· Access Control for CSFB 
(Note: this is not applicable in 5GS where interworking with 2/3G is inapplicable)
· Extended Access Barring (EAB)

· Application Specific Congestion Control for Data Communication (ACDC)

The requirements in LTE are assumed to be still valid in 5GS, thus the unified access control should support those requirements (except Access Control for CSFB). Here we take the concept from C1-171579 [4] as the design principle. The UE internal procedure for each of the requirements may be different from LTE in order to meet the architecture of unified access control which is elaborated in C1-172279 [6]. 
Proposal 1: 5GS shall provide a unified access control which supports the access control requirements (except Access Control for CSFB) as specified in TS 22.011.
3. Discussion on Potential Requirements

In 5GS, the concept of network slice is proposed which may impact the current access control mechanism, i.e., network slice information may be taken into consideration for making access barring decisions. Here are some potential requirements when network slice is introduced:
1. Prevent MO signaling to a specific network slice
When a particular network slice is congested, it is beneficial to prevent a UE from initiating MO signaling to that network slice. The MO signaling may include:

1. PDU Session Establishment Request 

· Refer to TS 23.502 [5] sub-clause 4.3.2 PDU Session establishment

2. N11 message (AMF to SMF) triggered by Service Request (if a PDU session is already established)

· Refer to TS 23.502 [5] sub-clause 4.2.3 Service Request procedures

3. PDU Session Modification/Release Request (if a PDU session is already established)

· Refer to TS 23.502 [5] sub-clause 4.3.3 and 4.3.4

It should be noted that all these signaling messages are delivered to the network slice (i.e., SMF) via AMF. The AMF (with proper network status information) should be the most adequate entity to control the access attempt to a specific network slice. Furthermore, network slice may be an optional feature in 5GS, thus not all UEs support this feature and it's probably impossible to enforce access control basing on the network's slice information for these UEs. 

Proposal 2: Unified access control does not apply in MO signaling to a specific network slice. 
2. Prevent MO data to a specific network slice
When one of the network slices is congested, it would be beneficial to prevent UE from sending MO data to that specific network slice in connected mode. However, in connected mode the MO data goes directly from operating system to the SDAP/PDCP layers without access control entity in between. Based on current unified access control framework architecture [6], one possible solution for controlling MO data in connected mode is to extend the access control entities (e.g., Access Category rules, barring enforcement entity) from control plane to user plane. In this case, some of the Access Category rules are applicable in user plane, and the barring enforcement entity is also performed in user plane. Although the benefit is obvious, the impact to the current UE internal architecture can be high and needs further evaluation. Furthermore, whether a “PDU session ID” can be used to identify the PDU session to the specific network slice for the UE that does not support network slicing is FFS.
Proposal 3: Unified access control does not apply in MO data to a specific network slice in connected mode in Release 15, however flexibility should be retained.
Due to the rapid growth of broadband traffic from diversified devices on limited network resources, it is beneficial to efficiently manage the traffic based on application/service types, especially in the highly congested situation. Furthermore, in situations of disaster, an access control mechanism to allow/prohibit particular operator-defined applications is required. For this purpose ACDC has been standardized in Rel-13 applying congestion control based on application identifiers mapped to ACDC categories. However, in connected mode the “free-ride” issue (i.e. UE setups RRC connection by using higher priority applications, and then lower priority applications can directly reuse it without ACDC access control) still exists.
3.  ACDC in connected mode

It would be beneficial to define ACDC in connected mode in 5GS for efficient management of radio/network resources based on existing Rel-13 ACDC standardization works. However, this requirement would also require extending the access control entities from control plane to user plane, which may have remarkable impact on UE internal architecture and therefore needs further evaluation.
Proposal 4: Unified access control does not apply to connected mode ACDC in Release 15, however the flexibility should be retained.
4. Proposal

It is proposed to agree:
Proposal 1: 5GS shall provide a unified access control framework which supports the access control mechanisms (except Access Control for CSFB) as specified in TS 22.011.

Proposal 2: Unified access control does not apply in MO signaling to a specific network slice. 
Proposal 3: Unified access control does not apply in MO data to a specific network slice in connected mode in Release 15, however flexibility should be retained.

Proposal 4: Unified access control does not apply to connected mode ACDC in Release 15, however the flexibility should be retained.

Based on this proposal, a discussion paper of framework architecture is provided in C1-172279 [6], and a corresponding pCR in C1-172280 [11].
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