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3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

An MCPTT user is affiliated to an MCPTT group: The MCPTT user is listed as a member of the MCPTT group in the MCPTT group document, the MCPTT server owning the MCPTT group has authorised the MCPTT user's interest in the MCPTT group and the MCPTT server serving the MCPTT user has authorised the MCPTT user's interest in the MCPTT group.

An MCPTT user is affiliated to an MCPTT group at an MCPTT client: The MCPTT user is affiliated to the MCPTT group, the MCPTT client has a registered IP address for an IMPU related to the MCPTT ID, and the MCPTT server serving the MCPTT user has authorised the MCPTT user's interest in the MCPTT group at the MCPTT client.

Affiliation status: Applies for an MCPTT user to an MCPTT group and has one of the following states:

a)
the "not-affiliated" state indicating that the MCPTT user is not interested in the MCPTT group and the MCPTT user is not affiliated to the MCPTT group;

b)
the "affiliating" state indicating that the MCPTT user is interested in the MCPTT group but the MCPTT user is not affiliated to the MCPTT group yet;

c)
the "affiliated" state indicating that the MCPTT user is affiliated to the MCPTT group and there was no indication that MCPTT user is no longer interested in the MCPTT group; and

d)
the "deaffiliating" state indicating that the MCPTT user is no longer interested in the MCPTT group but the MCPTT user is still affiliated to the MCPTT group.
Ambient listening client role: the role of an MCPTT client in an ambient listening call, which can be that of:

a)
the "listening MCPTT user"; or

b)
the "listened-to MCPTT user".

Ambient listening type: the type of an ambient listening call from the perspective of the relationship of the initiator of the call to the user being listened to. The two types of ambient listening call are:

a)
"remote-init", indicating that the listening MCPTT user initiated the call; and

b)
"local-init", indicating that the listened-to MCPTT user initiated the call.
First-to-answer call: A call initiated by one user towards a list of other users with the intention to establish an MCPTT private call or MCPTT emergency private call, with one of the users in the list of users.
Group identity: An MCPTT group identity or a temporary MCPTT group identity.
In-progress emergency private call state: the state of two participants when an MCPTT emergency private call is in progress.
In-progress imminent peril group state: the state of a group when an MCPTT imminent peril group call is in progress.

Listening MCPTT user: the MCPTT user in an ambient listening call receiving the media transmission from the listened-to MCPTT user;
Listened-to MCPTT user: the MCPTT user in an ambient listening call who is being listened to, may or may not be aware of being listened to depending on ambient listening type of the call.
MCPTT client ID: is a globally unique identification of a specific MCPTT client instance. MCPTT client ID is a UUID URN as specified in IETF RFC 4122 [67].
MCPTT emergency alert state: MCPTT client internal perspective of the state of an MCPTT emergency alert.

MCPTT emergency group state: MCPTT client internal perspective of the in-progress emergency state of an MCPTT group maintained by the controlling MCPTT function.

MCPTT emergency group call state: MCPTT client internal perspective of the state of an MCPTT emergency group call.
MCPTT emergency private call: MCPTT emergency call between two MCPTT users that is initiated as a private call or a first-to-answer call with emergency indication, or without emergency indication when the MCPTT emergency state is already set,

MCPTT emergency private call state: MCPTT client internal perspective of the state of an MCPTT emergency private call.
MCPTT emergency private priority state: MCPTT client internal perspective of the in-progress emergency private call state of the two participants of an MCPTT emergency private call maintained by the controlling MCPTT function.
MCPTT imminent peril group call state: MCPTT client internal perspective of the state of an MCPTT imminent peril group call.
MCPTT imminent peril group state: MCPTT client internal perspective of the state of an MCPTT imminent peril group.

MCPTT private call: MCPTT call between two MCPTT users that is initiated as a private call or a first-to-answer call.

MCPTT private emergency alert state: MCPTT client internal perspective of the state of an MCPTT private emergency alert targeted to an MCPTT user.
MCPTT speech: Conversational audio media used in mission critical push to talk systems as defined by 3GPP TS 22.179 [2] and 3GPP TS 23.379 [3].

Media-floor control entity: A media control resource shared by participants in an MCPTT session, controlled by a state machine to ensure that only one participant can access the media resource at the same time.
Private call: A call initiated by one user towards one other user with the intention to establish an MCPTT private call or MCPTT emergency private call.
Temporary MCPTT group identity: A group identity representing a temporary grouping of MCPTT group identities formed by the group regrouping operation as specified in 3GPP TS 24.481 [31].

Trusted mutual aid: A business relationship whereby the Partner MCPTT system is willing to share the details of the members of an MCPTT group that it owns with the Primary MCPTT system.

Untrusted mutual aid: A business relationship whereby the Partner MCPTT system is not willing to share the details of the members of an MCPTT group that it owns with the Primary MCPTT system.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.179 [2] apply:

In-progress emergency

MCPTT emergency alert

MCPTT emergency group call

MCPTT emergency state

Partner MCPTT system

Primary MCPTT system

For the purpose of the present document, the following terms and definitions given in 3GPP TS 24.380 [5] apply:

MBMS subchannel
For the purpose of the present document, the following terms and definitions given in 3GPP TS 23.379 [3] apply:

Pre-selected MCPTT user profile
Selected MCPTT user profile
For the purpose of the present document, the following terms and definitions given in 3GPP TS 33.180 [xx] apply:

Client Server Key (CSK)
Multicast Signalling Key (MuSiK)

Multicast Signalling Key Identifier (MuSiK-ID)



Private Call Key (PCK)
Signalling Protection Key (SPK)

XML Protection Key (XPK)
***** Next change *****
4.1
MCPTT overview

The MCPTT service supports communication between several users (i.e. group call), where each user has the ability to gain access to the permission to talk in an arbitrated manner. The MCPTT service also supports private calls between two users. Group calls and private calls can be provided on-network and off-network. In this release of the present document, support is only allowed for MCPTT speech communications.

The present document provides the call control protocol enhancements to support the MCPTT architectural procedures specified in 3GPP TS 23.379 [3].
For on-network calls, the present document makes use of the existing IMS procedures specified in 3GPP TS 24.229 [4], and provides new IMS application procedures specific for MCPTT. For on-network group calls, the procedures in the present document allow the use of unicast or multicast bearers.

The on-network procedures in this document allow an MCPTT user to:

-
initiate a new MCPTT group session;

-
join an MCPTT group session that has already been established; and

-
leave an established MCPTT group session and then re-join the same MCPTT group session if still established.
For off-network calls, the present document utilises the procedures for ProSe direct discovery for public safety and the procedures for one-to-one ProSe direct communication for Public Safety, as specified in 3GPP TS 24.334 [28]. The present document specifies the MCPTT Off-Network Protocol (MONP) and the MONP application procedures.

For on-network and off-network calls, the present document provides support for MCPTT emergency calls, MCPTT imminent-peril calls and MCPTT emergency alerts.

NOTE:
MCPTT emergency calls do not utilise emergency bearers. Instead the EPS bearer priority of a normal bearer is adjusted.
The MCPTT procedures provided by the present document refer to:

-
the floor-control procedures defined in 3GPP TS 24.380[5];

-
the group management procedures defined in 3GPP TS 24.481 [31];

-
the identity management procedures defined in 3GPP TS 24.482 [49];

-
the security procedures defined in 3GPP TS 33.180 [xx]; and

-
the PS-PS access transfer procedures procedures defined in 3GPP TS 24.237 [58].
The MCPTT procedures provided by the present document access the configuration parameters provided by 3GPP TS 24.483 [45] and 3GPP TS 24.484 [50].
Codecs and media handling for MCPTT are specified in 3GPP TS 26.179 [69];

The following procedures are provided within this document:

-
common procedures are specified in clause 6;

-
procedures for registration in the IM CN subsystem and service authorisation are specified in clause 7;
-
procedures for pre-established session establishment, modification and release are specified in clause 8;
-
procedures for affiliation are specified in clause 9;
-
procedures for on-network and off-network group call are specified in clause 10;
-
procedures for on-network and off-network private call are specified in clause 11;
-
procedures for on-network and off-network emergency alert are specified in clause 12;
-
location procedures are specified in clause 13;
-
MBMS transmission usage procedures are specified in clause 14; and

-
MCPTT service continuity procedures are specified in clause 14A.
The MCPTT UE primarily obtains access to the MCPTT service via E-UTRAN, using the procedures defined in 3GPP TS 24.301 [70].
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4.7
End-to-end communication security
4.7.1 Media security
If a mission critical organisation requires MCPTT users to communicate using end-to-end security, a security context needs to be established between the initiator of the call and the recipient(s) of the call, prior to the establishment of media, or floor control signalling. This provides assurance to MCPTT users that no unauthorised access to communications is taking place within the MCPTT network. An MCPTT key management server (KMS) manages the security domain. For any end-point to use or access end-to-end secure communications, it needs to be provisioned with keying material associated to its identity by the KMS as specified in 3GPP TS 33.180 [xx].

For group calls, the security context is set up at the time of creation of the group or temporary group. The group management server creates group call keying material associated with the group and distributes it to all members of the group or temporary group, in advance of the initiation of a group call as specified in 3GPP TS 24.481 [31] and 3GPP TS 33.180 [xx]. The establishment of a security context for group calls has no impact on this specification.

For private calls, the security context is initiated at call setup. An end-to-end security context is established that is unique to the pair of users involved in the call. The procedure involves transferral of an encapsulated private call key (PCK) and private call key id (PCK-ID) from the initiator to the terminator. The PCK is encrypted using the terminator's MCPTT ID and domain-specific material provided from the KMS. The PCK and PCK-ID are distributed within a MIKEY payload within the SDP offer of the private call request. This payload is called a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [75], which ensures the confidentiality, integrity and authenticity of the payload. The encoding of the MIKEY payload in the SDP offer is described in IETF RFC 4567 [47] using an "a=keymgmt" attribute. The payload is signed using a key associated to the identity of the initiating user. At the terminating side, the signature is validated. If valid, the UE extracts and decrypts the encapsulated PCK. The MCPTT UE also extracts the PCK-ID. This process is described in 3GPP TS 33.180 [xx]. With the PCK successfully shared between the two MCPTT UEs, the UEs are able to use SRTP/SRTCP to create an end-to-end secure session.
End-to-end security is independent of the transmission path and hence is applicable to both on and off-network communications. With a security context established, the group call key and private call key can be used to encrypt media and, if required, floor control traffic between the end-points as described in 3GPP TS 24.380 [5] clause 13.
4.7.2 Signalling security
Signalling security is established between the participating MCPTT function and the MCPTT client. This allows the following signalling to be integrity and confidentiality protected through the SIP core:

-
Sensitive application data (as described in clause 4.8)

-
Floor control signalling

-
Media signalling 

-
MBMS subchannel control messages.

For unicast signalling between the participating MCPTT function and the MCPTT client, the signalling is protected using the Client-Server Key (CSK), identified by a Client-Server Key Identifer (CSK-ID). The CSK and CSK-ID are uploaded from the MCPTT client to the MCPTT server within a MIKEY MIME payload within a SIP REGISTER message for service authorisation or a SIP PUBLISH message for service authorisation. The CSK is confidentiality and integrity protected to the participating MCPTT function and signed by the MCPTT client. 
The CSK and CSK-ID may also be updated by the participating MCPTT function. The procedure involves the participating MCPTT function generating a new CSK and CSK-ID and distributing the new key to the MCPTT client using a CSK 'key download' SIP MESSAGE. The message contains a MIKEY MIME payload containing the CSK and CSK-ID. The CSK is confidentiality and integrity protected to the MCPTT client and signed by the participating MCPTT function. The client only uses a single CSK at any one time and discards the previously established CSK on receiving a new CSK.
For multicast signalling from the participating MCPTT function to one or more MCPTT clients, the signalling is protected by a Multicast Signalling Key (MuSiK), identified by a Multicast Signalling Key Identifer (MuSiK-ID). One MuSiK may be used for all multicast signalling, or multicast signalling may be protected with different MuSiKs depending on the group or bearer. 
The MuSiK and MuSiK-ID is transferred to MCPTT clients using SIP signalling. There are two methods for delivery:

 -
The MuSiK and MuSiK-ID are delivered within a MuSiK 'key download' message. The message contains an embedded MIME payload which is the MIKEY payload containing the MuSiK and MuSiK-ID.
- 
The MuSiK and MuSiK-ID are delivered within a MBMS bearer announcement message. The MIKEY payload is within the SDP describing the general purpose MBMS subchannel of the MBMS bearer. The encoding of the MIKEY payload in the SDP is described in IETF RFC 4567 [47] using an "a=keymgmt" attribute.
Within the MIKEY payload, the MuSiK is encrypted using the MCPTT ID of the served MCPTT client and domain-specific material provided from the KMS.  The payload is signed using a key associated to the identity of the participating MCPTT function. The MCPTT client validates the signature. If valid, the MCPTT client extracts and decrypts the encapsulated MuSiK. The MCPTT client also extracts the MuSiK-ID. This process is described in 3GPP TS 33.180 [xx]. With the MuSiK successfully shared between the participating MCPTT function and the served UEs, the participating MCPTT function is able to securely send multicast signalling to the MCPTT clients.
For signalling security between network entities within or across MC Domains, a manually-configured Signalling Protection Key (SPK) is used to protect signalling via the SIP core.

***** Next change *****
6.2.0.1
SIP MESSAGE request

The MCPTT client needs to distinguish between the following SIP MESSAGE requests:

-
SIP MESSAGE request routed to the MCPTT client as a result of initial filter criteria containing a Content-Type header field set to "application/vnd.3gpp.mcptt-location-info+xml" and includes an XML body containing a Location root element containing a Configuration element. Such requests are known as "SIP MESSAGE request for location report configuration" in the present document;
-
SIP MESSAGE request routed to the MCPTT client as a result of initial filter criteria containing a Content-Type header field set to "application/vnd.3gpp.mcptt-location-info+xml" and includes an XML body containing a Location root element containing a Request element. Such requests are known as "SIP MESSAGE request for location report request" in the present document.
-
SIP MESSAGE request routed to the MCPTT client as a result of initial filter criteria containing a Content-Type header field set to "application/vnd.3gpp.mcptt -info+xml" and includes an XML body containing a <mcptt-info> root element containing the <mcptt-Params> element and an <anyExt> element containing the <request-type> element set to a value of "private-call-call-back-request". Such requests are known as "SIP MESSAGE request for private call call-back request for terminating client";

 -
SIP MESSAGE request routed to the MCPTT client as a result of initial filter criteria containing a Content-Type header field set to "application/vnd.3gpp.mcptt -info+xml" and includes an XML body containing a <mcptt-info> root element containing the <mcptt-Params> element and an <anyExt> element containing the <request-type> element set to a value of "private-call-call-back-cancel-request". Such requests are known as "SIP MESSAGE request for private call call-back cancel request for terminating client";

-
SIP MESSAGE request routed to the MCPTT client as a result of initial filter criteria containing a Content-Type header field set to "application/vnd.3gpp.mcptt -info+xml" and includes an XML body containing a <mcptt-info> root element containing the <mcptt-Params> element and an <anyExt> element containing the <response-type> element set to a value of "private-call-call-back-response". Such requests are known as "SIP MESSAGE request for private call call-back response for terminating client"; and

 -
SIP MESSAGE request routed to the MCPTT client as a result of initial filter criteria containing a Content-Type header field set to "application/vnd.3gpp.mcptt -info+xml" and includes an XML body containing a <mcptt-info> root element containing the <mcptt-Params> element and an <anyExt> element containing the <response-type> element set to a value of "private-call-call-back-cancel-response". Such requests are known as "SIP MESSAGE request for private call call-back cancel response for terminating client".
-
SIP MESSAGE request routed to the MCPTT client as a result of initial filter criteria containing a Content-Type header field set to "application/mikey" and a CSB-ID containing a CSK-ID. Such requests are known as "SIP MESSAGE request for CSK download for terminating client".
-
SIP MESSAGE request routed to the MCPTT client as a result of initial filter criteria containing a Content-Type header field set to "application/mikey" and a CSB-ID containing a MuSiK-ID. Such requests are known as "SIP MESSAGE request for MuSiK download for terminating client".
v***** Next change *****
6.3.2.3
Void 















***** Next change *****
6.3.3.1.7
Sending a SIP INVITE request for MCPTT emergency group call

This subclause is referenced from other procedures.

This subclause describes the procedures for inviting an MCPTT user to an MCPTT session associated with an MCPTT emergency group call or MCPTT imminent peril group call. The procedure is initiated by the controlling MCPTT function as the result of an action in subclause 10.1.2.4.1.1.
The controlling MCPTT function:

1)
shall generate a SIP INVITE request as specified in subclause 6.3.3.1.2;

2)
shall set the Request-URI to the address of the terminating participating MCPTT function associated with the MCPTT ID of the targeted MCPTT user;
3)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element populated as follows:

a)
the <mcptt-request-uri> element set to the value of the MCPTT ID of the targeted MCPTT user;
b)
the <mcptt-calling-user-id> element set to the value of the MCPTT ID of the calling MCPTT user; and

c)
the <mcptt-calling-group-id> element set to the value of the MCPTT group ID of the emergency group call.
4)
shall include in the P-Asserted-Identity header field the public service identity of the controlling MCPTT function;

5)
shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received SIP INVITE request from the originating network according to the procedures specified in subclause 6.3.3.1.1; and
6)
if the in-progress emergency group state of the group is set to a value of "true" the controlling MCPTT function:
a)
shall include a Resource-Priority header field populated with the values for an MCPTT emergency group call as specified in subclause 6.3.3.1.19;

b)
shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <emergency-ind> element set to a value of "true";

c)
if the <alert-ind> element is set to "true" in the received SIP INVITE request and the requesting MCPTT user and MCPTT group are authorised for the initiation of MCPTT emergency alerts as determined by the procedures of subclause 6.3.3.1.13.1, shall populate the application/vnd.3gpp.mcptt-info+xml MIME body and the application/vnd.3gpp.mcptt-location-info+xml MIME body as specified in subclause 6.3.3.1.12. Otherwise, shall set the <alert-ind> element to a value of "false" in the application/vnd.3gpp.mcptt-info+xml MIME body; and

d)
if the in-progress imminent peril state of the group is set to a value of "true" shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <imminentperil-ind> element set to a value of "false";
NOTE:
If the imminent peril state of the group is true at this point, the controlling function will set it to false as part of the calling procedure.
7)
if the in-progress emergency state of the group is set to a value of "false" and the in-progress imminent peril state of the group is set to a value of "true", the controlling MCPTT function:
a)
shall include a Resource-Priority header field populated with the values for an MCPTT imminent peril group call as specified in subclause 6.3.3.1.19; and
b)
shall include in the application/vnd.3gpp.mcptt-info+xml MIME body with the <imminentperil-ind> element set to a value of "true"; and








***** Next change *****
6.3.3.2.3.2
Final response

When sending a SIP 200 (OK) response to the initial SIP INVITE request, the controlling MCPTT function:

1)
shall generate the SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [4];

2)
shall include the Session-Expires header field and start supervising the SIP session according to rules and procedures of IETF RFC 4028 [7], "UAS Behavior". The "refresher" parameter in the Session-Expires header field shall be set to "uac";

3)
shall include the option tag "timer" in a Require header field;

4)
shall include a P-Asserted-Identity header field with the public service identity of the controlling MCPTT function;

5)
shall include a SIP URI for the MCPTT session identity in the Contact header field identifying the MCPTT session at the controlling MCPTT function;

6) shall include the following in the Contact header field:

a)
the g.3gpp.mcptt media feature tag;

b)
the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt"; and

c)
the isfocus media feature tag;

7)
shall include Warning header field(s) received in incoming responses to the SIP INVITE request;
8)
shall include the option tag "tdialog" in a Supported header field according to rules and procedures of IETF RFC 4538 [23];

9)
shall include the "norefersub" option tag in a Supported header field according to IETF RFC 4488 [22];

10) shall include the "explicitsub" and "nosub" option tags in a Supported header field according to IETF RFC 7614 [35];
11)
void
 






12)
shall interact with the media plane as specified in 3GPP TS 24.380 [5].

***** Next change *****




















***** Next change *****
6.3.4.1.2
Sending an INVITE request towards the MCPTT client
This subclause is referenced from other procedures.

The non-controlling MCPTT function of an MCPTT group shall generate initial SIP INVITE requests according to 3GPP TS 24.229 [4].
For each SIP INVITE request, the non-controlling MCPTT function of an MCPTT group:

1)
shall generate a new MCPTT session identity for the MCPTT session with the invited MCPTT client and include it in the Contact header field together with the g.3gpp.mcptt media feature tag, the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt", and the isfocus media feature tag according to IETF RFC 3840 [16];
2)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

3)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Asserted-Service-Id header field according to IETF RFC 6050 [9] in the SIP INVITE request;

4)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];

5)
shall set the Request-URI to the public service identity of the terminating participating MCPTT function associated to the MCPTT ID of the MCPTT user to be invited;

NOTE 1:
How the non-controlling MCPTT function finds the address of the terminating participating MCPTT function is out of the scope of the current release.

NOTE 2:
If the terminating MCPTT user is part of a partner MCPTT system, then the public service identity can identify an entry point in the partner network that is able to identify the terminating participating MCPTT function.
6)
shall copy the application/vnd.3gpp.mcptt-info+xml MIME body in the received SIP INVITE request to the outgoing SIP INVITE request;

7)
shall update the application/vnd.3gpp.mcptt-info+xml MIME body with: a <mcptt-request-uri> element set to the MCPTT ID of the invited MCPTT user;

8)
shall include the public service identity of the non-controlling MCPTT function in the P-Asserted-Identity header field;

9)
shall include the received Referred-By header field with the public user identity of the inviting MCPTT client;

10)
should include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [7]. The refresher parameter shall be omitted;

11)
shall include the Supported header field set to "timer";
12)



void
13)
shall include an unmodified Answer-Mode header field, if present in the incoming SIP INVITE request;and

14)
shall include the warning text set to "148 MCPTT group is regrouped" in a Warning header field as specified in subclause 4.4.
NOTE 3:
As long as the MCPTT group is regrouped the floor control messages in the media plane includes a grouped regrouped indication as specified in 3GPP TS 24.380 [5].
***** Next change *****
6.3.4.1.2
Sending an INVITE request towards the MCPTT client
This subclause is referenced from other procedures.

The non-controlling MCPTT function of an MCPTT group shall generate initial SIP INVITE requests according to 3GPP TS 24.229 [4].
For each SIP INVITE request, the non-controlling MCPTT function of an MCPTT group:

1)
shall generate a new MCPTT session identity for the MCPTT session with the invited MCPTT client and include it in the Contact header field together with the g.3gpp.mcptt media feature tag, the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt", and the isfocus media feature tag according to IETF RFC 3840 [16];
2)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

3)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Asserted-Service-Id header field according to IETF RFC 6050 [9] in the SIP INVITE request;

4)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];

5)
shall set the Request-URI to the public service identity of the terminating participating MCPTT function associated to the MCPTT ID of the MCPTT user to be invited;

NOTE 1:
How the non-controlling MCPTT function finds the address of the terminating participating MCPTT function is out of the scope of the current release.

NOTE 2:
If the terminating MCPTT user is part of a partner MCPTT system, then the public service identity can identify an entry point in the partner network that is able to identify the terminating participating MCPTT function.
6)
shall copy the application/vnd.3gpp.mcptt-info+xml MIME body in the received SIP INVITE request to the outgoing SIP INVITE request;

7)
shall update the application/vnd.3gpp.mcptt-info+xml MIME body with: a <mcptt-request-uri> element set to the MCPTT ID of the invited MCPTT user;

8)
shall include the public service identity of the non-controlling MCPTT function in the P-Asserted-Identity header field;

9)
shall include the received Referred-By header field with the public user identity of the inviting MCPTT client;

10)
should include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [7]. The refresher parameter shall be omitted;

11)
shall include the Supported header field set to "timer";
12)



void
13)
shall include an unmodified Answer-Mode header field, if present in the incoming SIP INVITE request;and

14)
shall include the warning text set to "148 MCPTT group is regrouped" in a Warning header field as specified in subclause 4.4.
NOTE 3:
As long as the MCPTT group is regrouped the floor control messages in the media plane includes a grouped regrouped indication as specified in 3GPP TS 24.380 [5].
***** Next change *****
6.3.4.4
Void 















***** Next change *****
7.2.5
Receiving a CSK key download message
When the MCPTT client receives a SIP MESSAGE request containing:

1)
a P-Asserted-Service header field containing the "urn:urn-7:3gpp-service.ims.icsi.mcptt"; and

2)
an application/mikey MIME body;
Then, if the key identifier within the CSB-ID of the MIKEY payload is a CSK-ID (4 most-significant bits have the value '2'), the MCPTT client:
1)
shall follow the security procedures in clause 9.2.1 of TS 33.180 [xx] to extract the CSK. The client:
a)
if the initiator field (IDRi) has type 'URI' (identity hiding is not used), the client:

i)
shall extract the initiator URI from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx]. If the initiator URI deviates from the public service identity of the participating MCPTT function serving the MCPTT user, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;

ii)

shall convert the initiator URI to a UID as described in 3GPP TS 33.180 [xx];
b)
if the initiator field (IDRi) has type 'UID' (identity hiding in use), the client:
ii)

shall convert the public service identity of participating MCPTT function serving the MCPTT user to a UID as described in 3GPP TS 33.180 [xx];
i)
shall compare the generated UID with the UID in the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx]. If the two initiator UIDs deviate from each other, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;

c) 
shall use the UID to validate the signature of the I_MESSAGE as described in 3GPP TS 33.180 [xx];
d)
if authentication verification of the I_MESSAGE fails, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;

e)
shall extract and decrypt the encapsulated CSK using the participating MCPTT function's (KMS provisioned) UID key as described in 3GPP TS 33.180 [xx]; and

f)
shall extract the CSK-ID, from the payload as specified in 3GPP TS 33.180 [xx];
2)
Upon successful extraction, the client shall replace the existing CSK and CSK-ID associated with the participating MCPTT function, with the extracted CSK and CSK-ID in the 'key download' message. 
***** Next change *****
7.3.7
Sending a CSK key download message
If confidentiality protection is enabled as specified in subclause 6.6.2.3.1, and if the participating MCPTT function received a Client Server Key (CSK) within a SIP REGISTER request for service authorisation or SIP PUBLISH request for service authorisation, the participating MCPTT function may decide to update the CSK. In this case, the participating MCPTT function shall perform a key download procedure for the CSK. The participating MCPTT function:
1)
shall generate an SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];
2)
shall set the Request-URI to the URI received in the To header field in a third-party SIP REGISTER request;

3)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media-feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];

4)
shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcptt";

5)
shall include an application/mikey MIME body containing the CSK-ID and the CSK encrypted within a MIKEY message to the MC client as specified in clause 9.2.1 of 3GPP TS 33.180 [xx] in the body of the SIP MESSAGE request;
6)
shall send the SIP MESSAGE request towards the MCPTT client according to 3GPP TS 24.229 [4].
***** Next change *****
14.2.2.1
General

The availability of a pre-activated MBMS bearer is announced to MCPTT clients by means of an MBMS bearer announcement. One or more MBMS bearer announcements are included in an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body.

An MBMS bearer announcement message can contain new MBMS bearer announcements, updated MBMS bearer announcements or cancelled MBMS bearer announcements or a mix of all of them at the same time in an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body.

NOTE:
A new MBMS bearer announcement does not implicitly remove previously sent MBMS bearer announcements if the previously sent MBMS bearer announcement is not included in an MBMS bearer announcement message.

When and to whom the participating MCPTT function sends the MBMS bearer announcement is based on local policy in the participating MCPTT function.

The following subclauses describe how the participating MCPTT function:

1.
sends an initial MBMS bearer announcement;

2.
updates a previously sent announcement; and

3.
cancels a previously sent announcement.
4.
distributes a Multicast Signalling Key (MuSiK) via a key download procedure.
When the participating MCPTT function activates an MBMS bearer, the participating MCPTT function:

1.
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [xx];
2.
shall use a previously generated and distributed Multicast Signalling Key (MuSiK) and MuSiK-ID to provide confidentiality of multicast signalling; or

3.
shall generate and distribute a MuSiK and MuSiK-ID as described in 3GPP TS 33.180 [xx].
***** Next change *****
14.2.2.2
Sending an initial MBMS bearer announcement procedure

For each MCPTT client that the participating MCPTT function is sending an MBMS bearer announcement to, the participating MCPTT function:

1)
shall generate an SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];
2)
shall set the Request-URI to the URI received in the To header field in a third-party SIP REGISTER request;

3)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media-feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];

4)
shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcptt";

5)
shall include one application/sdp MIME body conforming to 3GPP TS 24.229 [4] where the application/sdp MIME body and:

a)
shall include the Content-Disposition header field with the value "render"; and

b)
should include one or more" m=audio" media lines and media line attributes as defined in 3GPP TS 24.380 [5] to be used as the MBMS subchannel for audio and media control. Additional the participating MCPTT function:

i)
shall set c-line to the unspecified address (0.0.0.0), if IPv4, or to a domain name within the ".invalid" DNS top-level domain, if IPv6;

ii)
shall set port number of the media line to 9;

ii)
shall include the "a=rtp-mux" attribute as specified in IETF RFC 5761 [39]; and

iii)
shall include the "a=rtcp:9" as specified in IETF RFC 5761 [39].

c)
should include one or more" m=audio" media lines and media line attributes as defined in 3GPP TS 24.380 [5] to be used as the MBMS subchannel for audio only. Additional the participating MCPTT function:

i)
shall set the c-line to the unspecified address (0.0.0.0), if IPv4, or to a domain name within the ".invalid" DNS top-level domain, if IPv6; and

ii)
shall set the port number of the media line to 9;
NOTE 1:
If an MBMS subchannel for audio only is included, the "a=rtp-mux" and "a=rtcp:" attributes are not included in the media line.

d)
shall include one "m=application" media line as defined in 3GPP TS 24.380 [5] to be used as the general purpose MBMS subchannel. The media line shall include a valid multicast IP address and a valid port number. If the protection of MBMS subchannel control messages sent over the general purpose MBMS subchannel of the MBMS bearer is required, and an appropriate Multicast Signalling Key (MuSiK) has not been distributed, the participating MCPTT function may also include an "a=keymgmt" media-level attribute. The participating MCPTT function:
i)
shall encrypt the MuSiK to a UID associated to the targeted MCPTT ID and a time related parameter as described in 3GPP TS 33.180 [xx];

ii)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated MuSiK and MuSiK-ID as specified in 3GPP TS 33.180 [xx];

iii)
shall add the public service identity of the participating MCPTT function to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx];
iv)
shall sign the MIKEY-SAKKE I_MESSAGE using the public service identity of the participating MCPTT function signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [xx]; and
v)
shall include the "mikey" key management and protocol identifier and the signed MIKEY-SAKKE I_MESSAGE in the value of the a=keymgmt" media-level attribute according to IETF RFC 4567 [47]; and

NOTE 2:
The media parameters to be used by the MBMS subchannel for media is included in the Map Group To Bearer message defined in 3GPP TS 24.380 [5] and not included in this application/sdp MIME body.

e)
if "m=audio" media lines to be used in an MBMS subchannel for audio only are included above, shall include one or more "m=application" media line as defined in 3GPP TS 24.380 [5] to be used as the MBMS subchannel for floor control messages. The media line:

i)
shall set c-line to the unspecified address (0.0.0.0), if IPv4, or to a domain name within the ".invalid" DNS top-level domain, if IPv6; and

ii)
shall set the port number of the media line to 9;
NOTE 3:
The use of a separate MBMS subchannel for floor control is optional. When a separate MBMS subchannel for floor control is not used, floor control messages are sent in the MBMS subchannel for media.

6)
shall include an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body defined in clause F.2 with the <version> element set to "1" and one or more <announcement> elements associated with the pre-activated MBMS bearers. Each set of an <announcement> element:
a)
shall include a TMGI value in the <TMGI> element;

NOTE 4:
The same TMGI value can only appear in one <announcement> element. The TMGI value is also used to identify the <announcement> when updating or cancelling the <announcement> element.

b)
shall include the QCI value in the <QCI> element;

c)
if multiple carriers are supported, shall include the frequency to be used in the <frequency> element;

NOTE 5:
In the current release if the <frequency> element is included, the frequency in the <frequency> element is the same as the frequency used for unicast.

d)
shall include one or more MBMS service area IDs in the <mbms-service-areas> element; and

e)
shall include the number of the "m=application" media line to be used as the general purpose MBMS subchannel;

7)
shall include one <GPMS> element giving the number of the "m=application" media line in the application/sdp MIME body generated in step 7 above to be used as the general purpose MBMS subchannel;

8)
shall include the MBMS public service identity of the participating MCPTT function in the P-Asserted-Identity header field;
9)
shall include in a MIME body with Content-Type header field set to "application/vnd.3gpp.mcptt-info+xml", the <mcptt-request-uri> element set to the MCPTT ID of the user; and
10)
shall send the SIP MESSAGE request towards the MCPTT client according to 3GPP TS 24.229 [4].

***** Next change *****
14.2.2.5
Sending a MuSiK key download message
For each MCPTT client that the participating MCPTT function is intending to use an MBMS bearer to transmit confidentiality protected signalling (SRTCP) to the client, the participating MCPTT function shall perform a key download procedure for each Multicast Siganlling Key (MuSiK). The participating MCPTT function:
1)
shall generate an SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];
2)
shall set the Request-URI to the URI received in the To header field in a third-party SIP REGISTER request;

3)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media-feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];

4)
shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcptt";

5)
shall include an application/mikey MIME body with the MuSiK encrypted within a MIKEY message to the MC client as specified in clause 9.2.2 of 3GPP TS 33.180 [xx] in the body of the SIP MESSAGE request;
6)
shall send the SIP MESSAGE request towards the MCPTT client according to 3GPP TS 24.229 [4].

***** Next change *****
14.3.2
Receiving an MBMS bearer announcement

When the MCPTT client receives a SIP MESSAGE request containing:

1)
a P-Asserted-Service header field containing the "urn:urn-7:3gpp-service.ims.icsi.mcptt"; and

2)
an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body containing one or more an <announcement> element(s);

then the MCPTT client for each <announcement> element in the application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body:
1)
if the <mbms-service-areas> element is present and contains at least one MBMS service area ID:

a)
if an <announcement> element with the same value of the <TMGI> element is already stored:

i)
shall replace the old <announcement> element with the <announcement> element received in the application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body;

b)
if there is no <announcement> element with the same value of the <TMGI> element stored:

i)
shall store the received <announcement> element;

c)
shall associate the received announcement with the received application/sdp MIME body;

d)
shall associate the received announcement with the received <GPMS> element;

e)
shall store the MBMS public service identity of the participating MCPTT function received in the P-Asserted-Identity header field and associate the MBMS public service identity with the new <announcement> element;
f)
if a "a=keymgmt" media-level attribute with the "mikey" key management and protocol identifier and a MIKEY-SAKKE I_MESSAGE is included for the general purpose MBMS subchannel defined in the "m=application" media line in the application/sdp MIME body in the received SIP MESSAGE request, 
i)
shall extract the initiator URI from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx]. If the initiator URI deviates from the public service identity of the participating MCPTT function serving the MCPTT user, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;
ii)
shall convert the initiator URI to a UID as described in 3GPP TS 33.180 [xx];

iii)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [xx];
iv)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;

v)
shall extract and decrypt the encapsulated MuSiK using the participating MCPTT function's (KMS provisioned) UID key as described in 3GPP TS 33.180 [xx]; and

vi)
shall extract the MuSiK-ID, from the payload as specified in 3GPP TS 33.180 [xx];
NOTE:
With the MuSiK successfully shared between the participating MCPTT function and the served UEs, the participating MCPTT function is able to securely send floor control signalling, media signalling and MBMS subchannel control messages to the MCPTT clients over multicast bearers.
g)
shall listen to the general purpose MBMS subchannel defined in the "m=application" media line in the application/sdp MIME body in the received SIP MESSAGE request when entering an MBMS service area where the announced MBMS bearer is available; and

h)
shall check the condition for sending a listening status report as specified in the subclause 14.3.3; and

2)
if no <mbms-service-areas> element is present:

a)
shall discard a previously stored <announcement> element identified by the value of the <TMGI>;

b)
shall remove the association with the stored application/sdp MIME body and stop listening to the general purpose MBMS subchannel;

c)
 if no more <announcement> elements associated with the stored application/sdp MIME body are stored in the MCPTT client, shall remove the stored application/sdp MIME body; and

d)
check the condition for sending a listening status report as specified in the subclause 14.3.3.

***** Next change *****
14.3.4
Receiving a MuSiK key download message
When the MCPTT client receives a SIP MESSAGE request containing:

1)
a P-Asserted-Service header field containing the "urn:urn-7:3gpp-service.ims.icsi.mcptt"; and

2)
an application/mikey MIME body;
Then, if the key identifier within the CSB-ID of the MIKEY payload is a MuSiK-ID (4 most-significant bits have the value '6'), the MCPTT client:
1)
shall follow the security procedures in clause 9.2.2 of TS 33.180 [xx] to extract the MuSiK and MuSiK-ID. The client:
a)
if the initiator field (IDRi) has type 'URI' (identity hiding is not used), the client:

i)
shall extract the initiator URI from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx]. If the initiator URI deviates from the public service identity of the participating MCPTT function serving the MCPTT user, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;

ii)

shall convert the initiator URI to a UID as described in 3GPP TS 33.180 [xx];

b)
if the initiator field (IDRi) has type 'UID' (identity hiding in use), the client:

ii)

shall convert the public service identity of participating MCPTT function serving the MCPTT user to a UID as described in 3GPP TS 33.180 [xx];
i)
shall compare the generated UID with the UID in the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx]. If the two initiator UIDs deviate from each other, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;

c) 
shall use the UID to validate the signature of the I_MESSAGE as described in 3GPP TS 33.180 [xx];
d)
if authentication verification of the I_MESSAGE fails, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;

e)
shall extract and decrypt the encapsulated MuSiK using the participating MCPTT function's (KMS provisioned) UID key as described in 3GPP TS 33.180 [xx]; and

f)
shall extract the MuSiK-ID, from the payload as specified in 3GPP TS 33.180 [xx];
2)
If extraction is successful, the client shall store the MuSiK and MuSiK-ID. 
NOTE:
With the MuSiK and MuSiK-ID successfully shared between the participating MCPTT function and the served UEs, the participating MCPTT function is able to securely send floor control signalling, media signalling and MBMS subchannel control messages to the MCPTT clients.
***** ALL CHANGES FROM THIS POINT ARE REFERENCE UPDATES *****
***** Next change *****
4.8
Protection of sensitive application data.

In certain deployments, for example, in the case that the MCPTT operator uses the underlying SIP core infrastructure from the carrier operator, the MCPTT operator can prevent certain sensitive application data from being visible in the clear to the SIP layer. The following data are classed as sensitive application data:

-
MCPTT ID;
-
MCPTT group ID;
-
user location information;
-
emergency, alert and imminent-peril indicators;
-
access token (containing the MCPTT ID); and
-
MCPTT client ID.
The above data is transported as XML content in SIP messages. in XML elements or XML attributes.

Data is transported in attributes in the following circumstances in the procedures in the present document:

-
an MCPTT ID, an MCPTT Group ID, and an MCPTT client ID in an XML document published in SIP PUBLISH request for affiliation according to IETF RFC 3856 [51];

-
an MCPTT ID or an MCPTT Group ID in XML document notified in a SIP NOTIFY request for affiliation according to IETF RFC 3856 [51];

-
an MCPTT ID in application/resource-lists+xml document included in an SIP INVITE request setting up a private call according to IETF RFC 5366 [20];

-
an MCPTT ID in application/resource-lists+xml document included in an SIP INVITE request setting up a group call to a temporary group involving a non-controlling function that works in "Trusted Mode" according to IETF RFC 5366 [20], whereby the participants are returned to the controlling function in a MIME body of a SIP 403 (Forbidden) with the P-Refused-URI-List header field according to IETF RFC 5318 [36];

-
an MCPTT ID in XML document provided in SIP NOTIFY request of a conference event package according to IETF RFC 4575 [30]; and

-
an MCPTT ID or MCPTT Group ID in application/resource-lists+xml document according to IETF RFC 5366 [20], included in a SIP REFER request when using a pre-established session (the application/resource-lists+xml MIME body is pointed to by a Cid-URL as specified in IETF RFC 2392 [62] contained in the Refer-To header field of the SIP REFER request);

3GPP TS 33.180 [xx] describes a method to provide confidentiality protection of sensitive application data in elements by using XML encryption (i.e. xmlenc) and in attributes by using an attribute confidentiality protection scheme described in subclause 6.6.2.3 of the present document. Integrity protection can also be provided by using XML signatures (i.e. xmlsig).

Protection of the data relies on a shared XML protection key (XPK) used to encrypt and sign data:

-
between the MCPTT client and the MCPTT server, the XPK is a client-server key (CSK); and

-
between MCPTT servers and between MCPTT domains, the XPK is a signalling protection key (SPK).

The CSK (XPK) and a key-id CSK-ID (XPK-ID) are generated from keying material provided by the key management server. Identity based public key encryption based on MIKEY-SAKKE is used to transport the CSK between SIP end-points. The encrypted CSK is transported from the MCPTT client to the MCPTT server when the MCPTT client performs service authorisation as described in clause 7 and is also used during service authorisation to protect the access token.

The SPK (XPK) and a key-id SPK-ID (XPK-ID) are directly provisioned in the MCPTT servers.

Configuration in the MCPTT client and MCPTT server is used to determine whether one or both of confidentiality protection and integrity protection are required.

The following four examples give a brief overview of the how confidentiality and integrity protection is applied to application data in this specification.

EXAMPLE 1:
Pseudo code showing how confidentiality protection is represented in the procedures in the document for sensitive data sent by the originating client.

   IF configuration is set for confidentiality protection of sensitive data

   THEN

       Encrypt data element using the CSK (XPK) by following TS 33.180;

       Include in an <EncryptedData> element of the XML MIME body according to TS 33.180:

         (1) the encryption method;

         (2) the key-id (XPK-ID);

         (3) the cipher data;

       Encrypt URIs in attribute using the CSK (XPK) by following subclause 6.6.2.3;

   ELSE

       include application data into XML MIME body in clear text;

   ENDIF;

EXAMPLE 2:
Pseudo code showing how integrity protection is represented in the procedures in the present document for data sent by the originating client.

   IF configuration is set for integrity protection of application data
   THEN
       Use a method to hash the content as specified in TS 33.180;

       Generate a signature for the hashed content using the CSK (XPK) as specified in TS 33.180;
       Include within a <Signature> XML element of the XML MIME body according to TS 33.180:

          (1) a cannonicalisation method to be applied to the signed information;

          (2) the signature method used for generating the signature;

          (3) a reference to the content to be signed;

          (4) the hashing method used;

          (5) the hashed content;

          (6) the key-id (XPK-ID);

          (7) the signature value;

   ENDIF;

EXAMPLE 3:
Pseudo code showing how confidentiality protection is represented in the procedures in the present document at the server side when receiving encrypted content.

   IF configuration is set for confidentiality protection of sensitive data

   THEN

       Check that the XML content contains the <EncryptedData> element;

       Check that the XML document contains a URI with the domain name for MCPTT confidentiality protection;

       Return an error if the <EncryptedData> element or domain name for MCPTT confidentiality protection are not found;

       Otherwise:

          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;

          (2) for encrypted data in elements, decrypt the data elements using the CSK as specified in TS 33.180 as required;

          (3) for encrypted URIs in attributes, decrypt the URIs using the CSK as specified in subclause 6.6.2.3;

   ENDIF;

EXAMPLE 4:
Pseudo code showing how integrity protection is represented in the procedures in the present document at the server side when receiving signed content.

   IF configuration is set for integrity protection of application data 
   THEN

      Check that the XML content contains the <Signature> element;

      Return an error if the <Signature> element is not found;

      Otherwise:

          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;

          (2) verify the signature of the content using the CSK;

      Return an error if the validation of the signature fails;

      IF validation of the signature passes

      THEN 

         decrypt any data found in <EncryptedData> elements;

         decrypt any encrypted URIs found in attributes;

      ENDIF;
   ENDIF;
The content can be re-encrypted and signed again using the SPK between MCPTT servers.

The following examples show the difference between normal and encrypted data content. In this example consider the MCPTT client initiating a prearranged group session.

EXAMPLE 5:
<mcptt-info> MIME body represented with data elements in the clear:

   Content-Type: application/vnd.3gpp.mcptt-info+xml

   <?xml version="1.0"?>

   <mcptt-info>

     <mcptt-Params>

       <session-type>prearranged</session-type>

       <mcptt-request-uri type="Normal">
         <mcpttURI>sip:group123@mcpttoperator1.com></mcpttURI>

       </mcptt-request-uri>
     </mcptt-Params>

   </mcptt-info>
EXAMPLE 6:
<mcptt-info> MIME body represented with the <mcptt-request-uri> encrypted:

   Content-Type: application/vnd.3gpp.mcptt-info+xml

   <?xml version="1.0"?>

   <mcptt-info>

     <mcptt-Params>

       <session-type>prearranged</session-type>

       <mcptt-request-uri type="Encrypted">

         <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

          Type='http://www.w3.org/2001/04/xmlenc#Content'>

            <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

            <ds:KeyInfo>

              <ds:KeyName>base64XpkId</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>A23B45C5657689090</CipherValue>

            </CipherData>

         </EncryptedData>

       </mcptt-request-uri>

     </mcptt-Params>

   </mcptt-info>
EXAMPLE 7:
pidf+xml MIME body represented with clear URIs in attributes:

Content-Type: application/pidf+xml

<?xml version="1.0" encoding="UTF-8"?>

<presence entity="sip:somebody@mcptt.org">

  <tuple id="acD4rhU87bK">

    <status>

      <affiliation group="sip:thegroup@mcptt.org"/>

    </status>

  </tuple>

</presence>

EXAMPLE 8:
pidf+xml MIME body represented with encrypted URIs in attributes:

Content-Type: application/pidf+xml

<?xml version="1.0" encoding="UTF-8"?>

<presence entity="sip:c4Hrt45XG8IohRFT67vfdr3V;iv=45RtfVgHY23k8Ihy;xpk-id=b7UJv9;alg=128-aes-gcm@mc1-encryption.3gppnetwork.org">

  <tuple id="acD4rhU87bK">

    <status>

      <affiliation group="sip:98yudFG45tx_89TYGedb4ujF ;iv=FGD567kjhfH7d4-D;key-id=eV9kl7;alg=128-aes-gcm@mc1-encryption.3gppnetwork.org"/>

    </status>

  </tuple>

</presence>
***** Next change *****
6.6.2.2
Keys used in confidentiality protection procedures

Confidentiality protection uses an XPK to encrypt the data which (depending on who is the sender and who is the receiver of the encrypted information) can be a CSK or an SPK as specified in subclause 4.8. An XPK-ID (CSK-ID/SPK-ID) is used to key the XPK (CSK/SPK). It is assumed that before the procedures in this subclause are called, the CSK/CSK-ID and/or SPK/SPK-ID are available on the sender and recipient of the encrypted content as described in subclause 4.8.

The procedures in subclause 6.6.2.3 and subclause 6.6.2.4 are used with a XPK equal to the CSK and a XPK-ID equal to the CSK-ID in the following circumstances as described in 3GPP TS 33.180 [xx]:
1)
MCPTT client sends confidentiality protected content to an MCPTT server; and

2)
MCPTT server sends confidentiality protected content to an MCPTT client.
The procedure in subclause 6.6.2.3 and subclause 6.6.2.4 are used with a XPK equal to the SPK and a XPK-ID equal to the SPK-ID in the following circumstances as described in 3GPP TS 33.180 [xx]:

1)
MCPTT server sends confidentiality protected content to an MCPTT server in the same domain; and

2)
MCPTT server sends confidentiality protected content to an MCPTT server in another domain.
***** Next change *****
6.6.2.3.3
Content Encryption in XML elements
The following procedures shall be performed by an MCPTT client or an MCPTT server:

1)
perform encryption as specified in W3C: "XML Encryption Syntax and Processing Version 1.1", https://www.w3.org/TR/xmlenc-core1/ [60] subclause 4.3, using the "AES-128-GCM algorithm HMAC" as the encryption algorithm and the XPK as the key; and
2)
follow the semantic for the element of the MIME body as described in Annex F of the present document, to include the encrypted content in the MIME body ensuring that the necessary XML elements required for confidentiality protection are included as specified in 3GPP TS 33.180 [xx].
***** Next change *****
6.6.2.3.4
Attribute URI Encryption

The following procedures shall be performed by an MCPTT client or an MCPTT server:

1)
perform encryption as specified in [aes-gcm], using the "AES-128-GCM algorithm HMAC" as the encryption algorithm and the XPK as the key, with a 96 bit randomly selected IV; and
2)
replace the URI to be protected in the attribute by a URI constructed as follows:

a)
the URI schema is "sip:";

b) the first part of the userinfo part is the base64 encoded result of the encryption of the original attribute value;

c)
the string ";iv=" is appended to the result of step b);

d)
the base64 encoding of the IV (section 5 of IETF RFC 4648 [71]) is appended to the result of step c);

e)
the string ";key-id=" is appended to the result of step d);

f)
the base64 encoding of the XPK-ID according to 3GPP 33.180 [xx] is appended to the result of step e);

g)
the string ";alg=128-aes-gcm" is appended to the result of step f); and

h)
the string "@" followed by the domain name for MCPTT confidentiality protection as specified in 3GPP TS 23.203is appended to the result of step g).
***** Next change *****
6.6.2.4.2
Decrypting confidentiality protected content in XML elements
The following procedure shall be performed by an MCPTT client or an MCPTT server to decrypt an individual XML element that has a type of "encrypted" within an XML MIME body:

1)
if the <EncryptedData> XML element or any of its sub-elements as described in 3GPP TS 33.180 [xx] are not present in the MIME body then send a SIP 403 (Forbidden) response with the warning text set to "140 unable to decrypt XML content" in a Warning header field as specified in subclause 4.4, and exit this procedure. Otherwise continue with the rest of the steps;
2)
perform decryption on the <EncryptedData> element as specified in W3C: "XML Encryption Syntax and Processing Version 1.1", https://www.w3.org/TR/xmlenc-core1/ [60] subclause 4.4 to decrypt the contents of the <CipherValue> element contained within the <CipherData> element;
3)
if the decryption procedure fails, then send a SIP 403 (Forbidden) response with the warning text set to "140 unable to decrypt XML content" in a Warning header field as specified in subclause 4.4. Otherwise continue with the rest of the steps; and
4)
return success of this procedure together with the decrypted XML element.

***** Next change *****
6.6.3.2
Keys used in integrity protection procedures

Integrity protection uses an XPK to sign the data which (depending on who is the sender and who is the receiver of the signed information) can be a CSK or an SPK as specified in subclause 4.8. An XPK-ID (CSK-ID/SPK-ID) is used to key the XPK (CSK/SPK). It is assumed that before the procedures in subclause 6.6.3.3 and subclause 6.6.3.4 are called, the CSK/CSK-ID and/or SPK/SPK-ID are available on the sender and recipient of the integrity protected content, as described in subclause 4.8.

The procedures in subclause 6.6.3.3 and subclause 6.6.3.4 shall be used with a XPK equal to the CSK and a XPK-ID equal to the CSK-ID in the following circumstances as described in 3GPP TS 33.180 [xx]:

1)
MCPTT client sends integrity protected content to an MCPTT server; and

2)
MCPTT server sends integrity protected content to an MCPTT client.
The procedure in subclause 6.6.3.3 and subclause 6.6.3.4 shall be used with a XPK equal to the SPK and a XPK-ID equal to the SPK-ID in the following circumstances as described in 3GPP TS 33.180 [xx]:

1)
MCPTT server sends integrity protected content to an MCPTT server in the same domain; and

2)
MCPTT server sends integrity protected content to an MCPTT server in another domain.

***** Next change *****
6.6.3.4.2
Verification of integrity protected content

The following procedure is used by the MCPTT client or MCPTT server to verify the integrity of an XML MIME body:

1)
if the required sub-elements of the <Signature> as described in 3GPP TS 33.180 [xx] are not present in the MIME body and if not present, are not known to the sender and recipient by other means, then the integrity protection procedure fails and exit this procedure. Otherwise continue with the rest of the steps;

2)
perform reference validation on the <Reference> element as specified in W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core [61] subclause 3.2.1;
3)
if reference validation fails, then send a SIP 403 (Forbidden) response towards the functional entity with the warning text set to: "139 integrity protection check failed" in a Warning header field as specified in subclause 4.4, and do not continue with the rest of the steps in this subclause;
4)
obtain the XPK using the XPK-ID in the received XML body and use it to perform signature validation of the value of the <SignatureValue> element as specified in W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core [61] subclause 3.2.2;
5)
if signature validation fails, then send a SIP 403 (Forbidden) response towards the functional entity with the warning text set to: "139 integrity protection check failed" in a Warning header field as specified in subclause 4.4, and do not continue with the rest of the steps in this subclause; and
6)
return success of the integrity protection of the XML document passes the integrity protection procedure.

***** Next change *****
7.2.1
SIP REGISTER request for service authorisation
When the MCPTT client performs SIP registration the MCPTT client shall perform the registration procedures as specified in 3GPP TS 24.229 [4].
The MCPTT client shall include the following media feature tags in the Contact header field of the SIP REGISTER request:

1)
the g.3gpp.mcptt media feature tag; and

2)
the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt".
NOTE 1:
If the MCPTT client logs off from the MCPTT service but the MCPTT UE remains registered the MCPTT UE performs a re-registration as specified in 3GPP TS 24.229 [4] without both the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag in the Contact header field of the SIP REGISTER request.

If the MCPTT client supports MCPTT service continuity, then the MCPTT client shall follow the IMS registraton procedures for PS to PS service continuity as specified in subclause 6.2.2 of 3GPP TS 24.237 [58].
If the MCPTT client, upon performing SIP registration:

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.482 [49];

2)
has available an access-token;

3)
based on implementation decides to use SIP REGISTER for service authorization;

4)
confidentiality protection is disabled as specified in subclause 6.6.2.3.1; and

5)
integrity protection is disabled as specified in subclause 6.6.3.3.1;
then the MCPTT client shall include an application/vnd.3gpp.mcptt-info+xml MIME body as defined in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures, in the SIP REGISTER request.
NOTE 2:
the access-token contains the MCPTT ID of the user.
If the MCPTT client, upon performing SIP registration:

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.482 [49];

2)
has an available access-token;
3)
based on implementation decides to use SIP REGISTER for service authorization; and

4)
either confidentiality protection is enabled as specified in subclause 6.6.2.3.1 or integrity protection is enabled as specified in subclause 6.6.3.3.1;

then the MCPTT client:

1)
shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.180 [xx] in the body of the SIP REGISTER request;
2)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall encrypt the received access-token using the CSK and shall include in the body of the SIP REGISTER request, an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-access-token> element set to the encrypted access-token, as specified in subclause 6.6.2.3.3;
3)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include an application/vnd.3gpp.mcptt-info+xml MIME body as defined in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures; and
4)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body by following the procedures in subclause 6.6.3.3.3.
***** Next change *****
7.2.2
SIP PUBLISH request for service authorisation and MCPTT service settings
If based on implementation the MCPTT client decides to use SIP PUBLISH for MCPTT server settings to also perform service authorization and

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.482 [49]; and

2)
has available an access-token;

then the MCPTT client:

1)
shall perform the procedures in subclause 7.2.1A;

2)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1 and integrity protection is disabled, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures;

3)
if either confidentiality protection is enabled as specified in subclause 6.6.2.3.1 or integrity protection is enabled as specified in subclause 6.6.3.3.1 shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.180 [xx] in the body of the SIP PUBLISH request;

4)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request an application/vnd.3gpp.mcptt-info+xml MIME body with:

a)
the <mcptt-access-token> element set to the received access-token encrypted using the CSK, as specified in subclause 6.6.2.3.3; and

b)
the <mcptt-client-id> element set to the encrypted MCPTT client ID of the originating MCPTT client, as specified in subclause 6.6.2.3.3;
5)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with:

a)
the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures in the body of the SIP PUBLISH request; and

b)
the <mcptt-client-id> element set to the value of the MCPTT client ID of the originating MCPTT client;
6)
shall include an application/poc-settings+xml MIME body containing:

a)
the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package set to the current answer mode setting ("auto-answer" or "manual-answer") of the MCPTT client according to IETF RFC 4354 [55]; and
b)
the <selected-user-profile-index> element as defined in subclause 7.4.1.2.2 set to the value contained in the "user-profile-index" attribute of the selected MCPTT user profile as defined in 3GPP TS 24.484 [50]; and
7)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body and application/poc-settings+xml MIME body by following the procedures in subclause 6.6.3.3.3.
The MCPTT client shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].
***** Next change *****
7.3.1A
Confidentiality and Integrity Protection
When the MCPTT server receives a SIP REGISTER request sent from the MCPTT client contained within a message/sip MIME body of a received third-party SIP REGISTER request or a SIP PUBLISH request, it first determines whether XML MIME bodies included in the request are integrity protected. If XML MIME bodies are integrity protected the MCPTT server validates the signature of each of the XML MIME bodies. If the integrity protection check(s) pass or the XML MIME bodies are not integrity protected, the MCPTT server then determines whether the content in specific XML elements is confidentiality protected. If XML content is confidentiality protected, the MCPTT server decrypts the protected content.

Upon receiving:

-
a SIP REGISTER request containing an application/vnd.3gpp.mcptt-info+xml MIME body within a message/sip MIME body of the SIP REGISTER request sent from the MCPTT client; or
-
a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body and an application/poc-settings+xml MIME body;

the MCPTT server:

1)
shall determine if integrity protection has been applied to XML MIME bodies in the SIP request by following the procedures in subclause 6.6.3.4.1 for each XML MIME body;

2)
if integrity protection has been applied, shall use the keying data described in subclause 6.6.3.2 and the procedures described in subclause 6.6.3.4.2 to verify the integrity of each of the XML MIME bodies; and

3)
if all integrity protection checks succeed, shall continue with the remaining steps of this subclause.

Upon receiving:

-
a SIP REGISTER request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-access-token> element and an <mcptt-client-id> element within a message/sip MIME body of the SIP REGISTER request sent from the MCPTT client; or
-
a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-access-token> element and an <mcptt-client-id> element, and an application/poc-settings+xml MIME body;

the MCPTT server:

1)
shall determine if confidentiality protection has been applied to the <mcptt-access-token> element and the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body, by following the procedures in subclause 6.6.2.4.1;

2)
if confidentiality protection has been applied to the <mcptt-access-token> element and <mcptt-client-id> element:

a)
shall use the keying information received in the MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.180 [xx], along with the procedures described in subclause 6.6.2.4.2 to:

i)
decrypt the received access token in the <mcptt-access-token> element in the application/vnd.3gpp.mcptt-info+xml MIME body; and

ii)
decrypt the received MCPTT client ID in the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body;

b)
if the decryption procedure succeeds, shall identify the MCPTT ID and the MCPTT client ID from the decrypted values; and

c)
if the decryption procedure fails, shall determine that confidentiality protection has not been successful;
3)
if confidentiality protection has been applied to only one of the <mcptt-access-token> element or the <mcptt-client-id> element:

a)
shall determine that confidentiality protection has not been successful;

4)
if confidentiality protection has not been applied: 

a)
shall identify the MCPTT ID from <mcptt-access-token> element received in the application/vnd.3gpp.mcptt-info+xml MIME body; and

b)
shall identify the MCPTT client ID from the <mcptt-client-id> element received in the application/vnd.3gpp.mcptt-info+xml MIME body.
Upon receiving a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-request-uri> element, an <mcptt-client-id> element, and an application/poc-settings+xml MIME body, the MCPTT server:

1)
shall determine if confidentiality protection has been applied to the <mcptt-request-uri> element and the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body by following the procedures in subclause 6.6.2.4.1;

2)
if confidentiality protection has been applied to the <mcptt-request-uri> element and the <mcptt-client-id> element:

a)
shall use the keying information described in subclause 6.6.2.2 along with the procedures described in subclause 6.6.2.4.2 to:

i)
decrypt the received encrypted MCPTT ID in the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body; and

ii)
decrypt the received encrypted MCPTT client ID in the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body;

b)
if all decryption procedures succeed, shall identify the MCPTT ID and MCPTT client ID from the decrypted values; and

c)
if the decryption procedure fails, shall determine that confidentiality protection has not been successful;
3)
if confidentiality protection has been applied to only one of the <mcptt-request-uri> element or <mcptt-client-id> element:

a)
shall determine that confidentiality protection has not been successful;
4)
if confidentiality protection has not been applied:

a)
shall identify the MCPTT ID from the contents of the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body;and

b)
shall identify the MCPTT client ID from the <mcptt-client-id> element received in the application/vnd.3gpp.mcptt-info+xml MIME body.
***** Next change *****
7.3.2
SIP REGISTER request for service authorisation

The MCPTT server shall support obtaining service authorization specific information from the SIP REGISTER request sent from the MCPTT client and included in the body of a third-party SIP REGISTER request.

NOTE 1:
3GPP TS 24.229 [4] defines how based on initial filter criteria the SIP REGISTER request sent from the UE is included in the body of the third-party SIP REGISTER request.

Upon receiving a third party SIP REGISTER request with a message/sip MIME body containing the SIP REGISTER request sent from the MCPTT client, the MCPTT server:

1)
shall identify the IMS public user identity from the third-party SIP REGISTER request;

2)
shall identify the MCPTT ID from the SIP REGISTER request sent from the MCPTT client and included in the message/sip MIME body of the third-party SIP REGISTER request by following the procedures in subclause 7.3.1A;
3)
shall perform service authorization for the identified MCPTT ID as described in 3GPP TS 33.180 [xx];

4)
if service authorization was successful, shall bind the MCPTT ID to the IMS public user identity; and
NOTE 2:
The MCPTT server will store the binding MCPTT ID, IMS public user identity and an identifier addressing the MCPTT server in an external database.
5)
if service authorization was not successful, shall send a SIP 403 (Forbidden) response towards the MCPTT server with the warning text set to: "101 service authorisation failed" in a Warning header field as specified in subclause 4.4.

***** Next change *****

7.3.3
SIP PUBLISH request for service authorisation and service settings

The MCPTT server shall support obtaining service authorization specific information from a SIP PUBLISH request for MCPTT server settings.

Upon receiving a SIP PUBLISH request containing:

1)
an Event header field set to the "poc-settings" value;
2)
an application/poc-settings+xml MIME body; and

3)
an application/vnd.3gpp.mcptt-info+xml MIME body containing an <mcptt-access-token> element and an <mcptt-client-id> element;
the MCPTT server:

1)
shall identify the IMS public user identity from the P-Asserted-Identity header field;

2)
shall perform the procedures in subclause 7.3.1A;
3)
if the procedures in subclause 7.3.1A were not successful shall send a SIP 403 (Forbidden) response towards the MCPTT server with the warning text set to: "140 unable to decrypt XML content " in a Warning header field as specified in subclause 4.4, and not continue with the rest of the steps in this subclause;
4)
shall perform service authorization for the identified MCPTT ID as described in 3GPP TS 33.180 [xx];

5)
if service authorization was successful shall bind the MCPTT ID to the IMS public user identity;
NOTE 1:
The MCPTT server will store the binding MCPTT ID, IMS public user identity and an identifier addressing the MCPTT server in an external database.

6)
if service authorization was not successful, shall send a SIP 403 (Forbidden) response towards the MCPTT server with the warning text set to: "101 service authorisation failed" in a Warning header field as specified in subclause 4.4, and not continue with the rest of the steps in this subclause;
7)
shall process the SIP PUBLISH request according to rules and procedures of IETF RFC 3903 [37] and if processing of the SIP request was not successful, do not continue with the rest of the steps;
8)
shall cache the received MCPTT service settings until the MCPTT service settings expiration timer expires;

9)
shall send a SIP 200 (OK) response according 3GPP TS 24.229 [4];

10)
shall use the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package as the current Answer-Mode Indication of the MCPTT client.

11)
shall download the MCPTT user profile from the MCPTT  user database as defined in 3GPP TS 29.283 [73] if not already stored at the MCPTT server and use the <selected-user-profile-index> element of the poc-settings event package if included to identify the active MCPTT user profile for the MCPTT client;

NOTE 2:
If the <selected-user-profile-index> element of the poc-settings event package is included then only that MCPTT user profile is needed to be downloaded from the MCPTT user database.
12)
if there is no <selected-user-profile-index> element included in the poc-settings event package then if multiple MCPTT user profiles are stored at the MCPTT server or downloaded for the MCPTT user from the MCPTT service user database, shall determine the pre-selected MCPTT user profile to be used as the active MCPTT user profile by identifying the MCPTT user profile (see the MCPTT user profile document in 3GPP TS 24.484 [50]) in the collection of MCPTT user profiles that contains a <Pre-selected-indication> element; and
NOTE 3:
If only one MCPTT user profile is stored at the MCPTT server or only one MCPTT user profile is downloaded from the MCPTT user database, then by default this MCPTT user profile is the pre-selected MCPTT user profile.
13)
if an <ImplicitAffiliations> element is contained in the <OnNetwork> element of the MCPTT user profile document with one or more <entry> elements containing an MCPTT group ID (see the MCPTT user profile document in 3GPP TS 24.484 [50]) for the served MCPTT ID, shall perform implicit affiliation as specified in subclause 9.2.2.2.15
***** Next change *****
9.2.2.2.15
Implicit affiliation to configured groups procedure

This subclause is referenced from other procedures.
If the participating MCPTT function has successfully performed service authorization for the MCPTT ID identified in the service authorisation procedure as described in 3GPP TS 33.180 [xx], the participating MCPTT function:
1)
shall identify the MCPTT ID included in the SIP request received for service authorisation procedure as the served MCPTT ID;

2)
shall identify the MCPTT client ID from the <mcptt-client-id> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body included in the SIP request received for service authorisation as the served MCPTT client ID;
3)
shall download the MCPTT user profile from the MCPTT user database as defined in 3GPP TS 29.283 [73] if not already stored at the participating MCPTT function;

4)
if no <ImplicitAffiliations> element is contained in the <OnNetwork> element of the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) for the served MCPTT ID or the <ImplicitAffiliations> element contains no <entry> elements containing an MCPTT group ID, shall skip the remaining steps;

5)
shall consider an MCPTT user information entry such that:

a)
the MCPTT user information entry is in the list of MCPTT user information entries described in subclause 9.2.2.2.2; and

b)
the MCPTT ID of the MCPTT user information entry is equal to the served MCPTT ID;


as the served MCPTT user information entry;
6)
shall consider an MCPTT client information entry such that:

a)
the MCPTT client information entry is in the list of MCPTT client information entries of the served MCPTT user information entry; and

b)
the MCPTT client ID of the MCPTT client information entry is equal to the served MCPTT client ID;


as the served MCPTT client information entry;
7)
shall consider a copy of the list of the MCPTT group information entries of the served MCPTT client information entry as the served list of the MCPTT group information entries;
8)
shall construct the candidate list of the MCPTT group information entries as follows:

a)
for each MCPTT group ID which has an MCPTT group information entry in the served list of the MCPTT group information entries shall copy the MCPTT group information entry into a new MCPTT group information entry of the candidate list of the MCPTT group information entries;

b)
for each MCPTT group ID contained in an <entry> element of the <ImplicitAffiliations> element in the <OnNetwork> element of the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) for the served MCPTT ID that does not have an MCPTT group information entry in the served list of the MCPTT group information entries or has an MCPTT group information entry in the served list of the MCPTT group information entries such that the expiration time of the MCPTT group information entry has already expired:
i)
shall add a new MCPTT group information entry in the candidate list of the MCPTT group information list for the MCPTT group ID;
ii)
shall set the affiliation status of the new MCPTT group information entry to the "affiliating" state; and

iii)
shall set the expiration time of the new MCPTT group information entry to the current time increased with the candidate expiration interval;

c)
if in step b) above, no new MCPTT group information entries were added to the candidate list of the MCPTT group information list for the MCPTT group ID:

i)
shall discard the candidate list; and

ii)
shall skip the remaining steps;
9)
determine the candidate number of MCPTT group IDs as the number of different MCPTT group IDs which have an MCPTT group information entry:

a)
in the candidate list of the MCPTT group information entries; or

b)
in the list of the MCPTT group information entries of an MCPTT client information entry such that:

i)
the MCPTT client information entry is in the list of the MCPTT client information entries of the served MCPTT user information entry; and

ii)
the MCPTT client ID of the MCPTT client information entry is not equal to the served MCPTT client ID;


with the affiliation status set to the "affiliating" state or the "affiliated" state and with the expiration time which has not expired yet; and

c)
if the candidate number of MCPTT group IDs is bigger than the N2 value of the served MCPTT ID, shall based on MCPTT service provider policy reduce the candidate MCPTT group IDs to that equal to N2;
NOTE 1:
The MCPTT service provider policy can determine to remove an MCPTT group ID based on the importance or priority of other MCPTT groups, received SIP requests containing an authorised request for originating a priority call as determined by subclause 6.3.2.1.8.1 or other policy to determine which MCPTT groups are preferred.
10)
shall replace the list of the MCPTT group information entries stored in the served MCPTT client information entry with the candidate list of the MCPTT group information entries; and
11)
for each MCPTT group ID contained in an <entry> element of the <ImplicitAffiliations> element in the <OnNetwork> element of the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) for the served MCPTT ID and which has an MCPTT group information entry in the candidate list of the MCPTT group information entries with an affiliation status of "affiliating", shall perform the procedures specified in subclause 9.2.2.2.6 for the served MCPTT ID and each MCPTT group ID.

NOTE 2:
To learn of the MCPTT groups successfully affiliated to, the MCPTT client can subscribe to that information by the procedures specified in subclause 9.2.1.3.
***** Next change *****
11.1.1.2.1.1
Client originating procedures

Upon receiving a request from an MCPTT user to establish an MCPTT private call the MCPTT client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [4], with the clarifications given below.

The MCPTT client:

1)
shall set the Request-URI of the SIP INVITE request to a public service identity of the participating MCPTT function serving the MCPTT user;
Editor's Note: For first-to-answer call initiation, a condition is needed here to check the user profile to see if the user is authorised to make the call. Currently Stage 2 has not specified the authorisation configuration parameter.

2)
if the MCPTT user has requested the origination of an MCPTT emergency private call or is originating an MCPTT private call and the MCPTT emergency state is already set, the MCPTT client:

a)
shall, if this is an authorised request for an MCPTT emergency private call as determined by the procedures of subclause 6.2.8.3.1.1, comply with the procedures in subclause 6.2.8.3.2; and

b)
should, if this is an unauthorised request for an MCPTT emergency private call as determined in step a) above, indicate to the MCPTT user that they are not authorised to initiate an MCPTT emergency private call;
3)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [4];

4)
shall include the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];

5)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

6)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9] in the SIP INVITE request;

7)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref contain with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];
8)
for the establishment of a private call shall insert in the SIP INVITE request a MIME resource-lists body with the MCPTT ID of the invited MCPTT user, according to rules and procedures of IETF RFC 5366 [20];
9)
for the establishment of a first-to-answer call shall insert in the SIP INVITE request a MIME resource-lists body with the MCPTT IDs of the potential target MCPTT users, according to rules and procedures of IETF RFC 5366 [20];
10)
if an end-to-end security context needs to be established then:

a)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [xx];

b)
shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [xx];

c)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0101" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [xx];

d)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [xx];

e)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [xx]; and

g)
shall add the MCPTT ID of the originating MCPTT to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx]; and
f)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [xx].
11)
shall include an SDP offer according to 3GPP TS 24.229 [4] with the clarification given in subclause 6.2.1 and with a media stream of the offered media-floor control entity;

12)
if implicit floor control is required, shall comply with the conditions specified in subclause 6.4;
13)
if the MCPTT user is initiating a private call then:
a)
if force of automatic commencement mode at the invited MCPTT client is requested by the MCPTT user, shall include in the SIP INVITE request a Priv-Answer-Mode header field with the value "Auto" according to the rules and procedures of IETF RFC 5373 [18];
b)
if force of automatic commencement mode at the invited MCPTT client is not requested by the MCPTT user and:
i)
if automatic commencement mode at the invited MCPTT client is requested by the MCPTT user, shall include in the SIP INVITE request an Answer-Mode header field with the value "Auto" according to the rules and procedures of IETF RFC 5373 [18]; and
ii)
if manual commencement mode at the invited MCPTT client is requested by the MCPTT user, shall include in the SIP INVITE request an Answer-Mode header field with the value "Manual" according to the rules and procedures of IETF RFC 5373 [18]; and
c)
shall contain an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element with the <session-type> element set to a value of "private";
14)
if the MCPTT user is initiating a first-to-answer call shall contain an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element with the <session-type> element set to a value of "first-to-answer";
15)
if the MCPTT emergency private call state is set to either "MEPC 2: emergency-pc-requested" or "MEPC 3: emergency-pc-granted" or the MCPTT emergency private priority state for this private call is set to "MEPP 2: in-progress", the MCPTT client shall comply with the procedures in subclause 6.2.8.3.3; and
16)
shall send SIP INVITE request towards the MCPTT server according to 3GPP TS 24.229 [4].

Upon receiving a SIP 183(Session Progress) response to the SIP INVITE request the MCPTT client:

1)
may indicate the progress of the session establishment to the inviting MCPTT user.

Upon receiving a SIP 200 (OK) response to the SIP INVITE request the MCPTT client:

1)
shall interact with the media plane as specified in 3GPP TS 24.380 [5];
2)
if the MCPTT emergency private call state is set to "MEPC 2: emergency-pc-requested" or "MEPC 3: emergency-pc-granted", shall perform the actions specified in subclause 6.2.8.3.4; and
3)
shall notify the user that the call has been successfully established.
On receiving a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:

1)
if the MCPTT emergency private call state is set to "MEPC 2: emergency-pc-requested"; or

2)
if the MCPTT emergency private call state is set to "MEPC 3: emergency-pc-granted";
the MCPTT client shall perform the actions specified in subclause 6.2.8.3.5.
On receiving a SIP INFO request where the Request-URI contains an MCPTT session ID identifying an ongoing session, the MCPTT client shall follow the actions specified in subclause 6.2.8.3.7.
***** Next change *****
11.1.1.2.1.2
Client terminating procedures

Upon receipt of an initial SIP INVITE request, the MCPTT client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [4] with the clarifications below.
The MCPTT client:

1)
may reject the SIP INVITE request if any of the following conditions are met:

a)
MCPTT client is already occupied in another session and the number of simultaneous sessions exceeds <MaxCall>, the maximum simultaneous MCPTT session for private call, as specified in TS 24.484 [50];

b)
MCPTT client does not have enough resources to handle the call; or
c)
any other reason outside the scope of this specification;

otherwise, continue with the rest of the steps.

NOTE 1:
If the SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with the <emergency-ind> element set to a value of "true", the participating MCPTT function can choose to accept the request.
2)
if the SIP INVITE request is rejected in step 1), shall respond toward participating MCPTT function either with appropriate reject code as specified in 3GPP TS 24.229 [4] and warning texts as specified in subclause 4.4.2 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure according to <allow-failure-restriction> as specified in 3GPP TS 24.484 [50] and skip the rest of the steps of this subclause;

3)
if the SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element with the <emergency-ind> element set to a value of "true":

a)
should display to the MCPTT user an indication that this is a SIP INVITE request for an MCPTT emergency private call and:

i)
should display the MCPTT ID of the originator of the MCPTT emergency private call contained in the <mcptt-calling-user-id> element of the application/vnd.3gpp.mcptt-info+xml MIME body; and

ii)
if the <alert-ind> element is set to "true", should display to the MCPTT user an indication of the MCPTT emergency alert and associated information; and
b)
shall set the MCPTT emergency private priority state to "MEPP 2: in-progress" for this private call;
4)
if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCPTT ID of the originating MCPTT from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx];

b)
shall convert the MCPTT ID to a UID as described in 3GPP TS 33.180 [xx];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [xx];
d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4; and

e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [xx]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [xx];

NOTE 2:
With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.
5)
may check if a Resource-Priority header field is included in the incoming SIP INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [4];

6)
may display to the MCPTT user the MCPTT ID of the inviting MCPTT user;
7)
if the <session-type> in the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request is set to "first-to-answer":

a)
shall notify the user of the incoming call;

b)
shall not forward the first-to-answer call;

c)
if the MCPTT user is busy on another call, shall send a SIP 486 (Busy Here) to the SIP INVITE request according to 3GPP TS 24.229 [4] and not continue with any further steps in this subclause; and
d)
if the MCPTT user does not answer the call within a time decided by the client implementation, the MCPTT client shall send a SIP 480 (Temporarily Unavailable) to the SIP INVITE request according to 3GPP TS 24.229 [4] and not continue with any further steps in this subclause;
NOTE 3:
In the conditions below, as the SIP layer implements the actions for commencement mode, it is assumed that the Answer-Mode or Priv-Answer-Mode header fields are set correctly in line with the setting of the <session-type> in the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request.
8)
shall perform the automatic commencement procedures specified in subclause 6.2.3.1.1 if one of the following conditions are met:
a)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCPTT service setting at the invited MCPTT client for answering the call is set to automatic commencement mode;
b)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCPTT service setting at the invited MCPTT client for answering the call is set to manual commencement mode, yet the invited MCPTT client is willing to answer the call with automatic commencement mode; or

c)
SIP INVITE request contains a Priv-Answer-Mode header field with the value of "Auto"; and
9)
shall perform the manual commencement procedures specified in subclause 6.2.3.2.1 if either of the following conditions are met:
a)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCPTT service setting at the invited MCPTT client for answering the call is set to manual commencement mode;
b)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCPTT service setting at the invited MCPTT client for answering the call is set to automatic commencement mode, yet the invited MCPTT client allows the call to be answered with manual commencement mode; or
c)
SIP INVITE request contains a Priv-Answer-Mode header field with the value of "Manual".

Upon receiving the SIP CANCEL request cancelling a SIP INVITE request for which a dialog exists at the MCPTT client and a SIP 200 (OK) response has not yet been sent to the SIP INVITE request then the MCPTT client:

1)
if the session was established with a <session-type> of "first-to-answer", may notify the MCPTT user of the cancellation of the call;

2)
shall send a SIP 200 (OK) response to the SIP CANCEL request according to 3GPP TS 24.229 [4]; and

3)
shall send a SIP 487 (Request Terminated) response to the SIP INVITE request according to 3GPP TS 24.229 [4].

Upon receiving a SIP BYE request for an established dialog, the MCPTT client:

1)
if the session was established with a <session-type> of "first-to-answer", may notify the MCPTT user of the release of the call; and

2)
shall follow the procedures in subclause 11.1.4.2.

NOTE 4:
The above conditions for SIP CANCEL and SIP BYE cover the case for a first-to-answer call where the MCPTT server has already established the private call with another MCPTT client and needs to immediately cancel or release the dialogs with other MCPTT clients.
***** Next change *****
11.1.1.2.2.1
Client originating procedures

Upon receiving a request from an MCPTT user to establish an MCPTT private call within a pre-established session the MCPTT client shall generate a SIP REFER request outside a dialog in accordance with the procedures specified in 3GPP TS 24.229 [4], IETF RFC 4488 [22] and IETF RFC 3515 [25] as updated by IETF RFC 6665 [26] and IETF RFC 7647 [27], with the clarifications given below.
If an end-to-end security context needs to be established the MCPTT client:

1)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [xx];

2)
shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [xx];

3)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0100" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [xx];

4)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [xx];

5)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [xx];

6)
shall add the MCPTT ID of the originating MCPTT to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx]; and
7)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [xx].
The MCPTT client populates the SIP REFER request as follows:

1)
shall include the Request-URI set to the public service identity identifying the pre-established session on the MCPTT server serving the MCPTT user;

2)
shall include the Refer-Sub header field with value "false" according to rules and procedures of IETF RFC 4488 [22];

3)
shall include the Supported header field with value "norefersub" according to rules and procedures of IETF RFC 4488 [22];

4)
shall include the option tag "multiple-refer" in the Require header field;
5)
may include a P-Preferred-Identity header field in the SIP REFER request containing a public user identity as specified in 3GPP TS 24.229 [4];

6)
shall include a P-Preferred-Service header field set to the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), according to IETF RFC 6050 [9];
7)
shall set the Refer-To header field of the SIP REFER request as specified in IETF RFC 3515 [25] with a Content-ID ("cid") Uniform Resource Locator (URL) as specified in IETF RFC 2392 [62] that points to an application/resource-lists MIME body as specified in IETF RFC 5366 [20], and with the Content-ID header field set to this "cid" URL.

8)
for the initiation of a private call, shall include in the application/resource-lists MIME body a single <entry> element containing a "uri" attribute set to the MCPTT ID of the called user, extended with the following URI header fields:

NOTE 1:
Characters that are not formatted as ASCII characters are escaped in the following URI header fields
a)
if force of automatic commencement mode at the invited MCPTT client is requested by the MCPTT user, shall include a Priv-Answer-Mode header field with the value "Auto" according to the rules and procedures of IETF RFC 5373 [18];
b)
if force of automatic commencement mode at the invited MCPTT client is not requested by the MCPTT user and:
i)
if automatic commencement mode at the invited MCPTT client is requested by the MCPTT user, shall include an Answer-Mode header field with the value "Automatic" according to rules and procedures of IETF RFC 5373 [18]; and
ii)
if manual commencement mode at the invited MCPTT client is requested by the MCPTT user, shall include an Answer-Mode header field with the value "Manual" according to rules and procedures of IETF RFC 5373 [18]; and
c)
shall include in a hname "body" URI header field:

i)
if the SDP parameters of the pre-established session do not contain a media-level section of a media-floor control entity or if end-to-end security is required for the private call, an application/sdp MIME body containing the SDP parameters of the pre-established session according to 3GPP TS 24.229 [4] with the clarification given in subclause 6.2.1; and
ii)
an application/vnd.3gpp.mcptt-info MIME body with the <session-type> element set to "private";

9)
for an initiation of a first-to-answer call, shall include in the application/resource-lists MIME body an <entry> element for each of the targeted MCPTT users, with each <entry> element containing a "uri" attribute set to the MCPTT ID of the targeted user, extended with hname "body" URI header field containing:

NOTE 2:
Characters that are not formatted as ASCII characters are escaped in the following URI header fields
a)
if the SDP parameters of the pre-established session do not contain a media-level section of a media-floor control entity or if end-to-end security is required for the first-to-answer call, an application/sdp MIME body containing the SDP parameters of the pre-established session according to 3GPP TS 24.229 [4] with the clarification given in subclause 6.2.1; and

b)
an application/vnd.3gpp.mcptt-info MIME body with the <session-type> element set to "first-to-answer";
10)
if the MCPTT user has requested the origination of an MCPTT emergency private call or is originating an MCPTT private call and the MCPTT emergency state is already set, the MCPTT client:

a)
if this is an authorised request for an MCPTT emergency private call as determined by the procedures of subclause 6.2.8.3.1.1, shall comply with the procedures in subclause 6.2.8.3.2; and

b)
if this is an unauthorised request for an MCPTT emergency private call as determined in step a) above, should indicate to the MCPTT user that they are not authorised to initiate an MCPTT emergency private call;
11)
if the MCPTT emergency private priority state for this call is set to "MEPP 2: in-progress", the MCPTT client shall comply with the procedures in subclause 6.2.8.3.3; and
12)
shall include a Target-Dialog header field as specified in IETF RFC 4538 [23] identifying the pre-established session.
The MCPTT client shall send the SIP REFER request towards the MCPTT server according to 3GPP TS 24.229 [4].
Upon receiving a final SIP 2xx response to the SIP REFER request the MCPTT client shall interact with media plane as specified in 3GPP TS 24.380 [5].
On receiving a SIP 4xx response, SIP 5xx response or a SIP 6xx response to the SIP REFER request for an MCPTT emergency private call:

1)
if the MCPTT emergency private call state is set to "MEPC 2: emergency-pc-requested", the MCPTT client shall perform the actions specified in subclause 6.2.8.3.5; and

2)
shall skip the remaining steps.

Upon receipt of a SIP re-INVITE request within the pre-established session targeted by the sent SIP REFER request, and if the sent SIP REFER request was a request for an MCPTT emergency private call, the MCPTT client:
1)
if the MCPTT emergency private call state is set to "MEPC 2: emergency-pc-requested" or "MEPC 3: emergency-pc-granted":

a)
shall set the MCPTT emergency private priority state of the call to "MEPP 2: in-progress" if it was not already set;

b)
shall set the MCPTT emergency private call state to "MEPC 3: emergency-pc-granted"; and
c)
if the MCPTT private emergency alert state is set to "MPEA 2: emergency-alert-confirm-pending" and:

i)
if the SIP re-INVITE request contains an <alert-ind> element set to a value of "true" or does not contain an <alert-ind> element, shall set the MCPTT private emergency alert state to " MPEA 3: emergency-alert-initiated "; or

ii)
if the SIP re-INVITE request contains an <alert-ind> element set to a value of "false", shall set the MCPTT private emergency alert state to "MPEA 1: no-alert ";
2)
shall check if a Resource-Priority header field is included in the incoming SIP re-INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [4]; 

3)
shall accept the SIP re-INVITE request and generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [4];

4)
shall include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP re-INVITE request according to 3GPP TS 24.229 [4], based upon the parameters already negotiated for the pre-established session; and

5)
shall send the SIP 200 (OK) response towards the participating MCPTT function according to rules and procedures of 3GPP TS 24.229 [4].

On call release by interaction with the media plane as specified in subclause 9.2.2 of 3GPP TS 24.380 [5] if the sent SIP REFER request was a request for an MCPTT emergency private call, the MCPTT client shall perform the procedures specified in subclause 6.2.8.1.18.
***** Next change *****
11.1.6.2.1.1
Client originating procedures for remote-initiated
Upon receiving a request from an MCPTT user to establish an MCPTT ambient listening call the MCPTT client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [4], with the clarifications given below.

The MCPTT client:

1)
shall set the Request-URI of the SIP INVITE request to a public service identity of the participating MCPTT function serving the MCPTT user;
2)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [4];

3)
shall include the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];

4)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

5)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9] in the SIP INVITE request;
6)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref contain with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];
7)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <session-type> element set to a value of "ambient-listening";

8)
shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <ambient-listening-type> element set to a value of:

a)
"local-init", if the MCPTT user has requested a locally initiated ambient listening call; or

b)
"remote-init", if the MCPTT user has requested a remotely initiated ambient listening call;
9)
shall insert in the SIP INVITE request a MIME resource-lists body with the MCPTT ID of the targeted MCPTT user, according to rules and procedures of IETF RFC 5366 [20];
NOTE 1:
the targeted MCPTT user is the listened-to MCPTT user in the case of a remotely initiated ambient listening call or the listening MCPTT user in the case of a locally initiated listening call.
10)
if an end-to-end security context needs to be established then:

a)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [xx];

b)
shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [xx];

c)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0101" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [xx];

d)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [xx];

e)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [xx];

f)
shall add the MCPTT ID of the originating MCPTT to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx]; and
g)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [xx];
11)
shall include an SDP offer according to 3GPP TS 24.229 [4] with the clarification given in subclause 6.2.1 and with a media stream of the offered media-floor control entity;

12)
if this is a locally initiated ambient listening call, shall comply with the conditions for implicit floor control as specified in subclause 6.4;
Editor's Note [CT1#102, C1-170782]:
A mechanism is needed to automatically grant the floor to the terminating user in the case of a remotely initiated ambient listening call.

13) shall include in the SIP INVITE request a Priv-Answer-Mode header field with the value "Auto" according to the rules and procedures of IETF RFC 5373 [18]; and

14)
shall send the SIP INVITE request towards the participating MCPTT function according to 3GPP TS 24.229 [4].

Upon receiving a SIP 183(Session Progress) response to the SIP INVITE request the MCPTT client:

1)
if the SIP 183(Session Progress) response includes an alert-info header field as specified in IETF RFC 3261 [24] and as updated by IETF RFC 7462 [77] set to a value of "<file:///dev/null>" shall not give any indication of the progress of the call setup to the MCPTT user; and

NOTE 2:
The alert-info header field having the value of "<file:///dev/null>" is intended to result in having a "null" alert, i.e. an alert with no content or physical manifestation of any kind.

2)
if this is a remotely initiated ambient listening call, may indicate the progress of the session establishment to the inviting MCPTT user.

Upon receiving a SIP 200 (OK) response to the SIP INVITE request the MCPTT client:

1)
shall interact with the media plane as specified in 3GPP TS 24.380 [5];
2)
if this is a remotely initiated ambient listening call, shall notify the user that the call has been successfully established;

3)
if this is a locally initiated ambient listening call, shall not provide any indication to the user that the call has been successfully established;

4)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body in the sent SIP INVITE request was set to a value of "local-init":
a)
shall cache the value of "listened-to MCPTT user" as the ambient listening client role for this call; or

b)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body was set to a value of "remote-init" shall cache the value of "listening MCPTT user" as the ambient listening client role for this call; and
5)
shall cache the value contained in the <ambient-listening-type> element of the application/vnd.3gpp.mcptt-info+xml MIME body set in step 8) as the ambient listening type of this call.
***** Next change *****
11.1.6.2.1.1
Client originating procedures for remote-initiated
Upon receiving a request from an MCPTT user to establish an MCPTT ambient listening call the MCPTT client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [4], with the clarifications given below.

The MCPTT client:

1)
shall set the Request-URI of the SIP INVITE request to a public service identity of the participating MCPTT function serving the MCPTT user;
2)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [4];

3)
shall include the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];

4)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

5)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9] in the SIP INVITE request;
6)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref contain with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];
7)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <session-type> element set to a value of "ambient-listening";

8)
shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <ambient-listening-type> element set to a value of:

a)
"local-init", if the MCPTT user has requested a locally initiated ambient listening call; or

b)
"remote-init", if the MCPTT user has requested a remotely initiated ambient listening call;
9)
shall insert in the SIP INVITE request a MIME resource-lists body with the MCPTT ID of the targeted MCPTT user, according to rules and procedures of IETF RFC 5366 [20];
NOTE 1:
the targeted MCPTT user is the listened-to MCPTT user in the case of a remotely initiated ambient listening call or the listening MCPTT user in the case of a locally initiated listening call.
10)
if an end-to-end security context needs to be established then:

a)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [xx];

b)
shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [xx];

c)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0101" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [xx];

d)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [xx];

e)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [xx];

f)
shall add the MCPTT ID of the originating MCPTT to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx]; and
g)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [xx];
11)
shall include an SDP offer according to 3GPP TS 24.229 [4] with the clarification given in subclause 6.2.1 and with a media stream of the offered media-floor control entity;

12)
if this is a locally initiated ambient listening call, shall comply with the conditions for implicit floor control as specified in subclause 6.4;
Editor's Note [CT1#102, C1-170782]:
A mechanism is needed to automatically grant the floor to the terminating user in the case of a remotely initiated ambient listening call.

13) shall include in the SIP INVITE request a Priv-Answer-Mode header field with the value "Auto" according to the rules and procedures of IETF RFC 5373 [18]; and

14)
shall send the SIP INVITE request towards the participating MCPTT function according to 3GPP TS 24.229 [4].

Upon receiving a SIP 183(Session Progress) response to the SIP INVITE request the MCPTT client:

1)
if the SIP 183(Session Progress) response includes an alert-info header field as specified in IETF RFC 3261 [24] and as updated by IETF RFC 7462 [77] set to a value of "<file:///dev/null>" shall not give any indication of the progress of the call setup to the MCPTT user; and

NOTE 2:
The alert-info header field having the value of "<file:///dev/null>" is intended to result in having a "null" alert, i.e. an alert with no content or physical manifestation of any kind.

2)
if this is a remotely initiated ambient listening call, may indicate the progress of the session establishment to the inviting MCPTT user.

Upon receiving a SIP 200 (OK) response to the SIP INVITE request the MCPTT client:

1)
shall interact with the media plane as specified in 3GPP TS 24.380 [5];
2)
if this is a remotely initiated ambient listening call, shall notify the user that the call has been successfully established;

3)
if this is a locally initiated ambient listening call, shall not provide any indication to the user that the call has been successfully established;

4)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body in the sent SIP INVITE request was set to a value of "local-init":
a)
shall cache the value of "listened-to MCPTT user" as the ambient listening client role for this call; or

b)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body was set to a value of "remote-init" shall cache the value of "listening MCPTT user" as the ambient listening client role for this call; and
5)
shall cache the value contained in the <ambient-listening-type> element of the application/vnd.3gpp.mcptt-info+xml MIME body set in step 8) as the ambient listening type of this call.
***** Next change *****
11.1.6.2.1.2
Client terminating procedures

Upon receipt of an initial SIP INVITE request, the MCPTT client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [4] with the clarifications below.
The MCPTT client:

1)
may reject the SIP INVITE request if either of the conditions in step a) or b) are met:

a)
MCPTT client is already occupied in another session and the number of simultaneous sessions exceeds <MaxCall>, the maximum simultaneous MCPTT session for private call, as specified in TS 24.384 [50]; or
b)
MCPTT client does not have enough resources to handle the call;

c)
if neither condition a) nor b) are met, continue with the rest of the steps;

2)
if the SIP INVITE request is rejected in step 1):

a)
shall respond towards the participating MCPTT function either with:

i)
an appropriate reject code as specified in 3GPP TS 24.229 [4] and warning texts as specified in subclause 4.4.2; or

ii)
with a SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure according to <allow-failure-restriction> as specified in 3GPP TS 24.384 [50]; and

b)
skip the rest of the steps of this subclause;

3)
if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCPTT ID of the originating MCPTT from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx];

b)
shall convert the MCPTT ID to a UID as described in 3GPP TS 33.180 [xx];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [xx];
d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4; and

e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [xx]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [xx];

NOTE 1:
With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.
4)
may check if a Resource-Priority header field is included in the incoming SIP INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [4];

5)
if the received SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element with the <ambient-listening-type> element set to a value of "local-init", may display to the MCPTT user the MCPTT ID of the inviting MCPTT user;
6)
shall perform the automatic commencement procedures specified in subclause 6.2.3.1.1;

NOTE 2:
Auto-answer is the commencement mode for both participants in locally initiated and remotely initiated ambient listening calls.

7)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body in the received SIP INVITE request was set to a value of "remote-init":
a)
shall cache the value of "listened-to MCPTT user" as the ambient listening client role for this call; or;

b)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body was set to a value of "local-init" " shall cache the value of "listening MCPTT user" as the ambient listening client role for this call;
8)
if the received SIP INVITE request includes an alert-info header field as specified in IETF RFC 3261 [24] and as updated by IETF RFC 7462 [77] set to a value of "<file:///dev/null>" shall not give any indication of the progress of the call to the MCPTT user;

NOTE 3:
The alert-info header field having the value of "<file:///dev/null>" is intended to result in having a "null" alert, i.e. an alert with no content or physical manifestation of any kind.

9)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body is set to a value of "local-init", should provide an indication to the MCPTT user that the ambient listening call is in progress; and

NOTE 4:
The terminating user in a remotely initiated ambient listening is the listened-to MCPTT user and is intended to be totally unaware that their microphone is activated and a call is in progress.
10)
shall cache as the ambient listening type for the call the value contained in the <ambient-listening-type> element of the application/vnd.3gpp.mcptt-info+xml MIME body contained in the received SIP INVITE request.

***** Next change *****
11.2.2.4.2.1
Initiating a private call
When in the "P0: start-stop" state or "P1: ignoring same call id", upon an indication from MCPTT User to initiate a private call and the value of "/<x>/<x>/Common/PrivateCall/Authorised" leaf node present in the user profile as specified in 3GPP TS 24.483 [45] is set to "true", the MCPTT client:

1)
shall generate and store the call identifier as a random number uniformly distributed between (0, 65536);

2)
shall store own MCPTT user ID as caller ID;

3)
shall store MCPTT user ID of the callee as callee ID;

4)
shall store "AUTOMATIC COMMENCEMENT MODE" as commencement mode, if requested and the value of "/<x>/<x>/Common/PrivateCall/AutoCommence" leaf node present in the user profile as specified in 3GPP TS 24.483 [45] is set to "true". Otherwise if the value of "/<x>/<x>/Common/PrivateCall/ManualCommence" leaf node present in the user profile as specified in 3GPP TS 24.483 [45] is set to "true", store "MANUAL COMMENCEMENT MODE" as commencement mode;

5)
shall create a call type control state machine as described in subclause 11.2.3.2;

6)
if an end-to-end security context needs to be established then:

a)
shall use keying material provided by the key management server to generate a PCK as described in 3GPP TS 33.180 [xx];

b)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0011" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [xx];

c)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [xx];

d)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [xx];

e)
shall add the MCPTT ID of the originating MCPTT to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx];
f)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [xx] and;

g)
shall store the MIKEY-SAKKE I_MESSAGE for later inclusion in an SDP body;
7)
may store current user location as user location;

8)
shall generate and store offer SDP, as defined in subclause 11.2.1.1.2;

9)
shall generate a PRIVATE CALL SETUP REQUEST message as specified in subclause 15.1.5. In the PRIVATE CALL SETUP REQUEST message, the MCPTT client:

a)
shall set the Call identifier IE with the stored call identifier;

b)
shall set the MCPTT user ID of the caller IE with the stored caller ID;

c)
shall set the MCPTT user ID of the callee IE with the stored callee ID;

d)
shall set the Commencement mode IE with the stored commencement mode;

e)
shall set the Call type IE with the stored current call type associated with the call type control state machine;

f)
shall set the SDP offer IE with the stored offer SDP; and
g)
may set the User location IE with the stored user location if the stored current call type associated with the call type control state machine is "EMERGENCY PRIVATE CALL".

10)
shall send the PRIVATE CALL SETUP REQUEST message towards other MCPTT client according to rules and procedures as specified in subclause 11.2.1.1.1;

11)
shall initialize the counter CFP1 (private call request retransmission) with the value set to 1;

12)
shall start timer TFP1 (private call request retransmission); and

13)
shall enter the "P2: waiting for call response" state.

***** Next change *****
11.2.2.4.3.2
Responding to private call setup request when not participating in the ongoing call

When in the "P0: start-stop" or "P1: ignoring same call id" state, upon receiving a PRIVATE CALL SETUP REQUEST message with Commencement mode IE set to "AUTOMATIC COMMENCEMENT MODE" and Call identifier IE different than stored call identifier and media session declared in SDP body of PRIVATE CALL SETUP REQUEST message can be established, the MCPTT client:

1)
shall store the Call identifier IE in the received message as call identifier;

2)
shall create the call type control state machine as described in subclause 11.2.3.2;

3)
shall store the MCPTT user ID of the caller IE in the received PRIVATE CALL SETUP REQUEST message as caller ID;

4)
shall store own MCPTT user ID as callee ID;

5)
if the SDP offer contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCPTT ID of the originating MCPTT user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx];

b)
shall convert the MCPTT ID to a UID as described in 3GPP TS 33.180 [xx];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [xx];

d)
if the validation of the signature failed, shall generate a PRIVATE CALL REJECT message as specified in subclause 15.1.8. In the PRIVATE CALL REJECT message, the MCPTT client:
i)
shall set the call identifier IE to the stored call identifier;

ii)
shall set the MCPTT user ID of the caller IE with the stored caller ID;
iii)
shall set the MCPTT user ID of the callee IE with the stored callee ID;

iv)
shall set the Reason IE as "FAILED", if requested to restrict notification of call failure and the value of "/<x>/<x>/Common/PrivateCall/FailRestrict" leaf node present in the user profile as specified in 3GPP TS 24.483 [45] is set to "true". Otherwise, shall set the reason IE as "E2E SECURITY CONTEXT FAILURE";

v)
shall send the PRIVATE CALL REJECT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1; and

vi)
shall remain in the current state;
e)
if the validation of the signature was successful:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [xx];

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [xx];

iii)
shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;

iv)
shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7. In the PRIVATE CALL ACCEPT message, the MCPTT client:

A)
shall set the Call identifier IE to the stored call identifier; and

B)
shall set the MCPTT user ID of the caller IE with stored caller ID.

C)
shall set the MCPTT user ID of the callee IE with stored callee ID; and
D)
shall set the SDP answer IE with the stored answer SDP;

v)
shall send PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;

vi)
shall establish a media session based on the SDP body of the stored answer SDP;
vii)
shall initialize the counter CFP4 with value set to 1;
viii)
shall start timer TFP4 (private call accept retransmission); and

ix)
shall enter the "P5: pending" state; and
NOTE:
With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.

6)
if the SDP offer does not contain an "a=key-mgmt" attribute, the MCPTT client:
a)
shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;

b)
shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7:
i)
shall set the Call identifier IE to the stored call identifier;

ii)
shall set the MCPTT user ID of the caller IE with stored caller ID.

iii)
shall set the MCPTT user ID of the callee IE with stored callee ID; and
iv)
shall set the SDP answer IE with the stored answer SDP;

c)
shall send PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;

d)
shall establish a media session based on the SDP body of the stored answer SDP;
e)
shall initialize the counter CFP4 with value set to 1;
f)
shall start timer TFP4 (private call accept retransmission); and

g)
shall enter the "P5: pending" state.

***** Next change *****
11.2.2.4.4.3
User accepts the private call setup request

When in the "P5: pending" state, upon an indication from MCPTT User to accept the incoming private call, the MCPTT client:

1)
if the SDP offer contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCPTT ID of the originating MCPTT user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [xx];

b)
shall convert the MCPTT ID to a UID as described in 3GPP TS 33.180 [xx];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [xx];

d)
if the validation of the signature failed, shall generate a PRIVATE CALL REJECT message as specified in subclause 15.1.8. In the PRIVATE CALL REJECT message, the MCPTT client:
i)
shall set the call identifier IE to the stored call identifier;

ii)
shall set the MCPTT user ID of the caller IE with the stored caller ID;
iii)
shall set the MCPTT user ID of the callee IE with the stored callee ID;

iv)
shall set the Reason IE as "FAILED", if requested to restrict notification of call failure and the value of "/<x>/<x>/Common/PrivateCall/FailRestrict" leaf node present in the user profile as specified in 3GPP TS 24.483 [45] is set to "true". Otherwise, shall set the reason IE as "E2E SECURITY CONTEXT FAILURE";
v)
shall send the PRIVATE CALL REJECT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1; and

vi)
shall enter the "P1: ignoring same call id" state;
e)
if the validation of the signature was successful:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [xx];

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [xx];

iii)
shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;
iv)
shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7. In the PRIVATE CALL ACCEPT message, the MCPTT client:

A)
shall set the Call identifier IE to the stored call identifier;

B)
shall set the MCPTT user ID of the caller IE with the stored caller ID;

C)
shall set the MCPTT user ID of the callee IE with the stored callee ID; and
D)
shall set the SDP answer IE with the stored answer SDP;

v)
shall send the PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;

vi)
shall establish a media session based on the SDP body of the private call;

vii)
shall stop timer TFP2 (waiting for call response message);

viii)
shall initialize the counter CFP4 with value set to 1;

ix)
shall start timer TFP4 (private call accept retransmission); and

x)
shall remain in the "P5: pending" state; and
NOTE:
With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.
2)
if the SDP offer does not contain an "a=key-mgmt" attribute, the MCPTT client:

a)
shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;
b)
shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7. In the PRIVATE CALL ACCEPT message, the MCPTT client:
i)
shall set the Call identifier IE to the stored call identifier;

ii)
shall set the MCPTT user ID of the caller IE with the stored caller ID;

iii)
shall set the MCPTT user ID of the callee IE with the stored callee ID; and
iv)
shall set the SDP answer IE with the stored answer SDP;

c)
shall send the PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;

d)
shall establish a media session based on the SDP body of the private call;
e)
shall stop timer TFP2 (waiting for call response message);
f)
shall initialize the counter CFP4 with value set to 1;
g)
shall start timer TFP4 (private call accept retransmission); and

h)
shall remain in the "P5: pending" state.

