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1. Introduction
As part of the stage 2 normative work on 5GS Phase 1 that was started at SA2#118bis (January 2017), SA2 has been working on the definition of the new NAS protocol for 5GS. The purpose of this document is to discuss the principles for the design of this protocol, with special consideration for the re-usability of the LTE EPS NAS protocol. Additional objective is to identify the items that C will need to be studied further. 

2. Status of SA2 progress on 5GS NAS protocol
In TS 23.501 [1], SA2 has captured the following agreements:

· Control plane functionality is split between the Core Access and Mobility management Function (AMF) and the Session management Function (SMF). The AMF handles the Registration Management and Connection Management part of NAS signalling exchanged with the UE. The SMF handles the Session Management part of NAS signalling exchanged with the UE. 
· The split between AMF and SMF brings about the modular 5GS architecture, which provides the following advantages:

· Single AMF serving the UE, supporting all authentication, registration, and mobility management independently of session management

· Possibility of having multiple SMFs serving the same UE for different PDU sessions, which allows multiple SM instances in the UE and AMF.

· Independent evolution of AMF and SMF with forward compatibility, e.g. a Rel-15 AMF may still be able to carry SM payload for a Rel-16+ SM (in the UE) and Rel16+ SMF. 

· Access-specific AMF functionality is independent of SMF functionality

· RM/CM NAS messages and SM NAS messages and the corresponding procedures are decoupled, so that the NAS routing capabilities inside AMF can easily know if one NAS message should be routed to a SMF, or locally processed in the AMF. It is possible to transmit an SM NAS message together with an RM/CM NAS message.
· The single N1 NAS termination for each access point is located in the AMF. A single N1 NAS connection is used for both Registration Management and Connection Management (RM/CM) and for SM-related messages and procedures for a UE. The AMF forwards SM related NAS information to the SMF.
· NAS routing capabilities inside AMF can easily know if one NAS message should be routed to a SMF, or locally processed in the AMF. 

· All NAS SM signalling related with same PDU session is handled by the same SMF.

· Integrity protection and ciphering of N1 NAS signalling terminates in the AMF. Whether there would be security that terminates in the SMF is FFS, based on the SA3 input.
· There is a NAS transport functionality for transporting SM messages, SMS and other payload inside the NAS message. 

In TS 23.502 [2], SA2 has captured the following agreements:

· For SM signalling transport, the AMF forwards the SM message in the payload to SMF.

· Some session management related information is visible to the AMF:

· AMF maintains PDU session status for each existing PDU session, including PDU session ID and SMF identity.
· AMF determines that the message corresponds to a request for a new PDU Session based on the PDU Session ID that is not used for any existing PDU Session(s) of the UE. New PDU session triggers SMF selection. 

· A NAS SM message for an existing PDU session is routed based on the PDU Session ID and the routing information stored in the AMF

· For SMS, the AMF forwards the SMS message in the payload to the SMSF. The AMF forwards the SMS ack message from the SMSF to the UE using downlink unit data (NAS transport) message.
3. Requirement on the 5GS NAS protocol

The SA2 agreements listed in section 2 can be condensed into the following requirements on the 5GS NAS protocol:
Req-1. RM/CM NAS messages and SM NAS messages and the corresponding procedures are decoupled, so that the NAS routing capabilities inside the AMF can easily know if one NAS message should be routed to a SMF, or locally processed in the AMF. 
Req-2. It is possible to transmit an SM NAS message together with an RM/CM NAS message (req. not stable yet)
Req-3. Integrity protection and ciphering of the N1 NAS signalling terminates in the AMF.

Req-4. It is possible to transport SMS or other kind of payload transparently using the 5GS NAS protocol

Req-5. PDU session routing information (i.e. PDU session ID, DNN, slicing info) must be visible to the AMF 

In addition to the above stage 2 requirements, the following stage 3 requirements are applicable as well:
Req-6. To enable independent evolution of AMF and SMF functions, the NAS 5GS architecture should be fully modular, such that SM is independent from AMF as much as possible 

Req-7. The NAS transport of payload via AMF should be streamlined into a single mechanism 

The following requirement is under consideration in stage 2:

Req-8. Independently from UE-AMF security, it should be possible to have UE-SMF security.

Note that Req-6 implies Req-8, so in the rest of the document we will consider Req-6 assuming it implies Req-8 as well.    
4. NAS protocol in EPS
4.1
Message types and formats

LTE EPS NAS comprises two protocols: EMM and ESM. Each protocol has its own header containing Protocol Discriminator (PD). PD for EMM is 0111b and for ESM it is 0010b. The figures below show the format of EMM and ESM messages, according to 3GPP TS 24.301 [3].
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Figure 1: Plain (not security protected) EMM message in EPS NAS
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Figure 2: Security protected EMM message in EPS NAS
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Figure 3: Plain (not security protected) ESM message in EPS NAS
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Figure 4: Security protected ESM message in EPS NAS
4.2 NAS message transport in EPS
EPS supports the NAS message transport functionality. EPS NAS provides for the following NAS message transport functionalities in 3GPP TS 24.301 [3]:

· Transport of standalone security-protected ESM messages (in EMM-CONNECTED mode) is a form of NAS message transport, because the ESM message is sent with pre-pended EMM security header

· Transport of ESM messages inside the EMM messages (in EMM-IDLE mode):

· ATTACH REQUEST

· CONTROL PLANE SERVICE REQUEST

· Transport of SMS inside the EMM messages (in EMM-CONNECTED mode):

· DOWNLINK NAS TRANSPORT and UPLINK NAS TRANSPORT

· Transport of generic (application) payload inside the EMM messages (in EMM-CONNECTED mode):

· DOWNLINK GENERIC NAS TRANSPORT and UPLINK GENERIC NAS TRANSPORT
In order to support the NAS message transport, several types of the payload containers have been specified:

· Generic data container

· NAS message container

· ESM message container

· User data container (for user data over control plane, which is not (yet) applicable to 5GS, but still another container)

Figures 5 through 7 below show the format of EPS NAS messages used for NAS transport. PD for EMM is 0111b and for ESM it is 0010b.
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Figure 5: Security protected ESM message in EPS NAS
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Figure 6: ESM message transport inside initial EMM message in EPS NAS
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Figure 7: SMS transport inside EMM message in EPS NAS
It seems obvious that the large variety of procedures and containers for NAS transport in EPS NAS is not needed in 5GS NAS. To streamline the 5GS NAS design, a unified NAS transport should be designed for all transport of payload via AMF, according to Figure 8 below:
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Figure 8: Unified NAS transport in 5GS NAS

5. Discussion
Let’s examine how the NAS protocol for EPS would meet the requirements in section 3 for the NAS protocol for 5GS:
	Requirement #
	Requirement met?
	Comments

	1
	Yes
	Protocol Discriminator (PD) in the header of the EPS NAS messages would allow the decoupling between RM/CM NAS and SM NAS messages, just like between EMM and ESM. 

	2
	Yes
	It is possible to send ESM messages in the ESM message container information element alongside other information elements of EMM messages. This mechanism could be re-used.

	3
	Yes
	The security header carries the PD of EMM, therefore the security-related signalling is associated with EMM. If EMM maps to CM/RM and AMF, then this requirement is met. 

	4
	Yes
	In the EPS NAS, SMS messages are carried in the NAS message container information element inside EMM messages. The container is transparently forwarded to the SMS infrastructure.
This design could be re-used, taking into consideration that the entire variety of NAS transport messages and payload containers available in the EPS NAS (see C1-17xxxx for more details) may not be needed for the 5GS NAS.

	5
	No
	Bearer-level information in ESM signalling is not provided is not available to EMM. For SMF selection and routing, PDU session info needs to be available to AMF.

	6
	No
	ESM security is inseparable from EMM. This prevents separate evolution of SMF.

	7
	No
	See section 4.2. It seems clear that it is not necessary to specify the same variety of messages and containers for NAS transport like in EPS. A single mechanism for all NAS transport via AMF should be possible.  


6. Security aspects
The existing security requirements for the 5GS NAS seem compatible with the EPS NAS (see Req-3 in section 3). However, the security design for the 5GS NAS is not fully settled. Based on the SA3 input, additional security requirement may be added to allow independent security between UE and SMF. 

Separate UE-SMF security would require separate SM security header. It would also be relevant whether the SM message would still be integrity checked in the AMF or not:
· If yes, then the existing security solution for EPS NAS would not need to be modified, only the SM security would have to be added on top of it; and
· If not, then the EPS NAS security would need to be slightly modified, for example:

· For ESM messages embedded in EMM messages, the computation of MAC in the EMM security header would have to be modified. 

These modifications, if needed, seem quite manageable.
7. Summary of CT1 impacts
Table 7.1 contains an analysis of the items CT1 will need to study and specify, based on the stage 2 requirements and the analysis in this document. 

Table 8.1: Analysis of CT1 impacts
	Item #
	Description
	Requires CT1 study?
	Potential study topics and considerations

	1
	Separation of NAS RM/CM (AMF) and NAS SM (SMF)
	Yes 
	· RM/CM and SM message headers 

· What SM information needs to be exposed to AMF in RM/CM header for SMF selection and PDU session routing and how is it done?
· To what extent can LTE EPS NAS be re-used?

· AMF functions affecting SM (SMF selection, PDU session routing, RM/CM rejection)

	2
	Unified NAS transport and encapsulation of SM, SMS and other payloads 
	Yes
	· Encapsulation headers

· Payload types, payload/container encoding 

· Payload Type indication specified in 23.502 needed?

· NAS transport procedure

	3
	Inclusion of SM message in the CM/RM message 
	Yes
	· Should it be possible to include SM message inside CM/RM message?

· For which payload types?

	4
	Security aspects
	Yes
	· UE-AMF security

· UE-SMF security (FFS)

· SM security headers

· Nested or separate AMF + SMF security?

	5
	Non 3GPP access
	Yes
	· Translation between IKEv2 and 5GS NAS

· IKEv2 impact

· 5GS NAS impact (e.g. NAS messages do not reach the UE over non-3GPP access) 
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