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***** Next change *****
6.3.1
User authentication

Upon receipt of an OIDC Authentication Request message as specified in the OpenID Connect 1.0 [6] and IETF RFC 6749 [5] via a secure TLS tunnel between the identity management client and the authorisation endpoint of the IdM server, the IdM server:

1)
shall validate the received OIDC Authentication Request message as specified in the OpenID Connect 1.0 [6] and IETF RFC 6749 [5];

2)
shall generate an HTTP 200 (OK) response according to IETF RFC 2616 [4] including form data to prompt the MC service user for their username and password credentials; and

NOTE 1:
The username will be the MC service user's MC ID.

3)
shall send the HTTP 200 (OK) response towards the IdM client.

Upon receipt of an HTTP POST request method from the IdM client containing the MC service user's username and password, the IdM server authenticates the MC service user and:

NOTE 2:
Other methods of authentication can be used by the MC service provider and are not defined by the OIDC specifications. 3GPP TS 33.180 [33180] has defined username and password as a mandatory authentication method to be supported for MCSs, hence a procedure to realize that method is included here.
1)
shall generate an OIDC Authentication Response message as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:
a)
shall generate an HTTP 302 (FOUND) response according to IETF RFC 2616 [4]; and

b)
shall include the required parameters including the authorization_code as specified in 3GPP TS 33.180 [33180] in the query component of the redirection URI contained in the Location header field of the HTTP FOUND request method using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]; and
2)
shall send the HTTP 302 (FOUND) response towards the IdM client.
Upon receipt of an OIDC Token Request message via a secure TLS tunnel established between the identity management client and the token endpoint of the IdM server, the IdM server:
1)
shall validate the OIDC Token Request message and if valid shall generate an OIDC Token Response message as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:
a)
shall generate an HTTP 200 (OK) response according to IETF RFC 2616 [4];

b)
shall based on the received MC ID obtained from the received user authentication credentials, determine the MC service ID of the MC service user;

c)
shall include an id_token, access_token and refresh_token and MC service ID as specified in 3GPP TS 33.180 [33180]; and

d)
shall include the other required parameters as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5]; and

2)
shall send the HTTP 200 (OK) response towards the IdM client.
NOTE 3:
The IdM client can send multiple OIDC Token Request messages, so steps 1) and 2) immediately above could be repeated.
