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References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
OMA OMA-TS-XDM_Core-V2_1-20120403-A: "XML Document Management (XDM) Specification".

[3]
OMA OMA-TS-XDM_Group-V1_1-20120403-A: "Group XDM Specification".

[4]
3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services".

[5]
3GPP TS 24.379: "Mission Critical Push To Talk (MCPTT) call control Protocol specification".

[6]
IETF RFC 4745: "Common Policy: A Document Format for Expressing Privacy Preferences".

[7]
3GPP TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to ProSe function protocol aspects; Stage 3".

[8]
IETF RFC 1166: "Internet Numbers".

[9]
IETF RFC 5952: "A Recommendation for IPv6 Address Text Representation".
[10]
3GPP TS 24.482: "Mission Critical Services (MCS) identity management; Protocol specification".

[11]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[12]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[13]
IETF RFC 5875: "An Extensible Markup Language (XML) Configuration Access Protocol (XCAP) Diff Event Package".

[14]
IETF RFC 6050: "A Session Initiation Protocol (SIP) Extension for the Identification of Services".

[15]
3GPP TS 33.179: "Security of Mission Critical Push-To-Talk (MCPTT) over LTE".

[16]
IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".

[17]
IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)".

[18]
IETF RFC 6509: "MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)".

[19]
OMA OMA-SUP-XSD_poc_listService-V1_0_2: "PoC - List Service", version 1.0.2.

[20]
IETF RFC 4566: "SDP: Session Description Protocol".

[21]
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

[22]
IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)".

***** change *****
6.2.3
Group management client (GMC) procedures

The GMC shall send the HTTP request over a TLS connection as specified for the HTTP client in the UE in annex A of 3GPP TS 24.482 [10].

The GMC shall perform the procedures in subclause 6.2.2 specified for GC.

***** change *****
6.2.4
MCPTT server procedures

The MCPTT server shall send the HTTP request as specified for the HTTP client in the network entity in annex A of 3GPP TS 24.482 [10].

The MCPTT server shall perform the procedures in subclause 6.2.2 specified for GC.

***** change *****
6.2.5.1
General
The GMS shall handle the HTTP request as specified for the HTTP server in annex A of 3GPP TS 24.482 [10].

The GMS server shall send the HTTP request as specified for the HTTP client in the network entity in annex A of 3GPP TS 24.482 [10].

The GMS shall be configured with own public service identity for accessing documents.
The GMS shall be configured with an authorized GMS list, containing:

a)
own public service identity for accessing documents; and

b)
public service identities for accessing documents of GMSs of MCPTT providers which are partners of the MCPTT provider of the GMS.
The GMS shall be configured with an authorized MCPTT server list, containing public service identities of MCPTT servers of the MCPTT provider of the GMS.
***** change *****
6.2.5.3
Forwarding HTTP request accessing a group document of other MCPTT provider

If the GMS receives an HTTP request with Request-URI identifying a group document addressed by a group ID as described in subclause 7.2.10.2 and the group ID in the Request-URI identifies a group of another MCPTT provider, then GMS:

a)
shall derive XCAP root URI of the other MCPTT provider using the group ID routing database as specified in subclause 6.2.5.2 and the group ID in the Request-URI;

b)
shall replace the XCAP root URI of the Request URI with the derived XCAP root URI of the other MCPTT provider;

c)
if the X-3GPP-Asserted-Identity header field is not present in the received HTTP request, shall insert an X-3GPP-Asserted-Identity header field with the identity of the sender of the HTTP request determined as specified in 3GPP TS 24.482 [10];

d)
if the Authorization header field is present in the received HTTP request, shall remove the Authorization header field from the HTTP request; and

e)
shall forward the HTTP request.

***** change *****
6.2.5.4
Authenticated identity in HTTP request

When handling an HTTP request, the GMS shall determine the identity of the sender of the HTTP request as specified in 3GPP TS 24.482 [10], and shall use the identity of the sender of the HTTP request as an authenticated identity when performing the authorization:
***** change *****
6.3.13.2.1
Group management client (GMC) procedures

In order to subscribe to notification of changes of:

a)
one or more MCPTT group documents of MCPTT groups identified by MCPTT group IDs;

b)
<GKTPs> elements of one or more MCPTT GKTP documents for MCPTT groups identified by MCPTT group IDs; or

c)
both;

a GMC shall send an initial SIP SUBSCRIBE request to the network according to the UE originating procedures specified in 3GPP TS 24.229 [12] and IETF RFC 5875 [13]. In the initial SIP SUBSCRIBE request, the GMC:

a)
shall include an application/resource-lists+xml MIME body. In the application/resource-lists+xml MIME body, the GMC shall include one <entry> element for each document or element to be subscribed to, such that the "uri" attribute of the <entry> element:

1)
contains a relative path reference:

A)
with the base URI being equal to the XCAP root URI configured in the GMC; and

B)
identifying a group document addressed by a group ID as described in subclause 7.2.10.2 where the group ID is set to the MCPTT group ID; or

2)
contains a relative path reference:

A)
with the base URI being equal to the XCAP root URI configured in the GMC;

B)
with the document selector identifying the MCPTT GKTP document as described in subclause 7.7.10 where the group ID is set to the MCPTT group ID; and

C)
with the node selector identifying a <GKTPs> element of the MCPTT GKTP document;

b)
shall set the Request-URI to the configured public service identity for performing subscription proxy function of the GMS;

c)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-access-token> element set to the value of the access token received during authentication procedure as described in 3GPP TS 24.482 [49];

d)
if identity hiding is required:

1)
shall perform the confidentiality protection procedures and integrity protection procedures defined in 3GPP TS 24.379 [5] for MCPTT client on the application/vnd.3gpp.mcptt-info+xml MIME body and on the application/resource-lists+xml MIME body; and

2)
shall include an application/mikey MIME body with the CSK as specified in 3GPP TS 24.379 [5];

e)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [12]), in a P-Preferred-Service header field according to IETF RFC 6050 [14]; and

f)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field.
Upon receiving a SIP NOTIFY request associated with a subscription created as result of the sent initial SIP SUBSCRIBE request:

1)
if identity hiding is required, the GMC shall perform the confidentiality protection procedures and integrity protection procedures defined in 3GPP TS 24.379 [5] for MCPTT client; and

2)
shall handle the SIP NOTIFY request according to IETF RFC 5875 [13].

In order to re-subscribe to notification of changes of a modified list of:

a)
one or more MCPTT group documents of MCPTT groups identified by MCPTT group IDs;

b)
<GKTPs> elements of one or more MCPTT GKTP documents for MCPTT groups identified by MCPTT group IDs; or

c)
both;

a GMC shall send a SIP re-SUBSCRIBE request to the network according to the UE originating procedures specified in 3GPP TS 24.229 [12] and IETF RFC 5875 [13]. In the SIP re-SUBSCRIBE request, the GMC:

a)
shall include an application/resource-lists+xml MIME body. In the application/resource-lists+xml MIME body, the GMC shall include one <entry> element for each document or element to be subscribed to, such that the "uri" attribute of the <entry> element:

1)
contains a relative path reference:

A)
with the base URI being equal to the XCAP root URI configured in the GMC; and

B)
identifying a group document addressed by a group ID as described in subclause 7.2.10.2 where the group ID is set to the MCPTT group ID; or

2)
contains a relative path reference:

A)
with the base URI being equal to the XCAP root URI configured in the GMC;

B)
with the document selector identifying the MCPTT GKTP document as described in subclause 7.7.10 where the group ID is set to the MCPTT group ID; and

C)
with the node selector identifying a <GKTPs> element of the MCPTT GKTP document;

b)
if identity hiding is required, shall perform the confidentiality protection procedures and integrity protection procedures defined in 3GPP TS 24.379 [5] for MCPTT client on the application/vnd.3gpp.mcptt-info+xml MIME body and on the application/resource-lists+xml MIME body using the CSK included in the initial SIP SUBSCRIBE request; and

c)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field.
***** change *****
6.3.14.3.1
Procedure of GMS creating a temporary MCPTT group

Upon reception of an HTTP POST request:

a)
with a Request-URI with an XCAP URI identifying a non-existing group document; and

b)
with an application/g.3gpp.GMOP+xml MIME body containing a GMOP document requesting group regroup creation specified in subclause 7.3.4.3;
then the GMS:

a)
shall determine the identity of the sender of the received HTTP POST request as specified in subclause 6.2.5;

b)
if the identity of the sender of the received HTTP POST request is not authorized to initiate temporary MCPTT group formation, shall respond with HTTP 403 (Forbidden) response to the HTTP POST request and shall not continue with rest of the steps;
c)
if value of the "uri" attribute of the <list-service> element of the <group> element of the GMOP document requesting group regroup creation specified in subclause 7.3.4.3 of the received HTTP POST request does not conform to local policy, shall respond with an HTTP 409 (Conflict) response to the HTTP POST request. The <uniqueness-failure> error element shall identify the error condition. The GMS shall include at least one <alt-value> element in the <uniqueness-failure> error element, whereby each <alt-value> element contains a MCPTT Group ID acceptable for the GMS. The GMS shall not continue with rest of the steps; and
d)
for each MCPTT group ID of an MCPTT group to be combined indicated in content of a <constituent-MCPTT-group-ID> element of the <constituent-MCPTT-group-IDs> element of the <on-network-temporary> element of the group document of the <group> element of the GMOP document requesting group regroup creation specified in subclause 7.3.4.3 of the received HTTP POST request:

1)
shall send a HTTP POST request according to procedures specified in IETF RFC 2616 [21] and subclause 6.2.5. In the HTTP POST request, the GMS:

A)
shall set the Request-URI to an XCAP URI:

i)
with the document selector identifying a group document addressed by a group ID as specified in subclause 7.2.10.2, where the group ID is set to the MCPTT group ID of the MCPTT group to be combined;

ii)
with the node selector identifying a <on-network-regrouped> element of the constituent MCPTT group such that the <on-network-regrouped> element has the "temporary-MCPTT-group-ID" attribute set to the content of the "uri" attribute of the <list-service> element of the group document included in the received HTTP POST request;

iii)
if the MCPTT group ID of the MCPTT group to be combined is owned by the MCPTT provider of the GMS, with the XCAP root URI of the MCPTT provider of the GMS; and

iv)
if the MCPTT group ID of the MCPTT group to be combined is owned by an MCPTT provider other than the MCPTT provider of the GMS, with XCAP root URI derived using the group ID routing database as specified in subclause 6.2.5.2 and the MCPTT group ID of the MCPTT group to be combined;

B)
shall set the X-3GPP-Asserted-Identity header field as specified in 3GPP TS 24.482 [10] to a public service identity of the GMS; and

C)
shall include an application/g.3gpp.GMOP+xml MIME body containing a GMOP document requesting group regroup check specified in subclause 7.3.4.4 with a <on-network-regrouped> element. In the <on-network-regrouped> element, the GMS:

i)
shall set the "temporary-MCPTT-group-ID" attribute to the content of the "uri" attribute of the <list-service> element of the group document included in the received HTTP POST request;

ii)
shall set the "temporary-MCPTT-group-requestor" attribute to the identity of the sender of the received HTTP POST request;

iii)
shall include the <constituent-MCPTT-group-IDs> element set to content of the <constituent-MCPTT-group-IDs> element of <on-network-temporary> element of the <list-service> element of the group document of the MCPTT group included in the received HTTP POST request;
iv)
if an <on-network-group-priority> element is included in the <list-service> element of the group document included in the received HTTP POST request, shall include the <on-network-group-priority> element set to content of the <on-network-group-priority> element of the <list-service> element of the group document included in the received HTTP POST request;

v)
if a <protect-media> element is included in the <list-service> element of the group document included in the received HTTP POST request, shall include the <protect-media> element set to content of the <protect-media> element of the <list-service> element of the group document included in the received HTTP POST request;

vi)
if a <protect-floor-control-signalling> element is included in the <list-service> element of the group document included in the received HTTP POST request, shall include the <protect-floor-control-signalling> element set to content of the <protect-floor-control-signalling> element of the <list-service> element of the group document included in the received HTTP POST request; and

vii)
if a <require-multicast-floor-control-signalling> element is included in the <list-service> element of the group document included in the received HTTP POST request, shall include the <require-multicast-floor-control-signalling> element.

Upon reception of a HTTP 3xx, 4xx, or 5xx responses to a sent HTTP POST request or upon timeout, the GMS shall send a HTTP 403 (Forbidden) response to the received HTTP request and shall not continue with rest of the steps.
Upon reception of HTTP 2xx responses to all sent HTTP POST requests, the GMS:
a)
for each MCPTT group ID of an MCPTT group to be combined indicated in content of a <constituent-MCPTT-group-ID> element of the <constituent-MCPTT-group-IDs> element of the <on-network-temporary> element of the <group> element of the GMOP document requesting group regroup creation specified in subclause 7.3.4.3 of the received HTTP POST request:

1)
shall send an HTTP POST request according to procedures specified in IETF RFC 2616 [21] and subclause 6.2.5. In the HTTP POST request, the GMS:

A)
shall set the Request-URI to an XCAP URI:

i)
with the document selector identifying a group document addressed by a group ID as specified in subclause 7.2.10.2, where the group ID is set to the MCPTT group ID of the MCPTT group to be combined;

ii)
with the node selector identifying a <on-network-regrouped> element of the constituent MCPTT group such that the <on-network-regrouped> element has the "temporary-MCPTT-group-ID" attribute set to the content of the "uri" attribute of the <list-service> element of the group document included in the received HTTP POST request;

iii)
if the MCPTT group ID of the MCPTT group to be combined is owned by the MCPTT provider of the GMS, with the XCAP root URI of the MCPTT provider of the GMS; and

iv)
if the MCPTT group ID of the MCPTT group to be combined is owned by an MCPTT provider other than the MCPTT provider of the GMS, with XCAP root URI derived using the group ID routing database as specified in subclause 6.2.5.2 and the MCPTT group ID of the MCPTT group to be combined;

B)
shall set the X-3GPP-Asserted-Identity header field as specified in 3GPP TS 24.482 [10] to a public service identity of the GMS; and

C)
shall include an application/g.3gpp.GMOP+xml MIME body with a GMOP document requesting group regroup notification specified in subclause 7.3.4.5. In the GMOP document requesting group regroup notification, the GMS:

i)
shall include a <on-network-regrouped> element. In the <on-network-regrouped> element, the GMS:

-
shall set the "temporary-MCPTT-group-ID" attribute to the content of the "uri" attribute of the <list-service> element of the group document included in the received HTTP POST request;

-
shall set the "temporary-MCPTT-group-requestor" attribute to the identity of the sender of the received HTTP POST request;

-
shall include the <constituent-MCPTT-group-IDs> element set to content of the <constituent-MCPTT-group-IDs> element of <on-network-temporary> element of the <list-service> element of the group document of the MCPTT group included in the received HTTP POST request;

-
if an <on-network-group-priority> element is included in the <list-service> element of the group document included in the received HTTP POST request, shall include the <on-network-group-priority> element set to content of the <on-network-group-priority> element of the <list-service> element of the group document included in the received HTTP POST request;

-
if a <protect-media> element is included in the <list-service> element of the group document included in the received HTTP POST request, shall include the <protect-media> element set to content of the <protect-media> element of the <list-service> element of the group document included in the received HTTP POST request;

-
if a <protect-floor-control-signalling> element is included in the <list-service> element of the group document included in the received HTTP POST request, shall include the <protect-floor-control-signalling> element set to content of the <protect-floor-control-signalling> element of the <list-service> element of the group document included in the received HTTP POST request; and

-
if a <require-multicast-floor-control-signalling> element is included in the <list-service> element of the group document included in the received HTTP POST request, shall include the <require-multicast-floor-control-signalling> element.
NOTE:
GMK, and MKFC are not included in the GMOP document requesting group regroup notification as GMK and MKFC are provided only using SIP.
Upon reception of HTTP 2xx responses to all sent HTTP POST requests, the GMS shall create the group document of the temporary MCPTT group at the location specified by the Request-URI of the received HTTP POST request and shall send an HTTP 2xx response to the received HTTP request. In the HTTP 2xx response, the GMS shall include an application/g.3gpp.GMOP+xml MIME body containing a GMOP document with group regroup creation response specified in subclause 7.3.4.6 with a <temporary-group-document-ETag> element set to the current value of the entity tag for the created group document of the temporary MCPTT group.
***** change *****
6.3.15.3.1
Procedure of GMS owning the temporary MCPTT group

Upon reception of an HTTP DELETE request with Request-URI with an XCAP URI identifying a group document of a temporary MCPTT group, the GMS:

a)
for each constituent MCPTT group indicated in the group document indicated by Request-URI:

1)
shall send an HTTP DELETE request. In the HTTP DELETE request, the GMS:

A)
shall set the Request-URI to an XCAP URI:

i)
with the document selector identifying a group document addressed by a group ID as specified in subclause 7.2.10.2, where the group ID is set to the MCPTT group ID of the constituent MCPTT group;

ii)
with the node selector identifying a <on-network-regrouped> element of the constituent MCPTT group, such that the "temporary-MCPTT-group-ID" attribute of the <on-network-regrouped> element contains the temporary MCPTT group ID of the temporary MCPTT group;

iii)
if the MCPTT group ID of the constituent MCPTT group is owned by the MCPTT provider of the GMS, with the XCAP root URI of the MCPTT provider of the GMS; and

iv)
if the MCPTT group ID of the constituent MCPTT group is owned by an MCPTT provider other than the MCPTT provider of the GMS, with XCAP root URI derived using the group ID routing database as specified in subclause 6.2.5.2 and the MCPTT group ID of the constituent MCPTT group; and

B)
shall set the X-3GPP-Asserted-Identity header field as specified in 3GPP TS 24.482 [10] to a public service identity of the GMS.

Upon reception of an HTTP response to all sent HTTP DELETE requests, the GMS shall remove the group document of the temporary MCPTT group and shall send an HTTP 2xx response to the received HTTP request.

