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***** Next change *****
6.2.1
SDP offer generation

The SDP offer shall contain only one SDP media-level section for MCPTT speech according to 3GPP TS 24.229 [4] and, if floor control shall be used during the session, shall contain one SDP media-level section for a media-floor control entity according to 3GPP TS 24.380 [5].

When composing an SDP offer according to 3GPP TS 24.229 [4] the MCPTT client:

1)
shall set the IP address of the MCPTT client for the offered MCPTT speech media stream and, if floor control shall be used, for the offered media-floor control entity;

NOTE:
If the MCPTT client is behind a NAT the IP address and port included in the SDP offer can be a different IP address and port than the actual IP address and port of the MCPTT client depending on the NAT traversal method used by the SIP/IP Core.

2)
shall include an "m=audio" media-level section for the MCPTT media stream consisting of:

a)
the port number for the media stream selected; and

b)
the codec(s) and media parameters and attributes with the following clarification:

i)
if the MCPTT client is initiating a call to a group identity;

ii)
if the <preferred-voice-encodings> element is present in the group document retrieved by the group management client as specified in 3GPP TS 24.381 [31] containing an <encoding> element with a "name" attribute; and

iii)
if the MCPTT client supports the encoding name indicated in the value of the "name" attribute;

then the MCPTT client:

i)
shall insert the value of the "name" attribute in the <encoding name> field of the "a=rtpmap" attribute as defined in IETF RFC 4566 [12];
c)
if the SDP offer is for an ambient listening call:

i)
if this is a remotely initiated ambient listening call, include an "a=recvonly" attribute; or

ii)
if this is a locally initiated ambient listening call, include an "a=sendonly" attribute; and
d)
"i=" field set to "speech" according to 3GPP TS 24.229 [4];
3)
if floor control shall be used during the session, shall include an "m=application" media-level section as specified in 3GPP TS 24.380 [5] clause 12 for a media-floor control entity, consisting of:

a)
the port number for the media-floor control entity selected as specified in 3GPP TS 24.380 [5]; and
b)
the 'fmtp' attributes as specified in 3GPP TS 24.380 [5] clause 14; and

4)
if end-to-end security is required for a private call and the SDP offer is not for establishing a pre-established session, shall include the MIKEY-SAKKE I_MESSAGE in an "a=key-mgmt" attribute as a "mikey" attribute value in the SDP offer as specified in IETF RFC 4567 [47].
***** Next change *****
6.2.2
SDP answer generation

When the MCPTT client receives an initial SDP offer for an MCPTT session, the MCPTT client shall process the SDP offer and shall compose an SDP answer according to 3GPP TS 24.229 [4].

When composing an SDP answer, the MCPTT client:

1)
shall accept the MCPTT speech media stream in the SDP offer;

2)
shall set the IP address of the MCPTT client for the accepted MCPTT speech media stream and, if included in the SDP offer, for the accepted media-floor control entity;
NOTE:
If the MCPTT client is behind a NAT the IP address and port included in the SDP answer can be a different IP address and port than the actual IP address and port of the MCPTT client depending on the NAT traversal method used by the SIP/IP Core.

3)
shall include an "m=audio" media-level section for the accepted MCPTT speech media stream consisting of:

a)
the port number for the media stream;
b)
media-level attributes as specified in 3GPP TS 24.229 [4];
c)
if the "a=recvonly" attribute is present in the SDP offer, include an "a=sendonly" attribute;

d)
if the "a=sendonly" attribute is present in the SDP offer, include an "a=recvonly" attribute; and
e)
"i=" field set to "speech" according to 3GPP TS 24.229 [4]; and

4)
if included in the SDP offer, shall include the media-level section of the offered media-floor control entity consisting of:

a)
an "m=application" media-level section as specified in 3GPP TS 24.380 [5] clause 12; and
b)
'fmtp' attributes as specified in 3GPP TS 24.380 [5] clause 14.

***** Next change *****
11.1.x
Ambient listening call

11.1.x.1
General
Subclause 11.1.x specifies the MCPTT client procedures, participating MCPTT function procedures and controlling MCPTT function procedures for on-network ambient listening calls. The procedures as specified are applicable to both locally initiated and remotely initiated ambient listening call.
The procedures for originating an ambient listening call are initiated by the MCPTT user at the MCPTT client in the following circumstances:
-
an authorised MCPTT user initiates an ambient listening call in order to listen to the terminating user; or
-
an authorised MCPTT user initiates an ambient listening call in order to be listened to by the terminating user.
The procedures for releasing an ambient listening call are initiated by the MCPTT user at the MCPTT client in the following circumstances:
-
a listening MCPTT user initiates the ambient listening call release; or
-
a listened-to MCPTT user who was the originator of the ambient listening call initiates the ambient listening call release.
The procedures for releasing an ambient listening call by the controlling MCPTT function are initiated in the following circumstances:

-
can be triggered by the MCPTT administrator by a mechanism outside of the scope of the standard; or
-
can be triggered by a call terminating event occurring at the controlling MCPTT function such as a timer expiration.
11.1.x.2
MCPTT client procedures

11.1.x.2.1
On-demand ambient listening call

11.1.x.2.1.1
Client originating procedures for remote-initiated
Upon receiving a request from an MCPTT user to establish an MCPTT ambient listening call the MCPTT client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [4], with the clarifications given below.

The MCPTT client:

1)
shall set the Request-URI of the SIP INVITE request to a public service identity of the participating MCPTT function serving the MCPTT user;
2)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [4];

3)
shall include the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];

4)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

5)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9] in the SIP INVITE request;
6)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref contain with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];
7)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <session-type> element set to a value of "ambient-listening";
8)
shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <ambient-listening-type> element set to a value of:
a)
"local-init", if the MCPTT user has requested a locally initiated ambient listening call; or

b)
"remote-init", if the MCPTT user has requested a remotely initiated ambient listening call;
9)
shall insert in the SIP INVITE request a MIME resource-lists body with the MCPTT ID of the targeted MCPTT user, according to rules and procedures of IETF RFC 5366 [20];
NOTE 1:
the targeted MCPTT user is the listened-to MCPTT user in the case of a remotely initiated ambient listening call or the listening MCPTT user in the case of a locally initiated listening call.
10)
if an end-to-end security context needs to be established then:

a)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.179 [46];

b)
shall use the keying material to generate a PCK as described in 3GPP TS 33.179 [46];

c)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0101" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.179 [46];

d)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID of the invited user and a time related parameter as described in 3GPP TS 33.179 [46];

e)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.179 [46];

f)
shall add the MCPTT ID of the originating MCPTT to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [46]; and
g)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.179 [46];
11)
shall include an SDP offer according to 3GPP TS 24.229 [4] with the clarification given in subclause 6.2.1 and with a media stream of the offered media-floor control entity;

12)
if this is a locally initiated ambient listening call, shall comply with the conditions for implicit floor control as specified in subclause 6.4;
Editor's Note [CT1#102, C1-170782]:
A mechanism is needed to automatically grant the floor to the terminating user in the case of a remotely initiated ambient listening call.
13) shall include in the SIP INVITE request a Priv-Answer-Mode header field with the value "Auto" according to the rules and procedures of IETF RFC 5373 [18]; and

NOTE 2:
Auto-answer is the commencement mode for both locally initiated and remotely initiated ambient listening calls.
14)
shall send the SIP INVITE request towards the participating MCPTT function according to 3GPP TS 24.229 [4].

Upon receiving a SIP 183(Session Progress) response to the SIP INVITE request the MCPTT client:

1)
if the SIP 183(Session Progress) response includes an alert-info header field as specified in IETF RFC 3261 [24] and as updated by IETF RFC 7462 [rfc7462] set to a value of <file:///dev/null> shall not give any indication of the progress of the call to the MCPTT user; and
NOTE 3:
The alert-info header field having the value of <file:///dev/null> is intended to result in having a "null" alert, i.e. an alert with no content or physical manifestation of any kind.
2)
if this is a remotely initiated ambient listening call, may indicate the progress of the session establishment to the inviting MCPTT user.

Upon receiving a SIP 200 (OK) response to the SIP INVITE request the MCPTT client:

1)
shall interact with the media plane as specified in 3GPP TS 24.380 [5];
2)
if this is a remotely initiated ambient listening call, shall notify the user that the call has been successfully established;
3)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body in the sent SIP INVITE request was set to a value of "local-init":
a)
shall cache the value of "listened-to MCPTT user" as the ambient listening client role for this call; or
b)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body was set to a value of "remote-init" shall cache the value of "listening MCPTT user" as the ambient listening client role for this call; and
4)
shall cache the value contained in the <ambient-listening-type> element of the application/vnd.3gpp.mcptt-info+xml MIME body set in step 8) as the ambient listening type of this call.
***** Next change *****
11.1.x.2.1.2
Client terminating procedures

Upon receipt of an initial SIP INVITE request, the MCPTT client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [4] with the clarifications below.
The MCPTT client:

1)
may reject the SIP INVITE request if either of the conditions in step a) or b) are met:

a)
MCPTT client is already occupied in another session and the number of simultaneous sessions exceeds <MaxCall>, the maximum simultaneous MCPTT session for private call, as specified in TS 24.384 [50]; or
b)
MCPTT client does not have enough resources to handle the call;

c)
if neither condition a) nor b) are met, continue with the rest of the steps;
2)
if the SIP INVITE request is rejected in step 1):
a)
shall respond towards the participating MCPTT function either with:

i)
an appropriate reject code as specified in 3GPP TS 24.229 [4] and warning texts as specified in subclause 4.4.2; or

ii)
with a SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure according to <allow-failure-restriction> as specified in 3GPP TS 24.384 [50]; and

b)
skip the rest of the steps of this subclause;

3)
if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCPTT ID of the originating MCPTT from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [46];

b)
shall convert the MCPTT ID to a UID as described in 3GPP TS 33.179 [46];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.179 [46];
d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4; and

e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.179 [46]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.179 [46];

NOTE 1:
With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.
4)
may check if a Resource-Priority header field is included in the incoming SIP INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [4];

5)
if the received SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element with the <ambient-listening-type> element set to a value of "local-init", may display to the MCPTT user the MCPTT ID of the inviting MCPTT user;
6)
shall perform the automatic commencement procedures specified in subclause 6.2.3.1.1;
NOTE 2:
Auto-answer is the commencement mode for both participants in locally initiated and remotely initiated ambient listening calls.
7)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body in the received SIP INVITE request was set to a value of "remote-init":
a)
shall cache the value of "listened-to MCPTT user" as the ambient listening client role for this call; or;

b)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body was set to a value of "local-init" " shall cache the value of "listening MCPTT user" as the ambient listening client role for this call;
8)
if the received SIP INVITE request includes an alert-info header field as specified in IETF RFC 3261 [24] and as updated by IETF RFC 7462 [rfc7462] set to a value of <file:///dev/null> shall not give any indication of the progress of the call to the MCPTT user;
NOTE 3:
The alert-info header field having the value of <file:///dev/null> is intended to result in having a "null" alert, i.e. an alert with no content or physical manifestation of any kind.

9)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body is set to a value of "local-init", should provide an indication to the MCPTT user that the ambient listening call is in progress; and
NOTE 4:
The terminating user in a remotely initiated ambient listening is the listened-to MCPTT user and is intended to be totally unaware that their microphone is activated and a call is in progress.
10)
shall cache as the ambient listening type for the call the value contained in the <ambient-listening-type> element of the application/vnd.3gpp.mcptt-info+xml MIME body contained in the received SIP INVITE request.
