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***** First change *****
4.4
Warning Header Field

4.4.1
General

The MCS server can include a free text string in a SIP response to a SIP request. When the MCS server includes a text string in a response to a SIP INVITE request the text string is included in a Warning header field as specified in IETF RFC 3261 [24]. The MCS server includes the Warning code set to 399 (miscellaneous warning) and includes the host name set to the host name of the MCS server.

EXAMPLE: Warning: 399 "100 User not authorised to make group calls"

4.4.2
Warning texts

The text string included in a Warning header field consists of an explanatory text preceded by a 3-digit text code, according to the following format in Table 4.4.2-1.
Table 4.4.2-1 ABNF for the Warning text

warn-text      =/  DQUOTE mcptt-warn-code SP warn-mcptt-text DQUOTE

mcptt-warn-code = DIGIT DIGIT DIGIT 

mcptt-warn-text = *( qdtext | quoted-pair )

Table 4.4.2-2 defines the warning texts that are defined for the Warning header field when a Warning header field is included in a response to a SIP INVITE request as specified in subclause 4.4.1.

Table 4.4.2-2: Warning texts defined for the Warning header field

	Code
	Explanatory text
	Description

	100
	function not allowed due to <detailed reason>
	The function is not allowed to this user.

The <detailed reason> will be either "group definition", "access policy", "local policy", or "user authorisation", or can be a free text string.

	101
	service authorisation failed
	The service authorisation of the MC ID against the IMPU failed at the MCS server.

	102
	too many simultaneous affiliations
	The MC user already has N2 maximum number of simultaneous affiliations.

	103
	maximum simultaneous MCPTT group calls reached
	The number of maximum simultaneous MC group calls supported for the MC user has been exceeded.

	104
	isfocus not assigned
	A controlling MCS function has not been assigned to the MCS session.

	105
	subscription not allowed in a broadcast group call
	Subscription to the conference event package rejected during a group call initiated as a broadcast group call.

	106
	user not authorised to join chat group
	The MC user is not authorised to join this chat group.

	107
	user not authorised to make private calls
	The MC user is not authorised to make private calls.

	108
	user not authorised to make chat group calls
	The MC user is not authorised to make chat group calls.

	109
	user not authorised to make prearranged group calls
	The MCPTT user is not authorised to make group calls to a prearranged group.

	110
	user declined the call invitation
	The MC user declined to accept the call.

	111
	group call proceeded without all required group members
	The required members of the group did not responded within the acknowledged call time, but the call still went ahead.

	112
	group call abandoned due to required group members not part of the group session
	The group call was abandoned, as the required members of the group did not respond within the acknowledged call time.

	113
	group document does not exist
	The group document requested from the group management server does not exist.

	114
	unable to retrieve group document
	The group document exists on the group management server but the MCS server was unable to retrieve it.

	115
	group is disabled
	The group has the <disabled> element set to "true" in the group management server.

	116
	user is not part of the MCPTT group
	The group exists on the group management server but the requesting user is not part of this group.

	117
	the group identity indicated in the request is a prearranged group
	The group id that is indicated in the request is for a prearranged group, but did not match the request from the MC user.


	118
	the group identity indicated in the request is a chat group
	The group id that is indicated in the request is for a chat group, but did not match the request from the MCT user,



	119
	user is not authorised to initiate the group call
	The MC user identified by the MC ID is not authorised to initiate the group call.

	120
	user is not affiliated to this group
	The MC user is not affiliated to the group.

	121
	user is not authorised to join the group call
	The MC user identified by the MC ID is not authorised to join the group call.

	122
	too many participants
	The group call has reached its maximum number of participants.

	123
	MCPTT session already exists
	Inform the MC user that the group call is currently ongoing. 

	124
	maximum number of private calls reached
	The maximum number of private calls allowed at the MCS server for the MC user has been reached.

	125
	user not authorised to make private call with automatic commencement
	The MC user is not authorised to make a private call with automatic commencement.

	126
	user not authorised to make private call with manual commencement
	The MC user is not authorised to make a private call with manual commencement.

	127
	user not authorised to be called in private call
	The called MC user is not allowed to be part of a private call.

	128
	isfocus already assigned
	The MCS server owning an MC group received a SIP INVITE request destined to the MC group from another MCS server already assigned as the controlling MCS function and the MCS server owning the MC group does not support mutual aid or supports trusted mutual aid but does not authorise trusted mutual aid.

	137
	the indicated group call does not exists
	The participating MCS function cannot find an ongoing group session associated with the received MCS session identity.

	138
	subscription of conference events not allowed
	The controlling MCS function could not allow the MC user to subscribe to the conference event package.

	139
	integrity protection check failed
	The integrity protection of an XML MIME body failed.

	140
	unable to decrypt XML content
	The XML content cannot be decrypted.

	141
	user unknown to the participating function
	The participating function is unable to associate the IMS public user identity with an MC ID.

	142
	unable to determine the controlling function
	The participating function is unable to determine the controlling function for the group call or private call.

	143
	not authorised to force auto answer
	The calling user is not authorised to force auto answer on the called user.

	144
	user not authorised to call this particular user
	The calling user is not authorised to call this particular called user.

	145
	unable to determine called party
	The participating function was unable to determine the called party from the information received in the SIP request.

	146
	T-PF unable to determine the service settings for the called user
	The service settings have not been uploaded by the terminating client to the terminating participating server.

	147
	user is authorized to initiate a temporary group call
	The non-controlling MCS function has authorized a request from the controlling MCS function to authorize a user to initiate an temporary group session.

	148
	MC group is regrouped
	The MC group hosted by a non-controlling MCS function is part of a temporary group session as the result of the group regroup function.

	149
	SIP-INFO request pending
	The MC client needs to wait for a SIP-INFO request with specific content, before taking further action.

	150
	invalid combinations of data received in MIME body
	The MC client included invalid combinations of data in the SIP request.


***** Next change *****
6.6
Confidentiality and Integrity Protection

6.6.1
General

6.6.1.1
Applicability and exclusions

The procedures in subclauses 6.6 apply in general to all MCS procedures and in particular for MCPTTprocedures described in clause 9, clause 10, clause 11 and clause 12 with the exception that the confidentiality and integrity protection procedures for the registration and service authorisation procedures are described in clause 7.
6.6.1.2
Performing XML content encryption

Whenever the MC UE includes XML elements or attributes pertaining to the data specified in subclause 4.8 in SIP requests or SIP responses, the MC UE shall perform the procedures in subclause 6.6.2.3.1.

Whenever the MCS server includes XML elements or attributes pertaining to the data specified in subclause 4.8 in SIP requests or SIP responses, the MCS server shall perform the procedures in subclause 6.6.2.3.2, with the exception that when the MCS server receives a SIP request with XML elements or attributes in an MIME body that need to be copied from the incoming SIP request to an outgoing SIP request without modification, the MCS server shall perform the procedures specified in subclause 6.6.2.5.

NOTE:
The procedures in subclause 6.6.2.3.1 and subclause 6.6.2.3.2 first determine (by referring to configuration) if confidentiality protection is enabled and then call the necessary procedures to encrypt the contents of the XML elements if confidentiality protection is enabled.

6.6.1.3
Performing integrity protection on an XML body

The functional entity shall perform the procedures in the subclause just prior to sending a SIP request or SIP response.

1)
The MCUE shall perform the procedures in subclause 6.6.3.3.1; and

2)
The MCS server shall perform the procedures in subclause 6.6.3.3.2.

NOTE:
The procedures in subclause 6.6.3.3.1 and subclause 6.6.3.3.2 first determine if integrity protection of XML MIME bodies is required and then calls the necessary procedures to integrity protect each XML MIME body if integrity protection is required. Each XML MIME body has its own signature.

6.6.1.4
Verifying integrity of an XML body and decrypting XML elements
Whenever the functional entity (i.e. MC UE or MCS server) receives a SIP request or a SIP response, the functional entity shall perform the following procedures before performing any other procedures.

1)
The functional entity shall determine if integrity protection has been applied to an XML MIME body by following the procedures in subclause 6.6.3.4.1 and if integrity protection has been applied:

a)
shall use the keying information described in subclause 6.6.3.2 and the procedures described in subclause 6.6.3.4.2 to verify the integrity of the XML MIME body; and

b)
if the integrity protection checks fail shall not perform any further procedures in this clause;

2)
The functional entity shall determine whether confidentiality protection has been applied to XML elements in XML MIME bodies in a SIP request or SIP response, pertaining to the data specified in subclause 4.8, by following the procedures in subclause 6.6.2.4.1, and if confidentiality protection has been applied:

a)
shall use the keying information described in subclause 6.6.2.2 along with the procedures described in subclause 6.6.2.4.2 to decrypt the received values; and

b)
if any decryption procedures fail, shall not perform any further procedures in this clause.

6.6.2
Confidentiality Protection.

6.6.2.1
General

In general, confidentiality protection is applied to specific XML elements and attributes in XML MIME bodies in SIP requests and responses as specified in subclause 4.8. However in the case of SIP REFER requests used for pre-established sessions, confidentiality protection is required for:


the targeted MC ID or MC Group ID, placed in a "uri" attribute of an <entry> element of an application/resource-lists+xml MIME body that is pointed to by a "cid" URL located in the Refer-To header field of the SIP REFER request; and

-
sensitive XML data included in MIME bodies which are placed in the hname "body" URI header field of the URI included in the "uri" attribute of the <entry> element of the application/resource-lists+xml MIME body.

Configuration for applying confidentiality protection is not selective to a specific XML element or attribute of the data described in subclause 4.8. If configuration for confidentiality protection is turned on, then all XML elements and attributes described in subclause 4.8 are confidentiality protected. If configuration for confidentiality protection is turned off, then no XML content in SIP requests and SIP responses are confidentiality protected.

6.6.2.2
Keys used in confidentiality protection procedures

Confidentiality protection uses an XPK to encrypt the data which (depending on who is the sender and who is the receiver of the encrypted information) can be a CSK or an SPK as specified in subclause 4.8. An XPK-ID (CSK-ID/SPK-ID) is used to key the XPK (CSK/SPK). It is assumed that before the procedures in this subclause are called, the CSK/CSK-ID and/or SPK/SPK-ID are available on the sender and recipient of the encrypted content as described in subclause 4.8.

The procedures in subclause 6.6.2.3 and subclause 6.6.2.4 are used with a XPK equal to the CSK and a XPK-ID equal to the CSK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:
1)
MC client sends confidentiality protected content to an MCS server; and

2)
MCS server sends confidentiality protected content to an MC client.
The procedure in subclause 6.6.2.3 and subclause 6.6.2.4 are used with a XPK equal to the SPK and a XPK-ID equal to the SPK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:

1)
MCS server sends confidentiality protected content to an MCS server in the same domain; and
2)
MCS server sends confidentiality protected content to an MCS server in another domain.
6.6.2.3
Procedures for sending confidentiality protected content

6.6.2.3.1
MC client

If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "true" or no <confidentiality-protection> element is present in the Service Configuration document, then sending confidentiality protected content from the MC client to the MCS server is enabled, and the MC client:

1)
shall use the appropriate keying information specified in subclause 6.6.2.2;

2)
shall perform the procedures in subclause 6.6.2.3.3 to confidentiality protect XML elements containing the content described in subclause 4.8; and

3)
shall perform the procedures in subclause 6.6.2.3.4 to confidentiality protect URIs in XML attributes for URIs described in subclause 4.8.

If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending confidentiality protected content from the MC client to the MCS server is disabled, and content is included in XML elements and attributes without encryption.

6.6.2.3.2
MCS server

If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "true" or no <confidentiality-protection> element is present in the Service Configuration document, then sending confidentiality protected content from the MCS server to the MC client is enabled. If the <allow-signalling-protection> element of the <protection-between-mcptt-servers> element is set to "true" in the Service Configuration document as specified in 3GPP TS 24.384 [50] or no <allow-signalling-protection> element is present in the Service Configuration document, then sending confidentiality protected content between MCS servers is enabled.

When sending confidentiality protected content, the MCS server:

1)
shall use the appropriate keying information specified in subclause 6.6.2.2;

2)
shall perform the procedures in subclause 6.6.2.3.3 to confidentiality protect XML elements containing the content described in subclause 4.8, and

3)
shall perform the procedures in subclause 6.6.2.3.4 to confidentiality protect URIs in XML attributes for URIs described in subclause 4.8.
If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending confidentiality protected content from the MCS server to the MC client is disabled, and then content is included in XML elements and attributes without encryption.

If the <allow-signalling-protection> element of the <protection-between-mcptt-servers> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending confidentiality protected content between MCS servers is disabled, and content is included in XML elements and attributes without encryption.

6.6.2.3.3
Content Encryption in XML elements
The following procedures shall be performed by an MC client or an MCS server:

1)
perform encryption as specified in W3C: "XML Encryption Syntax and Processing Version 1.1", https://www.w3.org/TR/xmlenc-core1/ [60] subclause 4.3, using the "AES-128-GCM algorithm HMAC" as the encryption algorithm and the XPK as the key; and
2)
follow the semantic for the element of the MIME body as described in Annex F of the present document, to include the encrypted content in the MIME body ensuring that the necessary XML elements required for confidentiality protection are included as specified in 3GPP TS 33.179 [46].
6.6.2.3.4
Attribute URI Encryption

The following procedures shall be performed by an MC client or an MCS server:

1)
perform encryption as specified in [aes-gcm], using the "AES-128-GCM algorithm HMAC" as the encryption algorithm and the XPK as the key, with a 96 bit randomly selected IV; and
2)
replace the URI to be protected in the attribute by a URI constructed as follows:

a)
the URI schema is "sip: ";

b) the first part of the userinfo part is the base64 encoded result of the encryption of the original attribute value;

c)
the string ";iv=" is appended to the result of step b);

d)
the base64 encoding of the IV (section 5 of IETF RFC 4648 [rfc4648]) is appended to the result of step c);

e)
the string ";key-id=" is appended to the result of step d);

f)
the base64 encoding of the XPK-ID according to 3GPP 33.179 [46] is appended to the result of step e);

g)
the string ";alg=128-aes-gcm" is appended to the result of step f); and

h)
the string "@" followed by the domain name for MC confidentiality protection as specified in 3GPP TS 23.203is appended to the result of step g).
6.6.2.4
Procedures for receiving confidentiality protected content

6.6.2.4.1
Determination of confidentiality protected content

The following procedure is used by the MC client or MCS server to determine if an XML element is confidentiality protected.

1)
if an XML element contains the <EncryptedData> XML element, then the content of the XML element is confidentiality protected; and
2)
if an XML element does not contain the <EncryptedData> XML element, then the content of the XML element is.not confidentiality protected.
The following procedure is used by the MC client or MCS server to determine if a URI in the XML attribute is confidentiality protected.

1)
if an XML attribute is a URI with the domain name for MC confidentiality protection as specified in the 3GPP TS 23.003 [40], then the URI is confidentiality protected; and
2)
if an XML attribute is a URI without the domain name for MC confidentiality protection as specified in the 3GPP TS 23.003 [40], then the URI is not confidentiality protected.
6.6.2.4.2
Decrypting confidentiality protected content in XML elements
The following procedure shall be performed by an MC client or an MCST server to decrypt an individual XML element that has a type of "encrypted" within an XML MIME body:

1)
if the <EncryptedData> XML element or any of its sub-elements as described in 3GPP TS 33.179 [46] are not present in the MIME body then send a SIP 403 (Forbidden) response with the warning text set to "140 unable to decrypt XML content" in a Warning header field as specified in subclause 4.4, and exit this procedure. Otherwise continue with the rest of the steps;
2)
perform decryption on the <EncryptedData> element as specified in W3C: "XML Encryption Syntax and Processing Version 1.1", https://www.w3.org/TR/xmlenc-core1/ [60] subclause 4.4 to decrypt the contents of the <CipherValue> element contained within the <CipherData> element;
3)
if the decryption procedure fails, then send a SIP 403 (Forbidden) response with the warning text set to "140 unable to decrypt XML content" in a Warning header field as specified in subclause 4.4. Otherwise continue with the rest of the steps; and
4)
return success of this procedure together with the decrypted XML element.
6.6.2.4.3
Decrypting confidentiality protected URIs in XML attributes

The following procedure shall be performed by an MC client or an MCS server to decrypt a URI in an attribute in a XML document:

1)
the value between ";iv=" and the next ";" provides the base64 encoded value of the 96 bit IV and the value between ";=key-id" and the next ";" defines the key which has been used for encryption, i.e. "CSK" or "SPK"; and

2)
the original URI is obtained by decrypting the base64 encoded string between the "sip: " URI prefix and the next ";" using the "AES-128-GCM algorithm HMAC" as the decryption algorithm with IV and key as determined in step 1). This value replaces the encrypted URI as the value of the XML attribute.
6.6.2.5
MCS server copying received XML content
The following procedure is executed when an MCS server receives a SIP request containing XML MIME bodies, where the content needs to be copied from the incoming SIP request to the outgoing SIP request.

The MCS server:

1)
shall copy the XML elements from the XML MIME body of the incoming SIP request that do not contain a <EncryptedData> XML element, to the same XML body in the outgoing SIP request;
2)
for each encrypted XML element in the XML MIME body of the incoming SIP request as determined by subclause 6.6.2.4.1:

a)
shall use the keying information described in subclause 6.6.2.2 to decrypt the content within the XML element by following the procedures specified in subclause 6.6.2.4.2, and shall continue with the steps below if the encrypted XML element was successfully decrypted;
b)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.2, then for each decrypted XML element:

i)
shall re-encrypt the content within the XML element using the keying information described in subclause 6.6.2.2 and by following the procedures specified in subclause 6.6.2.3.3; and

ii)
shall include the re-encrypted content into the same XML MIME body of the outgoing SIP request; and

c)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.2, shall include the decrypted content in the same XML MIME body of the outgoing SIP request.
3)
for each encrypted XML URI attribute in the XML MIME body of the incoming SIP request as determined by subclause 6.6.2.4.1:

a)
shall use the keying information described in subclause 6.6.2.2 to decrypt the URI value of the XML attribute by following the procedures specified in subclause 6.6.2.4.3, and shall continue with the steps below if the encrypted XML attribute value was successfully decrypted;
b)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.2, then for each decrypted XML element:

i)
shall re-encrypt the URI value of the XML attribute using the keying information described in subclause 6.6.2.2 and by following the procedures specified in subclause 6.6.2.3.4; and

ii)
shall include the re-encrypted attribute value into the same XML MIME body of the outgoing SIP request; and

c)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.2, shall include the decrypted value in the same XML MIME body of the outgoing SIP request.
6.6.3
Integrity Protection of XML documents.

6.6.3.1
General

Integrity protection can be applied to a whole XML MIME body. When integrity protection is enabled, all XML MIME bodies transported in SIP requests and responses are integrity protected. The following XML MIME bodies used in the present specification in SIP signalling can be integrity protected:

-
application/vnd.3gpp.mcptt-info+xml;

-
application/poc-settings+xml;

-
application/resources-list+xml;

-
application/vnd.3gpp.mcptt-mbms-usage-info+xml;

-
application/vnd.3gpp.mcptt-location-info+xml;

-
application/vnd.3gpp.mcptt-affiliation-command+xml;
-
application/vnd.3gpp.mcptt-floor-request+xml; and
-
application/conference-info+xml.

If integrity protection is enabled, and one or more of the XML MIME bodies complying to the types listed above are included in a SIP request or SIP response, then a MIME body of type application/vnd.3gpp.mcptt-signed+xml is included in the SIP request or SIP response containing one or more signatures pointing to those XML MIME bodies as illustrated in Figure 6.6.3.3-1.

In order to integrity protect the XML MIME bodies listed above in this subclause in SIP requests and SIP responses, the MC client and MCS server shall for each MIME body, include the Content-ID header field as specified in IETF RFC 2045 [68] containing a Content-ID ("cid") Uniform Resource Locator (URL) as specified in IETF RFC 2392 [62].

[image: image1.emf]<mcpttsigneddoc:signatures> 

XML MIME body 1

Content-ID:<mcptt1@op1.com> 

XML MIME body 2

Content-ID:<mcptt2@op1.com> 

XML MIME body 3

Content-ID:<mcptt3@op1.com> 

</mcpttsigneddoc:signatures> 

<xmldsig:Signature Id="signature1"> 

<xmldsig:Reference URI= “cid:mcptt1@op1.com”> 

………

</xmldsig: Reference>

………

</xmldsig:Signature>

<xmldsig:Signature Id="signature2"> 

<xmldsig:Reference URI= “cid:mcptt2@op1.com”> 

………

</xmldsig: Reference>

………

</xmldsig:Signature>

<xmldsig:Signature Id="signature3"> 

<xmldsig:Reference URI= “cid:mcptt3@op1.com”> 

………

</xmldsig: Reference>

………

</xmldsig:Signature>      


Figure 6.6.3.1-1: Integrity Protection of XML MIME bodies in SIP requests and SIP responses

Each MIME body that is integrity protected is assigned a unique signature.

When integrity protecting the XML content in SIP REFER request used for pre-established sessions, the application/vnd.3gpp.mcptt-signed+xml MIME type can appear twice in the SIP REFER request as illustrated in Figure 6.6.3.1-2.


[image: image2.emf]<mcpttsigneddoc:signatures> 

Refer-To:  <cid:mcptt1@op1.com>

<xmldsig:signature Id=”mysignature> 

<xmldsig:Reference URI= “cid:mcptt1@op1.com”>

………

</xmldsig:Reference>

……….

</xmldsig:signature>

<resources-list>

<list>

<entry uri=mcpttID1@op1.com; 

header1;header2; 

body = xmlbody1xmlbody2signatures>

</mcpttsigneddoc:signatures> 

</list>

</resource-lists>


Figure 6.6.3.1-2: Integrity Protection of XML MIME bodies in SIP REFER requests

-
an application/vnd.3gpp.mcptt-signed+xml MIME body is included in the SIP REFER request with a signature pointing to the application/resource-lists MIME body; and

NOTE 1:
Sensitive XML content placed in the application/resource-lists MIME body can be encrypted.

-
an application/vnd.3gpp.mcptt-signed+xml MIME is included in the hname "body" URI header field of the URI in the "uri" attribute of the <entry> element of the application/resource-lists MIME body in the SIP REFER request, containing signatures pointing to the XML MIME bodies included in the "body" URI header field.

NOTE 2:
Sensitive XML content placed in the hname "body" URI header field can be encrypted.
Configuration for applying integrity protection is not selective to a specific MIME body. If configuration for integrity protection is turned on, then all XML MIME bodies in SIP requests and responses are integrity protected. If configuration for integrity protection is turned off, then no XML MIME bodies in SIP requests and SIP responses are integrity protected.

6.6.3.2
Keys used in integrity protection procedures

Integrity protection uses an XPK to sign the data which (depending on who is the sender and who is the receiver of the signed information) can be a CSK or an SPK as specified in subclause 4.8. An XPK-ID (CSK-ID/SPK-ID) is used to key the XPK (CSK/SPK). It is assumed that before the procedures in subclause 6.6.3.3 and subclause 6.6.3.4 are called, the CSK/CSK-ID and/or SPK/SPK-ID are available on the sender and recipient of the integrity protected content, as described in subclause 4.8.

The procedures in subclause 6.6.3.3 and subclause 6.6.3.4 shall be used with a XPK equal to the CSK and a XPK-ID equal to the CSK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:

1)
MC client sends integrity protected content to an MCS server; and

2)
MCS server sends integrity protected content to an MC client.
The procedure in subclause 6.6.3.3 and subclause 6.6.3.4 shall be used with a XPK equal to the SPK and a XPK-ID equal to the SPK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:

1)
MCS server sends integrity protected content to an MCS server in the same domain; and

2)
MCS server sends integrity protected content to an MCS server in another domain.

6.6.3.3
Sending integrity protected content

6.6.3.3.1
MCclient
If the <integrity-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "true" or no <integrity-protection> element is present in the Service Configuration document, then sending integrity protected content from the MC client to the MCS server is enabled, and the MC client shall use the appropriate keying information specified in subclause 6.6.3.2 and shall perform the procedures in subclause 6.6.3.3.3 to integrity protect XML MIME bodies.

NOTE:
Each XML MIME body is integrity protected separately.

If the <integrity-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending integrity protected content from the MC client to the MCS server is disabled, and all XML MIME bodies are sent without integrity protection.
6.6.3.3.2
MCS server
If the <integrity-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "true", or no <integrity-protection> element is present in the Service Configuration document, then sending integrity protected content from the MCS server to the MC client is enabled. If the <allow-signalling-protection> element of the <protection-between-mcptt-servers> element is set to "true" in the Service Configuration document as specified in 3GPP TS 24.384 [50] or no <allow-signalling-protection> element is present in the Service Configuration document, then sending integrity protected content between MCSservers is enabled.

When sending integrity protected content, the MCS server shall use the appropriate keying information specified in subclause 6.6.3.2 and shall perform the procedures in subclause 6.6.3.3.3 to integrity protect XML MIME bodies.

NOTE:
Each XML MIME body is integrity protected separately.

If the <integrity-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending integrity protected content from the MCS server to the MC client is disabled, and all XML MIME bodies are sent without integrity protection.

If the <allow-signalling-protection> element of the <protection-between-mcptt-servers> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending integrity protected content between MCS servers is disabled, and content is included in XML elements without encryption.
6.6.3.3.3
Integrity protection procedure

The following procedure shall be performed by the MC client and MCS server to integrity protect the XML bodies defined by the MIME types listed in subclause 6.6.3.1:

1)
include a Content-Type header field set to "application/vnd.3gpp.mcptt-signed+xml";

2)
for each of the MIME types defined in subclause 6.6.3.1 where the content defined by these MIME types is to be integrity protected:
a)
perform reference generation as specified in W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core [61] subclause 3.1.1 using the SHA256 algorithm to produce a hash of the MIME body and continue with the procedures below if reference generation is successful;

b)
perform signature generation as specified in W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core [61] subclause 3.1.2 using the HMAC-SHA256 signature method and the XPK as the key and continue with the procedures below if signature generation is successful; and

3)
follow the schema defined in Annex F.6.2 and the semantic described in Annex F.6.3 to create the application/vnd.3gpp.mcptt-signed+xml MIME body containing signatures referring to the XML MIME bodies included in the SIP request or SIP response.
6.6.3.4
Receiving integrity protected content

6.6.3.4.1
Determination of integrity protected content

The following procedure is used by the MC client or MCS server to determine if an XML MIME body is integrity protected.

1)
if the <Signature> XML element is not present in the XML MIME body, then the content is not integrity protected; and

2)
if the <Signature> XML element is present in the XML MIME body, then the content is integrity protected.
6.6.3.4.2
Verification of integrity protected content

The following procedure is used by the MC client or MCS server to verify the integrity of an XML MIME body:

1)
if the required sub-elements of the <Signature> as described in 3GPP TS 33.179 [46] are not present in the MIME body and if not present, are not known to the sender and recipient by other means, then the integrity protection procedure fails and exit this procedure. Otherwise continue with the rest of the steps;

2)
perform reference validation on the <Reference> element as specified in W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core [61] subclause 3.2.1;
3)
if reference validation fails, then send a SIP 403 (Forbidden) response towards the functional entity with the warning text set to: "139 integrity protection check failed" in a Warning header field as specified in subclause 4.4, and do not continue with the rest of the steps in this subclause;
4)
obtain the XPK using the XPK-ID in the received XML body and use it to perform signature validation of the value of the <SignatureValue> element as specified in W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core [61] subclause 3.2.2;
5)
if signature validation fails, then send a SIP 403 (Forbidden) response towards the functional entity with the warning text set to: "139 integrity protection check failed" in a Warning header field as specified in subclause 4.4, and do not continue with the rest of the steps in this subclause; and
6)
return success of the integrity protection of the XML document passes the integrity protection procedure.
***** Next change *****
7
Registration and service authorisation

7.1
General

7.1.1
Overview for all MCSs

This clause describes the procedures for SIP registration and MCPTT service authorization for the MC client and the MC service. The MC UE can use SIP REGISTER or SIP PUBLISH for MCS server settings to perform service authorization for MC services. The decision which method to use is based on implementation and on availability of an access-token received as outcome of the user authentication procedure as described in 3GPP TS 24.382 [49].
7.1.2
MCPTT specific aspects

The MCPTT client shall include the following media feature tags in the Contact header field of the SIP REGISTER request:

1)
the g.3gpp.mcptt media feature tag; and

2)
the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt".

NOTE 1:
If the MCPTT client logs off from the MCPTT service but the MCPTT UE remains registered the MCPTT UE performs a re-registration as specified in 3GPP TS 24.229 [4] without both the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag in the Contact header field of the SIP REGISTER request.
The MCPTT client shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" as the ICSI values for the MCS in the P-Preffered-Service heard field in the SIP PUBLISH request in the procedures in subclause 7.2.2 and 7.2.3 and in the SIP SUBSCRIBE request in the procedures in subclause 7.2.4.

7.2
MC client procedures

7.2.1
SIP REGISTER request for service authorisation
When the MC UE performs SIP registration the MC UE shall perform the registration procedures as specified in 3GPP TS 24.229 [4].
The MC client shall include the media feature tags for all active MCSs in the Contact header field of the SIP REGISTER request Only a single SIP registration is performed for all MCSs that are registered with the same IMS public user identity.



If the MC client supports MC service continuity, then the MC client shall follow the IMS registraton procedures for PS to PS service continuity as specified in subclause 6.2.2 of 3GPP TS 24.237 [58].
If the MC client, upon performing SIP registration:

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49];

2)
has available an access-token;

3)
based on implementation decides to use SIP REGISTER for service authorization;

4)
confidentiality protection is disabled as specified in subclause 6.6.2.3.1; and

5)
integrity protection is disabled as specified in subclause 6.6.3.3.1;
then the MC client shall include an application/vnd.3gpp.mcptt-info+xml MIME body as defined in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures, in the SIP REGISTER request.

NOTE 2:
the access-token contains the MC ID of the user.
If the MC client, upon performing SIP registration:

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49];

2)
has an available access-token;

3)
based on implementation decides to use SIP REGISTER for service authorization; and

4)
either confidentiality protection is enabled as specified in subclause 6.6.2.3.1 or integrity protection is enabled as specified in subclause 6.6.3.3.1;

then the MC client:

1)
shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46] in the body of the SIP REGISTER request;

2)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall encrypt the received access-token using the CSK and shall include in the body of the SIP REGISTER request, an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-access-token> element set to the encrypted access-token, as specified in subclause 6.6.2.3.3;
3)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include an application/vnd.3gpp.mcptt-info+xml MIME body as defined in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures; and
4)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body by following the procedures in subclause 6.6.3.3.3.
7.2.1A
Common SIP PUBLISH procedure 

This procedure is only referenced from other procedures.

When populating the SIP PUBLISH request, the MC client shall:

1)
shall set the Request-URI to the public service identity identifying the participating MCS function serving the MC user;

2)
shall include the ICSI value for the MCS (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9];

3)
shall set the Event header field to the "poc-settings" value; and

4)
shall set the Expires header field according to IETF RFC 3903 [37], to 4294967295, if the MC user is not removing the MC service settings, otherwise to remove the MC service settings the MC client shall set the Expires header field to zero.
NOTE 1:
4294967295, which is equal to 232-1, is the highest value defined for Expires header field in IETF RFC 3261 [24].

NOTE 2:
The expiration timer of the MC client service settings is only applicable for the MC client service settings from this MC client that matches the Instance Identifier URN. The expiration timer of MC user service settings is also updated in the MC server if expiration timer of MC client service settings is updated in the MCS server.
NOTE 3:
Removing the MC service settings by setting the Expires header field to zero, logs off the MC client from the MCS service.
7.2.2
SIP PUBLISH request for service authorisation and MC service settings
If based on implementation the MC client decides to use SIP PUBLISH for MC server settings to also perform service authorization and

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49]; and

2)
has available an access-token;

then the MC client:

1)
shall perform the procedures in subclause 7.2.1A;

2)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1 and integrity protection is disabled, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures;

3)
if either confidentiality protection is enabled as specified in subclause 6.6.2.3.1 or integrity protection is enabled as specified in subclause 6.6.3.3.1 shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46] in the body of the SIP PUBLISH request;

4)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request an application/vnd.3gpp.mcptt-info+xml MIME body with:
a)
the <mcptt-access-token> element set to the received access-token encrypted using the CSK, as specified in subclause 6.6.2.3.3; and
b)
the <mcptt-client-id> element set to the encrypted MC client ID of the originating MC client, as specified in subclause 6.6.2.3.3;

5)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with:

a)
the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures in the body of the SIP PUBLISH request; and
b)
the <mcptt-client-id> element set to the value of the MCPTT client ID of the originating MCPTT client;
6)
shall include an application/poc-settings+xml MIME body containing the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package set to the current answer mode setting ("auto-answer" or "manual-answer") of the MCclient according to IETF RFC 4354 [55]; and
7)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body and application/poc-settings+xml MIME body by following the procedures in subclause 6.6.3.3.3.
The MCclient shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].

 7.2.3
Sending SIP PUBLISH for MC service settings only
To set, update, remove or refresh the MC service settings, the MC client shall generate a SIP PUBLISH request according 3GPP TS 24.229 [4], IETF RFC 3903 [37] and IETF RFC 4354 [55]. In the SIP PUBLISH request, the MC client:

1)
shall perform the procedures in subclause 7.2.1A;

2)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body with:
a)
the <mcptt-request-uri> element set to the targeted MC ID encrypted using the CSK, as specified in subclause 6.6.2.3.3; and
b)
the <mcptt-client-id> element set to the encrypted MC client ID of the originating MC client, as specified in subclause 6.6.2.3.3;
3)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with:

a)
the <mcptt-request-uri> set to the cleartext targeted MC ID; and
b)
the <mcptt-client-id> element set to the value of the MC client ID of the originating MC client;
4)
shall include an application/poc-settings+xml MIME body containing the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package set to the current answer mode setting ("auto-answer" or "manual-answer") of the MC client according to IETF RFC 4354 [55]; and
5)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body and application/poc-settings+xml MIME body by following the procedures in subclause 6.6.3.3.3.
The MC client shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].

On receiving the SIP 200 (OK) response to the SIP PUBLISH request the MC client may indicate to the MC User the successful communication of the MC service settings to the MCS server.

7.3
MCS server procedures

7.3.1
General

The MCS server obtains information that it needs to implement service authorization specific requirements from:

a)
any received third-party SIP REGISTER request (e.g. including information contained in the body of the third-party SIP REGISTER request) as specified in 3GPP TS 24.229 [4]. The body will carry the SIP REGISTER request as sent by the MC client, containing information needed for service authorization; or

b)
any received SIP PUBLISH request for MCS server settings containing the  feature tag identifying the MCS along with the "require" and "explicit" header field parameters. The body of the SIP PUBLISH request will contain information needed for service authorization.

7.3.1A
Confidentiality and Integrity Protection

When the MCS server receives a SIP REGISTER request sent from the MC UEt contained within a message/sip MIME body of a received third-party SIP REGISTER request or a SIP PUBLISH request, it first determines whether XML MIME bodies included in the request are integrity protected. If XML MIME bodies are integrity protected the MCS server validates the signature of each of the XML MIME bodies. If the integrity protection check(s) pass or the XML MIME bodies are not integrity protected, the MCS server then determines whether the content in specific XML elements is confidentiality protected. If XML content is confidentiality protected, the MCS server decrypts the protected content.

Upon receiving:

-
a SIP REGISTER request containing an application/vnd.3gpp.mcptt-info+xml MIME body within a message/sip MIME body of the SIP REGISTER request sent from the MC UE; or
-
a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body and an application/poc-settings+xml MIME body;

the MCS server:

1)
shall determine if integrity protection has been applied to XML MIME bodies in the SIP request by following the procedures in subclause 6.6.3.4.1 for each XML MIME body;

2)
if integrity protection has been applied, shall use the keying data described in subclause 6.6.3.2 and the procedures described in subclause 6.6.3.4.2 to verify the integrity of each of the XML MIME bodies; and

3)
if all integrity protection checks succeed, shall continue with the remaining steps of this subclause.

Upon receiving:

-
a SIP REGISTER request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-access-token> element and an <mcptt-client-id> element within a message/sip MIME body of the SIP REGISTER request sent from the MC UE; or
-
a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-access-token> element and an <mcptt-client-id> element, and an application/poc-settings+xml MIME body;

the MCS server:

1)
shall determine if confidentiality protection has been applied to the <mcptt-access-token> element and the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body, by following the procedures in subclause 6.6.2.4.1;

2)
if confidentiality protection has been applied to the <mcptt-access-token> element and <mcptt-client-id> element:

a)
shall use the keying information received in the MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46], along with the procedures described in subclause 6.6.2.4.2 to:

i)
decrypt the received access token in the <mcptt-access-token> element in the application/vnd.3gpp.mcptt-info+xml MIME body; and

ii)
decrypt the received MCPTT client ID in the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body;

b)
if the decryption procedure succeeds, shall identify the MC ID and the MC client ID from the decrypted values; and

c)
if the decryption procedure fails, shall determine that confidentiality protection has not been successful;

3)
if confidentiality protection has been applied to only one of the <mcptt-access-token> element or the <mcptt-client-id> element:

a)
shall determine that confidentiality protection has not been successful;

4)
if confidentiality protection has not been applied: 

a)
shall identify the MC ID from <mcptt-access-token> element received in the application/vnd.3gpp.mcptt-info+xml MIME body; and

b)
shall identify the MCT client ID from the <mcptt-client-id> element received in the application/vnd.3gpp.mcptt-info+xml MIME body.

Upon receiving a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-request-uri> element, an <mcptt-client-id> element, and an application/poc-settings+xml MIME body, the MCS server:

1)
shall determine if confidentiality protection has been applied to the <mcptt-request-uri> element and the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body by following the procedures in subclause 6.6.2.4.1;

2)
if confidentiality protection has been applied to the <mcptt-request-uri> element and the <mcptt-client-id> element:

a)
shall use the keying information described in subclause 6.6.2.2 along with the procedures described in subclause 6.6.2.4.2 to:

i)
decrypt the received encrypted MC ID in the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body; and

ii)
decrypt the received encrypted MC client ID in the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body;

b)
if all decryption procedures succeed, shall identify the MC ID and MC client ID from the decrypted values; and

c)
if the decryption procedure fails, shall determine that confidentiality protection has not been successful;

3)
if confidentiality protection has been applied to only one of the <mcptt-request-uri> element or <mcptt-client-id> element:

a)
shall determine that confidentiality protection has not been successful;

4)
if confidentiality protection has not been applied:

a)
shall identify the MC ID from the contents of the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body;and

b)
shall identify the MC client ID from the <mcptt-client-id> element received in the application/vnd.3gpp.mcptt-info+xml MIME body.

7.3.2
SIP REGISTER request for service authorisation
The MCS server shall support obtaining service authorization specific information from the SIP REGISTER request sent from the MC UE and included in the body of a third-party SIP REGISTER request.

NOTE 1:
3GPP TS 24.229 [4] defines how based on initial filter criteria the SIP REGISTER request sent from the UE is included in the body of the third-party SIP REGISTER request.

Upon receiving a third party SIP REGISTER request with a message/sip MIME body containing the SIP REGISTER request sent from the MC UE, the MCS server:

1)
shall identify the IMS public user identity from the third-party SIP REGISTER request;

2)
shall identify the MC ID from the SIP REGISTER request sent from the MCPTT client and included in the message/sip MIME body of the third-party SIP REGISTER request by following the procedures in subclause 7.3.1A;
3)
shall perform service authorization for the identified MC ID as described in 3GPP TS 33.179 [46];

4)
if service authorization was successful, shall bind the MCT ID to the IMS public user identity; and

NOTE 2:
The MCS server will store the binding MC ID, IMS public user identity and an identifier addressing the MCS server in an external database.

5)
if service authorization was not successful, shall send a SIP 403 (Forbidden) response towards the MCS server with the warning text set to: "101 service authorisation failed" in a Warning header field as specified in subclause 4.4.
7.3.3
SIP PUBLISH request for service authorisation and service settings
The MCS server shall support obtaining service authorization specific information from a SIP PUBLISH request for MC server settings.

Upon receiving a SIP PUBLISH request containing:

1)
an Event header field set to the "poc-settings" value;
2)
an application/poc-settings+xml MIME body; and

3)
an application/vnd.3gpp.mcptt-info+xml MIME body containing an <mcptt-access-token> element and an <mcptt-client-id> element;

the MCS server:

1)
shall identify the IMS public user identity from the P-Asserted-Identity header field;

2)
shall perform the procedures in subclause 7.3.1A;
3)
if the procedures in subclause 7.3.1A were not successful shall send a SIP 403 (Forbidden) response towards the MCPTT server with the warning text set to: "140 unable to decrypt XML content " in a Warning header field as specified in subclause 4.4, and not continue with the rest of the steps in this subclause;
4)
shall perform service authorization for the identified MC ID as described in 3GPP TS 33.179 [46];

5)
if service authorization was successful:

a)
shall bind the MC ID to the IMS public user identity;

NOTE 1:
The MCS server will store the binding MC ID, IMS public user identity and an identifier addressing the MCS server in an external database.
b)
shall download the MCPTT user profile from the MCPTT user database as defined in 3GPP TS 29.283 [73] if not already stored at the MCPTT server;

c)
if multiple MCPTT user profiles are stored at the MCPTT server or downloaded for the MCPTT user from the MCPTT user database, shall determine the pre-selected MCPTT user profile by identifying the MCPTT user profile (see the MCPTT user profile document in 3GPP TS 24.384 [50]) in the collection of MCPTT user profiles that contains a <Pre-selected-indication> element; and

NOTE 2:
If only one MCPTT user profile is stored at the MCPTT server or only one MCPTT user profile is downloaded from the MCPTT user database, then by default this MCPTT user profile is the pre-selected MCPTT user profile.

d)
if an <ImplicitAffiliations> element is contained in the <OnNetwork> element of the MCPTT user profile document with one or more <entry> elements containing an MCPTT group ID (see the MCPTT user profile document in 3GPP TS 24.384 [50]) for the served MCPTT ID, shall perform implicit affiliation as specified in subclause 9.2.2.2.15;
6)
if service authorization was not successful, shall send a SIP 403 (Forbidden) response towards the MCSserver with the warning text set to: "101 service authorisation failed" in a Warning header field as specified in subclause 4.4, and not continue with the rest of the steps in this subclause;
7)
shall process the SIP PUBLISH request according to rules and procedures of IETF RFC 3903 [37] and if processing of the SIP request was not successful, do not continue with the rest of the steps;
8)
shall cache the received MC service settings until the MC service settings expiration timer expires;

9)
shall send a SIP 200 (OK) response according 3GPP TS 24.229 [4]; and
10)
shall use the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package as the current Answer-Mode Indication of the MC client.
7.3.4
Receiving SIP PUBLISH request for MC service settings only
Upon receiving a SIP PUBLISH request containing:

1)
an Event header field set to the "poc-settings" value;
2)
an application/poc-settings+xml MIME body; and

3)
an application/vnd.3gpp.mcptt-info+xml MIME body containing an <mcptt-request-uri> element and an <mcptt-client-id> element;

The MCS server:

1)
shall identify the IMS public user identity from the P-Asserted-Identity header field;

2)
shall perform the procedures in subclause 7.3.1A;

3)
if the procedures in subclause 7.3.1A were not successful, shall send a SIP 403 (Forbidden) response towards the MCS server with the warning text set to: "140 unable to decrypt XML content" in a Warning header field as specified in subclause 4.4, and not continue with the rest of the steps in this subclause;

4)
shall verify that a binding between the IMS public user identity in the Request-URI and the MCID in the <mcptt-request-uri> element of the application/vnd.3gpp.mcptt-info+xml exists at the MCPTT server;
5)
if a binding exists between the IMS public user identity and the MCID in the request and the validity period of the binding has not expired:

a)
shall download the MCS user profile from the MC service user database as defined in 3GPP TS 29.283 [73] if not already stored at the MCS server;

b)
if multiple MCPTT user profiles are stored at the MCPTT server or downloaded for the MCPTT user from the MCPTT user database, shall determine the pre-selected MCPTT user profile by identifying the MCPTT user profile (see the MCPTT user profile document in 3GPP TS 24.384 [50]) in the collection of MCPTT user profiles that contains a <Pre-selected-indication> element; and

NOTE:
If only one MCPTT user profile is stored at the MCPTT server or only one MCPTT user profile is downloaded from the MCPTT user database, then by default this MCPTT user profile is the pre-selected MCPTT user profile.

c)
if an <ImplicitAffiliations> element is contained in the <OnNetwork> element of the MCPTT user profile document with one or more <entry> elements containing an MCPTT group ID (see the MCPTT user profile document in 3GPP TS 24.384 [50]) for the served MCPTT ID, shall perform implicit affiliation as specified in subclause 9.2.2.2.15.
6)
if a binding does not exist between the IMS public user identity and the MC ID in the request or the binding exists, but the validity period of the binding has expired, shall reject the SIP PUBLISH request with a SIP 404 (Not Found) response and not continue with any of the remaining steps;

7)
shall process the SIP PUBLISH request according to rules and procedures of IETF RFC 3903 [37] and if processing of the SIP request was not successful, do not continue with the rest of the steps;
8)
shall cache the received MC service settings until the MC service settings expiration timer expires;

9)
shall send a SIP 200 (OK) response according 3GPP TS 24.229 [4]; and
10)
shall use the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package as the current Answer-Mode Indication of the MC client.
7.3.5
Receiving SIP PUBLISH request with "Expires=0"

Upon receiving a SIP PUBLISH request containing:

1)
an Event header field set to the "poc-settings" value; and

2)
an Expires header field set to 0;

the MCS server:

1)
shall identify the IMS public user identity from the P-Asserted-Identity header field;
2)
shall process the SIP PUBLISH request according to rules and procedures of IETF RFC 3903 [37] and if processing of the SIP request was successful, continue with the rest of the steps;
3)
shall remove the MC service settings;
4)
shall remove the binding between the MC ID and IMS public user identity; and

5)
shall send a SIP 200 (OK) response according to 3GPP TS 24.229 [4].
***** Next change *****

Annex F (normative):
XML schemas

F.1
XML schema for MC Information

F.1.1
General

This subclause defines XML schema and MIME type for MC information.

***** Next change *****

F.1.3
Semantic

The <mcpttinfo> element is the root element of the XML document. The <mcpttinfo> element can contain subelements.

NOTE 1:
The subelements of the <mcptt-info> are validated by the <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/> particle of the <mcptt-info> element

If the <mcpttinfo> contains the <mcptt-Params> element then:

1)
the <mcptt-access-token>, <mcptt-request-uri>, <mcptt-calling-user-id>, <mcptt-called-party-id>, <mcptt-calling-group-id>, <emergency-ind>, <alert-ind>, <imminentperil-ind>, <originated-by> and <mcptt-client-id> can be included with encrypted content;

2)
for each element in 1) that is included with content that is not encrypted:

a)
the element has the "type" attribute set to "Normal";

b)
if the element is the <mcptt-request-uri>, <mcptt-calling-user-id>, <mcptt-called-party-id> or <mcptt-calling-group-id> or <originated-by> then the <mcpttURI> element is included;

c)
if the element is the <mcptt-access-token> or <mcptt-client-id>, then the <mcpttString> element is included; and

d)
if the element is <emergency-ind>, <alert-ind> or <imminentperil-ind> elements then the <mcpttBoolean> element is included;

3)
for each element in 1) that is included with content that is encrypted:

a)
the element has the "type" attribute set to "Encrypted";

b)
the <xenc:EncryptedData> element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included and:
i)
can have a "Type" attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content";

ii)
can include an <EncryptionMethod> element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm";

iii)
can include a <KeyInfo> element with a <KeyName> element containing the base 64 encoded XPK-ID; and

iv)
includes a <CipherData> element with a <CipherValue> element containing the encrypted data.

NOTE 2:
When the optional attributes and elements are not included within the <xenc:EncryptedData> element, the information they contain is known to sender and the receiver by other means.
If the <mcpttinfo> contains the <mcptt-Params> element then:
1)
the <mcptt-access-token> can be included with the access token received during authentication procedure as described in 3GPP TS 24.382 [49];
2)
the <session-type> can be included with:

a)
a value of "chat" to indicate that the MC client wants to join a chat group call

b)
a value of "prearranged" to indicate the MC client wants to make a prearranged group call; or

c)
a value of "private" to indicate the MC client wants to make a private call;

3)
the <mcptt-request-uri> can be included with:

a)
a value set to an MC group ID or temporary MC group ID when the <session-type> is set to a value of "prearranged" or "chat"; and

b)
a value set to the MC ID of the called MC user when the <session-type> is set to a value of "private";

4)
the <mcptt-calling-user-id> can be included, set to MC ID of the originating user;

5)
the <mcptt-called-party-id> can be included, set to the MC ID of the terminating user;

6)
the <mcptt-calling-group-id> can be included to indicate the MC group identity to the terminating user;

7)
the <required> can be included in a SIP 183 (Session Progress) from a non-controlling MCS function of an MC group to inform the controlling MCS function that the group on the non-controlling MCS function has group members in the group document which are marked as <on-network-required>, as specified in 3GPP TS 24.381 [31];
8)
the <emergency-ind> can be:

a)
set to "true" to indicate that the call that the MC client is initiating is an emergency MC call; or

b)
set to "false" to indicate that the MC client is cancelling an emergency MC call (i.e. converting it back to a non-emergency call)

9)
the <alert-ind> can be:
a)
set to "true" in an emergency call initiation to indicate that an alert to be sent; or

b)
set to "false" when cancelling an emergency call which requires an alert to be cancelled also

10)
if the <session-type> is set to "chat" or "prearranged":

a)
the <imminentperil-ind> can be set to "true" to indicate that the call that the MC client is initiating is an imminent peril group MC call; 
11)
the <broadcast-ind> can be:

a)
set to "true" indicates that the MC client is initiating a broadcast group call; or

b)
set to "false" indicates that the MC client is initiating a non-broadcast group call;
12)
the <mc-org> can be:
a)
set to the MC user's Mission Critical Organization in an emergency alert sent by the MCS server to terminating MC clients;
13)
the <floor-state> can be:

a)
set to "floor-idle", if the floor is idle in a non-controlling MCPTT function; or

b)
set to "floor-taken" if the floor state in a non-controlling MCPTT function is taken;
14)
the <associated-group-id>:

a)
if the <mcptt-request-uri> element contains a group identity then this element can include an MC group ID associated with the group identity in the <mcptt-request-uri> element. E.g. if the <mcptt-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MC group ID;
15)
the <originated-by>:

a)
can be included, set to the MCPTT ID of the originating user of an MCPTT emergency alert when being cancelled by another authorised MCPTT user;
16)
the <MKFC-GKTPs>:

a)
contains a group key transport payload carrying one or more MKFC(s) and MKFC-ID(s) as described in3GPP TS 24.381 [31] subclause 7.4, to be used for protection of multicast floor control signalling when the UE operates on the network; and

17)
the <mcptt-client-id>:

a)
can be included, set to the MC client ID of the MC client that originated a SIP INVITE request, SIP REFER request or SIP MESSAGE request.
Absence of the <emergency-ind>, <alert-ind> and <imminentperil-ind> in a SIP INVITE request indicates that the MCPTT client is initiating a non-emergency private call or non-emergency group call.

Absence of the <broadcast-ind> in a SIP INVITE request indicates that the MC client is initiating a non-broadcast group call.
Absence of the <floor-state> in a SIP 200 (OK) response from the non-controlling MCS function indicates that the floor is idle.

The recipient of the XML ignores any unknown element and any unknown attribute.

***** End of changes *****
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