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1. Introduction

In CT1#101-bis, CT1 received an LS (C1-170303) from SA2 related to the work on Reliable Data Service as part of CIoT-Ext in SA2, wherein SA2 has indicated that they have specified a Reliable Data Service between UE and SCEF as per S2-166939 (CR 238 to 23.682) and have asked CT WGs to design a protocol for Reliable Data Service. This contribution describes the key aspects of this protocol.

The Release-13 solution for non-IP data delivery (NIDD) via the SCEF is unreliable as there is no mechanism for the SCEF to determine if the data was successfully delivered to the UE (e.g. in case of UE radio link failure, or if the UE is out of coverage) and for the UE to determine if the data was successfully delivered to the SCEF (e.g. in case of T6a/b connection failure, SCEF congestion etc.). MNOs can offer reliable data delivery as value added service to their customers (e.g. to avoid the overhead of extra UE battery consumption that can happen due to application level acknowledgement). When the Reliable Data Service is enabled, a protocol is used between the end-points of the non-IP PDN connection. The main requirements for the protocol are:
· The protocol supports reliable data delivery between the UE and the SCEF by acknowledging the delivery of data.
· The protocol supports disabling/enabling reliable data delivery capability per UE per PDN connection. Its use can be negotiated between UE and SCEF/3rd party service provider. 
· The protocol allows detection and elimination of duplicate PDUs at the receiving endpoint.
· The protocol should support multiple UEs and each UE could connect to multiple SCEFs. Within each UE multiple applications could simultaneously conduct non-IP data transfers with their peer entities.
· The overhead associated with the header size of the protocol should be kept to a minimum in consideration of the fact that the UE may be an NB-IoT UE and may be in enhanced coverage mode. 
2 Evaluation of current Protocols
In evaluating existing protocols that could satisfy these requirements we primarily looked at Logical Link Control (LLC) protocol as specified in 3GPP TS 44.064. The acknowledged mode operation seemed to come close to satisfying many of the requirements. However the header overhead seemed large and for small infrequent data transfer for CIoT type devices we need something much simpler.
2.1 New Protocol

The new protocol is based on the LLC protocol and is called the Lightweight Data Transfer (LDT) protocol. 

The information is transmitted in order in numbered Information (I) frames. The (I) frames are acknowledged. Error recovery and reordering procedures based on retransmission of unacknowledged (I) frames are specified. Several (I) frames may be unacknowledged at the same time. Flow control procedures are defined.

A logical link connection is established between the UE and SCEF and consists of two identifiers; 
- Port number and 
- EPS bearer ID. 
The Port number is used to identify an application at the UE or SCEF. The Port number is carried in the address field of each frame. The UE establishes a non-IP PDN connection with the SCEF either during Attach or through UE requested PDN connectivity. The UE uses the EPS bearer ID to select the bearers to transfer PDUs to the SCEF. The EPS bearer ID identifies the destination (at the UE or SCEF) and is not carried in the frame as it is already included in the NAS ESM message header. 
Before peer-to-peer acknowledged information transfer can start, an exchange of a Set Mode frame and an unnumbered Set Acknowledgement (Set Ack) frame shall take place. The protocol operation is described in section 3.4.
2.2 Differences with LLC
The main difference between new protocol and LLC is in size of header due to smaller range of sequence numbers and window size for flow control. Only acknowledged mode of LLC is supported and only few commands and responses are enabled as data confidentiality, encryption and integrity protection are not required. Frame delivery without bit errors is ensured through other means and hence FCS is omitted as well. The resultant protocol is much simpler with fairly low header overhead.
Use of the new protocol can be negotiated between UE and SCEF during PDN connection establishment via the Protocol configuration options (PCO) IE. 
3 Frame Format and Protocol Operation
Figure 1 below shows the frame format of the protocol. The frame header shall consist of the Address and Control fields, and is a minimum of 2 octets and a maximum of 4 octets long.
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Figure 1:  Frame format

3.1 Address field

The address field consists of a single octet. The address field contains the Port and identifies the application for which a downlink frame is intended and the application transmitting an uplink frame. 

The address field consists of

-
the Protocol Discriminator bit PD;

-
the Command/Response bit C/R; and

-
the Port.

The format of the address field is shown in figure 2.
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Figure 2: Address field format

The PD bit indicates whether a frame belongs to a different protocol. The PD bit set to 0. If a frame with the PD bit set to 1 is received, then it shall be treated as an invalid frame.
The C/R bit identifies a frame as either a command or a response. The UE side shall send commands with the C/R bit set to 0, and responses with the C/R bit set to 1. The SCEF shall do the opposite; i.e., commands are sent with C/R set to 1, and responses are sent with C/R set to 0. Please see table 1.
Table 1: C/R field bit usage

	Type
	Direction
	C/R value

	Command
	SCEF to UE
	1

	Command
	UE to SCEF
	0

	Response
	SCEF to UE
	0

	Response
	UE to SCEF
	1


The Port identifies the application on the UE or SCEF and can have values from 1 to 15.
3.2 Control field

The control field typically consists of between one and three octets. 
The control field identifies the type of frame. Three types of control field formats are specified:

-
Confirmed information transfer (I format);

-
Supervisory functions (S format);

-
Control functions (U format).

· Information transfer format - I

The (I) format is used to perform an information transfer between entities with acknowledgement. Each I frame also contains supervisory information, in effect "piggy-backing" an S frame with each I frame, so that it may be considered to be an I+S frame. The A bit set to 1 is used to solicit an acknowledgement. N(s) and N(r) are sequence numbers on send and receive side and have range from 1-7. The window size is 0-3.

· Supervisory format - S

The S format shall be used to perform supervisory control functions such as acknowledge (I) frames

· Unnumbered format ‑ U

The U format shall be used to provide additional logical link control functions. This format contains no sequence number. 





3.3 Commands and Responses
The following commands and responses are used by the UE and SCEF as shown in below table. 

Table 2: Commands and responses

	Format
	Commands
	Responses
	Encoding

	
	
	
	S1
	S2
	M4
	M3
	M2
	M1

	Supervisory
	-
	-
	0
	0
	-
	-
	-
	-

	Supervisory
	-
	-
	0
	1
	-
	-
	-
	-

	Supervisory
	-
	-
	1
	0
	-
	-
	-
	-

	Supervisory 

or

Information + Supervisory
	SACK
	SACK
	1
	1
	-
	-
	-
	-

	Unnumbered
	-
	Reset
	-
	-
	0
	0
	0
	1

	Unnumbered
	Disconnect
	-
	-
	-
	0
	1
	0
	0

	Unnumbered
	-
	Set Ack
	-
	-
	0
	1
	1
	0

	Unnumbered
	Set
	-
	-
	-
	0
	1
	1
	1

	Unnumbered
	-
	
	-
	-
	1
	0
	0
	0

	Unnumbered
	XID
	XID
	-
	-
	1
	0
	1
	1

	Unnumbered
	
	-
	-
	-
	0
	0
	0
	0


· Set Mode command

The Set Mode unnumbered command is used to start acknowledged operation between the UE and SCEF. This command is also used to allocate port numbers that can be used by the applications. The receiving entity confirms acceptance of Set Mode command by the transmission of a Set Ack response. Upon acceptance of this command, state variables (sequence numbers) are reset to 0 and any exception conditions cleared.

· Disconnect command

The Disconnect unnumbered command terminates the operation and releases allocated port numbers.

· Set Acknowledgement response

The Set Ack unnumbered response is used to acknowledge the receipt and acceptance of the mode-setting commands (Set mode and Disconnect). The transmission of the Set Ack response indicates clearance of any busy condition and information transfer can begin.
· Reset response

The Reset unnumbered response is used to report to the peer that the operation cannot continue. Any entity can transmit a Reset response to any valid command received that it cannot perform.

· Exchange Identification (XID) command/response

This XID command is used to negotiate parameters used by the protocol. The negotiation procedure is one-step, i.e., one side shall start the process by sending an XID command, offering a certain set of parameters from the applicable parameter repertoire  the sending entity wants to negotiate, proposing values within the allowed range. In return, the other side shall send an XID response, either confirming these parameter values by returning the requested values, or offering higher or lower ones in their place.
A parameter that can be negotiated is e.g. the version of the LDT protocol. [If later we want to support negotiation of the protocol version, it should be included already in the first version of the protocol.]
· Selective Acknowledgement (SACK) command / response

The SACK supervisory frame is used to acknowledge a single or multiple (I) frames. Frames up to and including N(r) ‑ 1, and frames indicated by the SACK bitmap, have been received correctly. In addition to indicate the status, the SACK frame with the A bit set to 1 may be used to request an acknowledgement from its peer.

3.4 Protocol Operation

The figure below shows the basic protocol operation.
Step 1: The originator selects a port and sends a Set Mode command. If the receiver can start operation for the specified port the receiver sends a Set Ack response, else it sends a Reset response. If the originator receives a Set Ack response all state variables are reset and the information transfer can begin.
Step 2. The originator may send an XID command to negotiate values of parameters. The originator may specify some parameters and the receiver may set some parameters.

Step 3. The originator can send information in I+S frames. The receiver may respond with Supervisory ACK (SACK) frames or with I+S frames.

Step 4. When the originator wants to terminate the connection it sends a Disconnect command. The receiver may send a Set Ack or Reset response. The allocated ports are now released.
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4. Conclusion and proposed way forward
It is proposed to specify a simple protocol along the lines as described above for reliable data service as indicated by SA2. A new specification needs to be created for this purpose. CT1 is encouraged to discuss this and provide feedback. The source companies intend to bring CRs in the next meeting.
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