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1
Overall description
CT1 would like to thank SA2 for their LS S2-170695 with attached S2-170698.

CT1 has discussed the following potential system issue listed in S2-170698:
	Identified SA2 Impact
	CN change required?
	Solution Available?
	Options proposed
	SA2 Way Forward

	16) Mismatch of states: NW in CONNECTED LC and UE in IDLE. [VDF]
	NO, only UE
	YES [QC]
	[QC] proposal is UE always starts NAS recovery when locally moving from connected mode with LC to idle mode.
	Proposal is UE always starts NAS recovery when locally moving from connected mode with LC to idle mode.

SA2 to decide
For NAS recovery failure: 

Ask RAN2 and CT1 if possible the UE to listen to paging with Suspend ID while in ECM-IDLE

(False base station attack)

SA2 to ask RAN2/CT1 in LS


And CT1 came to the following conclusions:
· Upon camping on the fake base station, since the fake base station will not indicate support for light connection, the UE will locally move from RRC_CONNECTED/EMM-CONNECTED mode with light connection to RRC_IDLE/EMM-IDLE mode. 

· Based on SA2’s proposed way forward, this will cause the UE to trigger NAS-level recovery and perform TAU.

· TAU attempts on the fake base station will fail.
· Once the TAU attempt counter has reached 5, per TS 24.301 subclause 5.5.3.2.6, the UE will set the EPS update status to EU2 NOT UPDATED and either perform PLMN selection or attempt to select GERAN/UTRAN.
· From that point on, there are 4 possible outcomes:
A) The UE finds a GERAN or UTRAN cell in the registered and performs RAU
· In this case, since the UE is camped on GERAN/UTRAN, listening to paging with an E-UTRAN RAN-based identity is not applicable

B) The UE selects another PLMN and registers to that PLMN
· In this case, it is not useful for the UE to listen to paging with the RAN-based identity assigned to the UE when the UE was put into light connection on the previous PLMN
C) The UE ends up back on the fake base station

· In this case, it is not useful for the UE to listen to paging with the RAN-based identity assigned by the “legit” network
D) The UE ends up on a legit E-UTRAN cell of the registered PLMN
· Since the UE has set the EPS update status to EU2 NOT UPDATED, the UE will initiate a TAU, after which it will be reachable via core-network paging
Consequently, under the assumption the UE always triggers NAS-level recovery when locally moving from RRC_CONNECTED/EMM-CONNECTED mode with light connection to RRC_IDLE/EMM-IDLE mode, CT1 does not see any need for the UE to listen to RAN-based paging after locally moving from RRC_CONNECTED/EMM-CONNECTED mode with light connection to RRC_IDLE/EMM-IDLE mode.
2
Actions
To SA2 and RAN2:
ACTION: 
CT1 kindly asks SA2 and RAN2 to take the conclusions above into account in their work on LTE light connection.
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Dates of next TSG CT WG1 meetings
TSG CT WG1 Meeting 103
3 - 7 April 2017

Spokane (WA), USA

TSG CT WG1 Meeting 104
15 - 19 May 2017
TBD (P.R of China)
