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	Reason for change:
	1). According to 23.402, during initial attach in WLAN for Emergency Service on GTP S2a procedure, for unauthenticated UEs, the AAA server requests the IMEI from the UE if the AAA server is configured for supporting unauthenticated emergency attach. Also the AAA server rejects emergency attach request if the AAA server is not configured to support unauthenticated Emergency Attach.

During the EAP-AKA’ Authentication, the identity provided by the UE is defined in clause 4.6.3. 

-
When local policies (related with local regulations) allow unauthenticated emergency sessions, the TWAN forwards the EAP payload received from the UE to the 3GPP AAA Server in the VPLMN serving the specific domain for unauthenticated emergency access;

-
If the UE includes an identity based on IMEI and the  3GPP AAA server is not configured to support Unauthenticated Emergency Attach (i.e for supporting cases c and d as defined in TS 23.401 [4] clause 4.3.12), the 3GPP AAA server shall reject the Emergency Attach Request;

-
If the UE did not include the IMEI in the identity and the 3GPP AAA server is configured for supporting Unauthenticated Emergency Attach (per cases c and d as defined in TS 23.401 [4] clause 4.3.12), the 3GPP AAA Server shall request the UE to provide its IMEI(SV). In that case the UE shall signal its IMEI(SV) to the 3GPP AAA Server. The 3GPP AAA Server forwards IMEI(SV) received from the UE to the TWAN (over STa);

Also according to 33.402 (agreed CR S3-162091 CR#0132r1), if the local policy allows emergency sessions for unauthenticated UEs, emergency session is allowed to proceed. For UE with unauthenticated IMSI, the 3GPP AAA Server skips EAP-AKA’ authentication procedures:

5. 3GPP AAA Server receives the message with an indication from the UE that it is an Emergency Attach. If the 3GPP AAA Server supports IMS Emergency sessions over WLAN, it shall proceed as follows:

-
When the received subscriber identity is an IMSI but the IMSI authentication cannot proceed (because IMSI is not present in HSS, for example) or if AAA server cannot determine if authentication is successful, and if local policies allow emergency sessions for unauthenticated UEs with an IMSI, the 3GPP AAA Server shall skip EAP-AKA’ authentication procedures and proceed to execute step 6a to obtain IMEI from the UE.
-
When the received subscriber identity is an IMEI and if local policies allow emergency sessions for all UEs, the 3GPP AAA Server shall proceed to step 10 to generate an MSK
Related stage 3 procedures for trusted access need to be updated.

2). 24.302 states that in case of EPC access via trusted non-3GPP access using single-connection mode (SCM), if authentication fails, the AAA server indicates failure to the UE:

If the 3GPP AAA server does not authorize the requested connectivity, then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:
a)
indicate failure in the AT_NOTIFICATION attribute; and

….

However when the UE attach for emergency session over WLAN, if the AAA server is configured to accept unauthenticated emergency session, then the emergency session can still be established by requesting IMEI from the UE and use IMEI based MSK according to 33.402 above. This needs to be clarified in 24.302.
Similar clarification is needed for in case of EPC access via trusted non-3GPP access using multi-connection mode (MCM).

Revision 1 was agreed in CT1#101bis meeting.

Revision 2:

- add reference on how the 3GPP AAA server and the UE negotiates connection mode and paramters based on recent SA3 agreement (LS C1-170890/S3-170483 and CR S3-170238);
- remove related Editor's Note.



	
	

	Summary of change:
	- Specify that for emergency session establishment via trusted non-3GPP access using single-connection mode (SCM) and using multi-connection mode (MCM), if the authentication was not successful and if the AAA server is configured to accept unauthenticated emergency session over WLAN, the AAA server can still proceed with emergency session establishment for the unauthenticated UEs.
- Clarify the condition for the AAA server to invoke an EAP-Request/AKA'-Notification for session establishment failure indication;
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	*** Next Change ***


6.4.3.5.2
Usage of single-connection mode (SCM)

If 

-
the 3GPP AAA server supports SCM;

-
the EAP-Response/AKA'-Challenge message includes the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1 contains the message type field indicating SCM_REQUEST; and

-
the authentication was successful;

then the 3GPP AAA server:

-
if the ATTACHMENT_TYPE item according to subclause 8.1.4.4 indicating an emergency attach, or an emergency handover is included in the item list field of the message field, shall identify that the attach is for emergency services; and

-
shall trigger the TWAN to establish the connectivity of the requested connectivity type according to 3GPP TS 23.402 [6]. 

If:

-
the 3GPP AAA server authorizes the requested connectivity; and

-
the EAP-Response/AKA'-Challenge message includes the AT_RESULT_IND attribute;

then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:

a)
indicate success in the AT_NOTIFICATION attribute; and

b)
include the AT_TWAN_CONN_MODE attribute described in subclause 8.2.7.1. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1)
set the message type field to SCM_RESPONSE; and

2)
in the item list field:

A)
include a CONNECTIVITY_TYPE item as described in subclause 8.1.4.3 indicating the authorized connectivity type. Only one connectivity type is indicated; and

B)
if a PDN connection was authorized:

i)
if the initial attach, or the handover attach is requested, include an APN item according to subclause 8.1.4.5 indicating the APN of the authorized PDN connection;

ii)
include a PDN_TYPE item according to subclause 8.1.4.6 indicating the PDN type(s) selected in the authorized PDN connection;

iii)
if the 3GPP AAA server wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE, include a PROTOCOL_CONFIGURATION_OPTIONS item according to subclause 8.1.4.9;

iv)
if an IPv4 address is allocated to the UE for the PDN connection, include a IPV4_ADDRESS item according to subclause 8.1.4.11;

v)
if an IPv6 interface identifier is allocated to the UE for the PDN connection, include a IPV6_INTERFACE_IDENTIFIER item according to subclause 8.1.4.12; and

vi)
include a TWAG_UP_MAC_ADDRESS item according to subclause 8.1.4.14.

If the 3GPP AAA server does not authorize the requested connectivity and if:

-
the attach is not for emergency session; or
-
the attach is for emergency session and if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN,
NOTE:
The case where the 3GPP AAA server does not authorize the request but is configured to accept unauthenticated emergency session over WLAN is specified in subclause 6.4.3.5.2A.
then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:

a)
indicate failure in the AT_NOTIFICATION attribute; and

b)
include the AT_TWAN_CONN_MODE attribute described in subclause 8.2.7.1. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1)
set the message type field to SCM_RESPONSE;

2)
in the item list field, include a ACCESS_CAUSE or CAUSE item according to subclause 8.1.4.17 and 8.1.4.10 indicating the cause of failure;

3)
if the initial attach, or the handover attach is requested, the cause of failure is #26 "Insufficient resources" and a value of backoff timer is to be provided to the UE for the PDN connection, include a Tw1 item according to subclause 8.1.4.16;
3A)
if the initial attach, or the handover attach is requested, the cause of failure is #38 "Network failure" or #27 "unknown APN" and a value of backoff timer is to be provided to the UE for the PDN connection, include a Tw1 item according to subclause 8.1.4.16;

4)
if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "Non-3GPP access to EPC not allowed" value in the ACCESS_CAUSE item;

5)
if the 3GPP AAA Server receives DIAMETER_ERROR_ROAMING_NOT_ALLOWED sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "PLMN not allowed" value in the ACCESS_CAUSE item;

6)
if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #27 "Unknown APN" value in the CAUSE item;

7)
if the 3GPP AAA Server receives DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #3 "RAT type not allowed" value in the ACCESS_CAUSE item; and

8)
if the 3GPP AAA Server receives DIAMETER_UNABLE_TO_COMPLY sent by HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #38 "Network failure" in the CAUSE item.
	*** Next Change ***


6.4.3.5.2A
Usage of single-connection mode (SCM) - emergency
If the 3GPP AAA Server supports IMS Emergency sessions over WLAN, the 3GPP AAA server shall:

-
if IMSI was received and IMSI authentication can proceed, the 3GPP AAA server invokes an EAP-Request/AKA'-Notification dialogue to indicate success or failure to the UE as described in subclause 6.4.3.5.2; 
-
if IMSI was received but IMSI authentication cannot proceed, then

A)
if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a)
the 3GPP AAA server sends EAP Request/3GPP-LimitedService-Init-Info message to obtain IMEI from the UE as specified in subclause 6.4.3.6 and to negotiate connection mode and parameters with the UE as specified in subclause 5.4.3.5.1A;
b)
upon receiving the EAP-Response/3GPP-LimitedService-Init-Info message including the AT_TWAN_CONN_MODE attribute with the message type of message field indicating SCM_REQUEST and the item list field, the 3GPP AAA server shall include the AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Request/3GPP-LimitedService-Notif message. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:
i)
set the message type field to SCM_RESPONSE; and

ii)
in the item list field:

1)
include the PDN type supported in the PDN connection in the PDN_TYPE item as described in subclause 8.1.4.6 in the item list field;

2)
include the protocol configuration options in the PROTOCOL_CONFIGURATION_OPTIONS item if a PROTOCOL_CONFIGURATION_OPTIONS item as described in subclause 8.1.4.9 is in the item list field; and
c)
upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall generate the MSK using IMEI as described in subclause 13.4 in 3GPP TS 33.402 [15] and send EAP Success message to the UE to allow the UE to proceed with emergency session establishment; or
B)
if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the 3GPP AAA server shall reject the emergency session request and return an EAP Failure message to the UE; or
-
if IMEI was received,

A)
if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a), the 3GPP AAA server sends EAP Request/3GPP-LimitedService-Init-Info message to negotiate connection mode and parameters with the UE as specified in subclause 5.4.3.5.1A;
b)
upon receiving the EAP-Response/3GPP-LimitedService-Init-Info message including the AT_TWAN_CONN_MODE attribute with the message type of message field indicating SCM_REQUEST and the item list field, the 3GPP AAA server shall include the AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Request/3GPP-LimitedService-Notif message. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:
i)
set the message type field to SCM_RESPONSE; and

ii)
in the item list field:

1)
include the PDN type supported in the PDN connection in the PDN_TYPE item as described in subclause 8.1.4.6 in the item list field;

2)
include the protocol configuration options in the PROTOCOL_CONFIGURATION_OPTIONS item if a PROTOCOL_CONFIGURATION_OPTIONS item as described in subclause 8.1.4.9 is in the item list field; and
c)
upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall generate the MSK using IMEI as described in subclause 13.4 in 3GPP TS 33.402 [15] and send EAP Success message to the UE to allow the UE to proceed with emergency session establishment; or
B)
if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the 3GPP AAA server shall reject the emergency session request and return an EAP Failure message to the UE.


	*** Next Change ***


6.4.3.5.3
Usage of multi-connection mode (MCM)

If:

a)
the 3GPP AAA server supports MCM;

b)
if the EAP-Response/AKA'-Challenge message includes:

1)
the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1 contains the message type field indicating MCM_REQUEST; and

2)
the AT_RESULT_IND attribute;

c)
the 3GPP AAA server authorizes the request. If the ATTACHMENT_TYPE item according to subclause 8.1.4.4 indicating an emergency attach, or an emergency handover is included in the item list field of the message field, the 3GPP AAA server shall identify that the attach is for emergency services; and

d)
the authentication was successful;

then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:

a)
indicate success in the AT_NOTIFICATION attribute; and

b)
include the AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1)
set the message type field to MCM_RESPONSE; and

2)
in the item list field:

A)
include an AUTHORIZATIONS item according to subclause 8.1.4.7 indicating whether UE is authorized to use NSWO; and

B)
include a TWAG_CP_ADDRESS item according to subclause 8.1.4.13 indicating the TWAG control plane address.

If the 3GPP AAA server does not authorize the request and if
-
the attach is not for emergency services; or
-
the attach is for emergency services and if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN,

NOTE:
The case where the 3GPP AAA server does not authorize the request but is configured to accept unauthenticated emergency session over WLAN is specified in subclause 6.4.3.5.3A.
then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:

a)
indicate failure in the AT_NOTIFICATION attribute; and

b)
include the AT_TWAN_CONN_MODE attribute described in subclause 8.2.7.1. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1)
set the message type field to MCM_RESPONSE;

2)
in the item list field, include a ACCESS_CAUSE or CAUSE item according to subclause 8.1.4.17 and 8.1.4.10 indicating the cause of failure;
3)
if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "Non-3GPP access to EPC not allowed" value in the ACCESS_CAUSE item;
4) 
if the 3GPP AAA Server receives DIAMETER_ERROR_ROAMING_NOT_ALLOWED sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "PLMN not allowed" value in the ACCESS_CAUSE item;
5)
if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #27 "Unknown APN" value in the CAUSE item;
6)
if the 3GPP AAA Server receives DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #3 "RAT type not allowed" value in the ACCESS_CAUSE item; and
7)
if the 3GPP AAA Server receives DIAMETER_UNABLE_TO_COMPLY sent by HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #38 "Network failure" in the CAUSE item.
	*** Next Change ***


6.4.3.5.3A
Usage of multi-connection mode (MCM) - emergency


If the 3GPP AAA Server supports IMS Emergency sessions over WLAN, the 3GPP AAA server shall:

-
if IMSI was received and IMSI authentication can proceed, the 3GPP AAA server invokes an EAP-Request/AKA'-Notification dialogue to indicate success to the UE as described in subclause 6.4.3.5.3; 
-
if IMSI was received but IMSI authentication cannot proceed, then

A)
if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a), the 3GPP AAA server sends EAP Request/3GPP-LimitedService-Init-Info message to obtain IMEI from the UE as specified in subclause 6.4.3.6 and to negotiate connection mode and parameters with the UE as specified in subclause 5.4.3.5.1A;
b)
upon receiving the EAP-Response/3GPP-LimitedService-Init-Info message including the AT_TWAN_CONN_MODE attribute with the message type of message field indicating SCM_REQUEST and the item list field, the 3GPP AAA server shall include the AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Request/3GPP-LimitedService-Notif message. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:
i)
set the message type field to SCM_RESPONSE; and

ii)
in the item list field:

1)
include the TWAG control plane address(es) in the TWAG_CP_ADDRESS item as described in subclause 8.1.4.13 in the item list field; and
c)
upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall generate the MSK using IMEI as described in subclause 13.4 in 3GPP TS 33.402 [15] and send EAP Success message to the UE to allow the UE to proceed with emergency session establishment; or
B)
if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the 3GPP AAA server shall reject the emergency session request and return an EAP Failure message to the UE; or
-
if IMEI was received,

A)
if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a), the 3GPP AAA server sends EAP Request/3GPP-LimitedService-Init-Info message to negotiate connection mode and parameters with the UE as specified in subclause 5.4.3.5.1A;
b)
upon receiving the EAP-Response/3GPP-LimitedService-Init-Info message including the AT_TWAN_CONN_MODE attribute with the message type of message field indicating MCM_REQUEST and the item list field, the 3GPP AAA server shall include the AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Request/3GPP-LimitedService-Notif message. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:
i)
set the message type field to MCM_RESPONSE; and

ii)
in the item list field:

1)
include the TWAG control plane address(es) in the TWAG_CP_ADDRESS item as described in subclause 8.1.4.13 in the item list field; and
c)
upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall generate the MSK using IMEI as described in subclause 13.4 in 3GPP TS 33.402 [15] and send EAP Success message to the UE to allow the UE to proceed with emergency session establishment; or
B)
if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the 3GPP AAA server shall reject the emergency session request and return an EAP Failure message to the UE.


6.4.3.5.3B
Usage of transparent single-connection mode (TSCM) - emergency

The emergency session is not supported for the UE using TSCM mode.
	*** End Change ***


