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1. Overall Description:

CT1 asked the following questions:
Question-1)
whether the UE can use emergency information provided by an entity of a principal that is potentially not a 3GPP PLMN, e.g. a DNS server available in a local IP network of an untrusted WLAN operated by an individual in his/her/its house or an associated WLAN AP of an untrusted WLAN operated by an individual in his/her/its house?

Question-2)
when a UE receives a DNS message carrying the emergency information, whether the UE can determine that the emergency information has not been tampered with in transport, and the emergency information was provided by the DNS server reached via untrusted WLAN or trusted WLAN?

Question-3)
when a UE receives an ANQP message carrying the emergency information from an associated WLAN AP, whether the UE can determine that the emergency information has not been tampered with in transport, and the emergency information was provided by the WLAN AP after association?
This is SA3 answer to the above questions: 

Q1) The UE cannot trust emergency information provided by the DNS server used for selection of the ePDG, or a DNS server available in a local IP network of an untrusted WLAN e.g. a WLAN in a private home or publicly accessible WLAN in a coffee shop. Also, from a 3GPP perspective, a UE cannot trust emergency information provided by an untrusted WLAN access network, e.g. a single untrusted WLAN controlled and operated by an individual in his/her/its house. The UE may choose to trust the emergency information provided by such a WLAN access network based on additional mechanisms outside of 3GPP scope.
The UE can trust emergency information provided by a DNS server, if the DNS server is an internal DNS server in the 3GPP network whose address is acquired from the ePDG using procedures in 24.302 clause 7.2.2.1 and 7.4.1 after mutual authentication of the UE and contained in the CFG_REPLY Configuration payload.  
Q2) The UE can determine that a DNS message carrying emergency information has not been tampered with in transport, if the DNS message is integrity protected. For internal DNS servers in the 3GPP network whose address is acquired from the ePDG using procedures in 24.302 clause 7.2.2.1 and 7.4.1 and contained in the CFG_REPLY Configuration payload, this is the case because the message carrying the emergency information is sent through the established IPsec tunnel to the 3GPP network.
Q3) The UE can determine that emergency information provided by ANQP messages from an associated Advertisement Server (ANQP server) has not been tampered with in transport, if:
· the management frame containing the ANQP messages was received with management frame protection enabled; and 

· the UE has completed authentication in the WLAN. 
2. Actions:

To CT1, SA1 and SA2 groups.

ACTION: Please take the above answers into account.

3. Date of Next TSG-SA WG3 Meetings:
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