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Introduction:

3GPP TS 23.282 describes the following ways that a client can send data to another client or group of clients:

· SDS data transfer using the signalling plane (text, binary, hyperlinks)

· SDS data transfer using the media plane (text, binary, hyperlinks)

· FD data transfer using HTTP (binary)

· FD data transfer using the media plane (binary)

However 3GPP TS 23.282 does not provide any details regarding the message formats for the transfer of this data payload nor does it describe the message formats for the transport of notifications. It is assumed that this is left to Stage 3 to decide. This paper discusses proposals for the definition of MCData message formats to carry MCData payload and MCData notifications, for Short Data Service (SDS) and for File Transfer (FT).

Discussion:
It is useful to revisit the requirements for MCData transfer. 3GPP TS 22.282 states:

MCData defines a service for Mission Critical Data services. As well as voice services, current mission critical users have been increasing their use of data services, including low throughput services on legacy networks and data services on commercial networks. This need will continue to grow with the creation of the new multimedia services. The MCData service needs to provide a means to manage all data connections of mission critical users in the field and provide relevant resources to the ones who need it. For example mission critical users already use event manager software along with the voice system. The migration to LTE networks will allow mission critical users to operate current and new data services whilst relying on the fundamental capabilities of mission critical communication such as defined for MCPTT in [4] and included into MCCoRe [3].
The SDS feature of the MCData Service could be considered as a basic protocol carrying a limited size, but variable content, payload message. This message could be text or could be marked for extensible purposes including short binary messages for application communication.

In determining how to develop a protocol for MCData, the following points can be observed:
1) 3GPP is defining mission critical data services where it is imperative that content is sent quickly and in the most efficient way, thereby reduce latency and optimize bandwidth usage. This can be achieved by using the signalling plane to send data (where possible), as defined by the 1000 byte size limit, rather than the media plane. While MCPTT had a clear split between data required for call control on the signalling plane and the media content sent on the media plane, MCData provides the ability to send the media content on the signalling plane or media plane. 
2) The Stage 1 considers the MCData service as a basic protocol carrying a limited size, but variable content, payload message. Thus, one can argue where there is a need to adopt a heavy weight protocol that may already be used by similar mature data messaging services, e.g. data messaging formats provided by "Common Presence and Instant Messaging (CPIM): Message Format" as specified in RFC 3862, and notification messaging formats provided by Instant Message Disposition Notification (IMDN) as specified in RFC 5438 (which is an extension of CPIM)
3) 3GPP has defined MCPTT and a common core for MC services. CT1 has designed the common core and MCPTT around the basic capabilities provided by SIP. When CT1 designed the on-network protocol for MCPTT, application data that need to be specified on the signalling control plane e.g. for the purposes of routing and for setting client and server state, were specified using XML MIME types. SA3 provided mechanisms for the confidentiality and integrity protection of specific application data items (e.g. MCPTT ID, MCPTT Group ID, emergency-ind, etc) using XML protection mechanisms. It was stated in SA3 that operators wanted to see the structure of the XML data, thus SA3 provided mechanisms for only specific content in XML elements and XML attributes to be encrypted.
4) SA6 and SA3 have not yet decided what how to provide security for the data sent between the MCData clients (i.e. if the media content needs to be have end-to-end encryption, then separate specification is required for the signalling content that will have point-to-point encryption to cater for sensitive application signalling).

In describing the transport of the data provided by the application, the discussion needs to be split into:

a) How to transport generic MCS signalling elements e.g. the MCS identifiers which we have in application/vnd.3gpp.mcptt-info+xml MIME body in MCPTT

b) How to transport generic MCData-specific signalling elements (e.g. data that is required to be checked or stored by the server)
c) How to transport the actual MCData-specific user-provided payload.
For a), identifiers such as the MCData ID and MCData Group ID could use the same transport mechanisms as for the MCPTT ID and for the MCPTT Group ID (i.e. XML) making use of existing mechanisms provided by SA3 for content protection. On the other hand, it could be argued that such data formats are heavyweight (especially when considering XML security), given that we wish to have more space for the actual payload. However, it could be argued also that having different ways to send identities for different MC services adds complexity and we should adopt only one common method.

For b), MCData identifiers (such as Conversation-Id, Message-ID and InReplyToMessage-ID) could be transported in a lightweight binary encoding (e.g. TLV) or could be transported using XML

For c), the MCData payload could be transported in a lightweight binary encoding (e.g. TLV) or could be transported using XML

It should be noted that for b) and c) space is taken up for encoding of the meta-data such as "Content-Type" for describing the MIME type, irrespective of whether the encoding is binary or XML.

a) and b) are always transported via the signalling plane, while c) could be transported by the signalling plane or media plane.

Appendices A and B provide a diagrammatic overview.

Reasons for a lightweight encoding for MCData
Taking stock of what has been specified in 3GPP before with the specification of the NAS protocol and the MONP protocol, an idea could be to develop a lightweight Tag, Length, Value (TLV) protocol for the specification of the messaging payload and notifications which can be inserted into signalling plane and media plane messaging. The reasons for choosing a TLV messaging format are:

1) MNO may deploy a plain SIP infrastructure

MCPTT was heavily based on OMA POC and is feature rich. There does not seem to be a requirement to do the same for MCData, i.e. it would not seem appropriate to base MCData on OMA CPM or SIP SIMPLE.

2) Use a flexible format for User Data Representation

CPIM and IMDN used a heavyweight Header Name: Header Type format. Removing the need for header names and header types provides more space to accommodate the user data which is the need of the hour for Mission Critical Service by:

a) adopting TLV format developed as per the 3GPP guidelines
b) allowing possibility to aggregate messages (a feature of MCData): With more space to user’s message, messages of different type can be still packed in one single SDS payload.
3) Use of signalling plane versus media plane
a) Using signalling plane ensures low latency delivery (media plane session establishment takes time), desired most of times in mission critical applications
b) Frequent standalone messaging type of usage suits more signalling plane messaging as against need for session based messaging
c) Using signalling plane efficient and maximum bandwidth utilization
d) Best efforts should be made to use signalling plane and only in unavoidable cases media plane should be used

4) Develop a mechanism that meets all the requirements for MCData
Message formats used by well-known data messaging systems such as SIP SIMPLE and OMA CPM do not support all the requirements for MCData, e.g.:

a) aggregation of multiple messages in one single payload is not supported by CPIM

b) IN-REPLY to a particular message in a conversation is not addressed by CPIM.
c) Multiple messages can be supported of different payload types (binary, text, hyperlinks)
5) TLV format can cover requirements for conversation view as well as payload content

Identifying a conversation thread and identifying a message in a conversation thread is a requirement in MCData which can be achieved using the TLV format which is also used to send the payload.
6) Emphasis on "security" and "time sensitivity"

Some messaging systems, for example those used in RCS have specific requirements for enriched messaging. This does not seem to be the case for MCData where the emphasis is on "security" & "time sensitivity in conveying" the data but not representing an enriched data.

7) Common protocol for on-network and off-network
A TLV format was developed for the MONP protocol for off-network MCPTT. Using a common approach for data messaging formats allows re-use of IEs.
8) Other uses of the TLV mechanism
The TLV mechanism can be used to carry information related to enhanced status, data related to situational awareness, application data, location information, and application identities end-to-end.
Conclusion:
It is proposed to discuss in CT1 how best to develop the application protocol for MCData, for both the signaling and the media taking into account the arguments in this paper, and decide on a way forward.

Appendix A: 
Overview of contents of a MCData SDS message with payload sent on the signalling plane
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Appendix B: 
Overview of contents of a MCData SDS message sent with payload sent on the media plane
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