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1. Reason for Change
At SA2#118 (November 2016), SA2 agreed S2-166979 adding the following text to stage 2 TS 23.285 subclause 4.5.1 to ensure privacy of V2X communication over PC5:

In order to ensure that a source UE (e.g. vehicle) cannot be tracked or identified by any other UEs (e.g. vehicles) beyond a certain short time-period required by the application, the source Layer-2 ID must be changed over time and randomized. For IP based V2X communication over PC5 reference point, the source IP address must be also changed over time and randomized. The change of the identifiers of a source UE must be synchronized across layers used for PC5, e.g. when application layer identifier changes, the source Layer-2 ID and the source IP address need to be changed.

A pCR to specify the corresponding stage 3 procedures in TS 24.386 is provided in C1-170095. The pCR introduces a new configuration parameter timer Txxxx which can be provisioned to the UE by the V2X control function. This new parameter needs to be added to the V2X communication provisioning MO in TS 24.385.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.385.
* * * First Change * * * *

4.1
Overview
The V2X communication provisioning MO is used to manage the V2X configuration parameters in a UE supporting 3GPP TS 24.386 [4].
The MO identifier is: urn:oma:mo:ext-3gpp-V2X-communication-provisioning:1.0.
Editor's note: the URN above needs to be registered with OMNA.

The OMA DM access control list (ACL) property mechanism (see OMA-ERELD-DM-V1_2 [3]) can be used to grant or deny access rights to OMA DM servers in order to modify nodes of the V2X communication provisioning MO.
The V2X communication provisioning MO consists of the nodes described in figure 4.1-1.
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Figure 4.1-1: The V2X communication provisioning MO (part 1)
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Figure 4.1-2: The V2X communication provisioning MO (part 2)
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Figure 4.1-3: The V2X communication provisioning MO (part 3)
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Figure 4.1-4: The V2X communication provisioning MO (part 4)
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Figure 4.1-5: The V2X communication provisioning MO (part 5)
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Figure 4.1-6: The V2X communication provisioning MO (part 6)
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Figure 4.1-7: The V2X communication provisioning MO (part 7)
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Figure 4.1-8: The V2X communication provisioning MO (part 8)

* * * Next Change * * * *

5.5.2x
<X>/V2XoverPC5/TimerTxxxx
The TimerTxxxx node contains the duration, in units of seconds, after which the UE shall change the source Layer-2 ID and source IP address (for IP data) self-assigned by the UE while performing transmission of V2X communication over the PC5.

-
Occurrence: ZeroOrOne

-
Format: int
-
Access Types: Get, Replace

-
Values: 1-65535
* * * End of Changes * * * *
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