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	Reason for change:
	When a NAS signalling connection is suspended the NAS signalling connection is not released, which means that the same NAS signalling connection is kept and used upon successful resume. This also imples that the secure NAS connection as present at suspend is present also after a successful resume of the NAS signalling connection.

For the network, the change from EMM-IDLE with suspend indication occurs upon indication from the lower layers, i.e. without any explicit signalling from the UE on NAS layer. Thus upon the indication of resume from lower layers, the network moves to EMM-CONNECTED using the same NAS signalling connection and “secure exchange of NAS messages” as at suspend. 

For the UE, similar requirements apply and the UE moves to EMM-CONNECTED upon indication of “that the RRC connection has been resumed”. From this point the UE is in EMM-CONNECTED using the same NAS signalling connection and “secure exchange of NAS messages” as at suspend. This means that the first message sent by the UE after this, independently whether it is the initial NAS message triggering the request to resume, or a subsequent NAS message, needs to be security protected according to the rules for integrity protection and ciphering specified in 23.401.

In subclause 4.4.2.3 it is stated:

The secure exchange of NAS messages shall be continued after S1 mode to S1 mode handover. It is terminated after inter-system handover from S1 mode to A/Gb mode or Iu mode or when the NAS signalling connection is released.


Thus, “the secure exchange of NAS messages” is not terminated if the NAS signalling connection is kept. In 4.4.5 it is stated:

Except for the CONTROL PLANE SERVICE REQUEST message including an ESM message container information element or a NAS message container information element, the UE shall start the ciphering and deciphering of NAS messages when the secure exchange of NAS messages has been established for a NAS signalling connection. From this time onward, unless explicitly defined, the UE shall send all NAS messages ciphered until the NAS signalling connection is released, or the UE performs intersystem handover to A/Gb mode or Iu mode.

The MME shall start ciphering and deciphering of NAS messages as described in subclause 4.4.2.3. From this time onward, except for the SECURITY MODE COMMAND message, the MME shall send all NAS messages ciphered until the NAS signalling connection is released, or the UE performs intersystem handover to A/Gb mode or Iu mode.
Once the encryption of NAS messages has been started between the MME and the UE, the receiver shall discard the unciphered NAS messages which shall have been ciphered according to the rules described in this specification. The MME shall discard any CONTROL PLANE SERVICE REQUEST message including an ESM message container information element or a NAS message container information element which has not been partially ciphered according to the rules described above.

The consequence of the above is that the network expects all received NAS messages from the point when resume was indicated by lower layers to be ciphered according to the rules of this specification at “the secure exchange of NAS messages”, and any message not following this will be discarded. Therefore, any message sent by the UE after lower layer indication of “that the RRC connection has been resumed” needs to be ciphered the rules of this specification at “the secure exchange of NAS messages”. E.g. this applies to any EXTENDED SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message that needs to be ciphered after successful resume to avoid these being discarded by the network. 


	
	

	Summary of change:
	It is specified that any message sent by the UE after indication of RRC connection has been resumed needs to be ciphered according to subclause 4.4.5.

	
	

	Consequences if not approved:
	Discarded messages that can result in failed procedures and loss of service.
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	Other comments:
	


***** First change *****
5.3.1.3
Suspend and resume of the NAS signalling connection

Suspend of the NAS signalling connection can be initiated by the network in EMM-CONNECTED mode when user plane CIoT EPS optimization is used. Resume of the suspended NAS signalling connection is initiated by the UE.

In the UE, when user plane CIoT EPS optimization is used:

-
Upon indication from the lower layers that the RRC connection has been suspended, the UE shall enter EMM-IDLE mode with suspend indication, shall not consider the NAS signalling connection released and shall keep the secure exchange of NAS messages. Based on further indications provided by the lower layers, the UE shall update the status of the suspend indication for the EMM-IDLE mode;

-
Upon trigger of a procedure using an initial NAS message when in EMM-IDLE mode with suspend indication, the UE shall request the lower layer to resume the RRC connection. In this request to the lower layer the NAS shall provide to the lower layer the RRC establishment cause and the call type according to annex D of this document;

-
Upon trigger of a tracking area update procedure initiated due to mobility into a tracking area that is not in the current TAI list, when in EMM-IDLE mode with suspend indication and camped on an E-UTRAN cell not supporting user plane CIoT EPS optimization, the UE should enter EMM-IDLE mode without suspend indication and start the procedure;

-
Upon indication from the lower layers that the RRC connection has been resumed when in EMM-IDLE mode with suspend indication, the UE shall enter EMM-CONNECTED mode. If the pending NAS message is:

i)
a SERVICE REQUEST message;

ii)
a CONTROL PLANE SERVICE REQUEST message, and the UE did not include any ESM message container, NAS message container or EPS bearer context status information elements; or
iii)
an EXTENDED SERVICE REQUEST message, and the Service type information element indicates "packet services via S1" and the UE did not include any EPS bearer context status information element,

the message shall not be sent. Otherwise the UE shall apply ciphering as specified in subclause 4.4.5 and send the pending initial NAS message upon entering EMM-CONNECTED mode;

NOTE:
If a NAS message is discarded and not sent to the network, the uplink NAS COUNT value corresponding to that message is reused for the next uplink NAS message to be sent.

-
Upon indication from the lower layers that the RRC connection resume has been fallbacked when in EMM-IDLE mode with suspend indication, the UE shall enter EMM-IDLE mode without suspend indication, send any pending initial NAS message and proceed as if RRC connection establishment had been requested;

-
Upon indication from the lower layers that the RRC connection resume has failed and indication from the lower layers that the RRC connection is suspended, the UE shall enter EMM-IDLE mode with suspend indication and restart the ongoing NAS procedure if required; and
-
Upon indication from the lower layers that the RRC connection resume has failed and indication from the lower layers that the RRC connection is not suspended, the UE shall enter EMM-IDLE mode without suspend indication and restart the ongoing NAS procedure if required.

In the network, when user plane CIoT EPS optimization is used:

-
Upon indication from the lower layers that the RRC connection has been suspended, the network shall enter EMM-IDLE mode with suspend indication, shall not consider the NAS signalling connection released and shall keep the secure exchange of NAS messages; and

-
Upon indication from the lower layers that the RRC connection has been resumed when in EMM-IDLE mode with suspend indication, the network shall enter EMM-CONNECTED mode.

***** End of changes *****
