Page 1



3GPP TSG-CT WG1 Meeting #101
C1-165228
Reno, NV (USA), 14-18 November 2016











rev of C1-164990
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	24.381
	CR
	0034
	rev
	1
	Current version:
	13.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Correction of use of Group key transport

	
	

	Source to WG:
	Samsung

	Source to TSG:
	C1

	
	

	Work item code:
	MCPTT-CT
	
	Date:
	yyyy-MM-dd

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	Subclause 7.4.2 describes the Group key transport payload which is used to transport a GMK or MKFC in an I_MESSAGE, but currently it is written with the assumption it is just for GMK. Although MKFC is handled similar to GMK for transport, using the security procedures defined in subclause 7.3.1 of 3GPP TS 33.179 and the encapsulation procedures of Annex E.2 of 3GPP TS 33.179, the CSB_ID needs to be set to GUK-ID for transport of the GMK and the MKFC-ID for transport of the MKFC. IDRi (or IDRuidi), IDRr (or IDRuidr), IDRkmsi and IDRkmsr need to be set appropriately depending on sender and receiver of the I_MESSAGE. The MCPTT server can send send an I_MESSAGE (not just the GMS). 

	
	

	Summary of change:
	Generalise the use of subclause 7.4.2 to allow it to be used to transport GMK or MKFC

	
	

	Consequences if not approved:
	Transport of MKFC will not be specified correctly leading to the inability to protect multicast bearers on the downlink.

	
	

	Clauses affected:
	7.4.2, 7.5.2, 7.5.4

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***** First change *****
7.4.2
Group key transport payload structure

The group key transport payload is an I_MESSAGE as specified in IETF RFC 3830 [16] containing a GMK or an MKFC, with additional fields as specified in IETF RFC 6509 [18], composed with the following clarification:

a)
the common header payload specified in IETF RFC 3830 [16] is included and the CSB_ID field of the common header payload:

i)
for transport of the GMK, contains GUK-ID as specified in 3GPP TS 33.179 [15]; and
ii)
for transport of the MKFC, contains MKFC-ID as specified in 3GPP TS 33.179 [15];
b)
the timestamp payload specified in IETF RFC 3830 [16] is included and the TS type field of the timestamp payload is set to 'NTP-UTC';

c)
the RAND payload specified in IETF RFC 3830 [16] is included;

d)
if MCPTT identifiers are not protected, the IDRi payload specified in IETF RFC 6509 [18] is included and:

1)
the ID type field of the IDRi payload is set to the 'URI';
2)
if the originator of the I_MESSAGE is the GMS, the ID data field of the IDRi payload is set to the GMS's URI, consisting of the HTTP URI identifying the directory of the application unique ID as specified in subclause 7.2.3 under the XCAP root URI; and
3)
if the originator of the I_MESSAGE is an MCPTT server, the ID data field of the IDRi payload is set to the MCPTT server's URI;
e)
if MCPTT identifiers are protected, the ID payload with role indicator specified in IETF RFC 6043 [17] is included and:

1)
the ID role field of the ID payload is set to the 'IDRuidi' as specified in subclause 7.5.2;

2)
the ID type field of the ID payload is set to the 'Byte string';
3)
if the originator of the I_MESSAGE is the GMS, the ID data field of the ID payload is set to the UID generated from the GMS's URI as specified in 3GPP TS 33.179 [15], consisting of the HTTP URI identifying the directory of the application unique ID as specified in subclause 7.2.3 under the XCAP root URI; and
4)
if the originator of the I_MESSAGE is an MCPTT server, the ID data field of the ID payload is set to the MCPTT server's URI;
f)
if MCPTT identifiers are not protected, the IDRr payload specified in IETF RFC 6509 [18] is included and:

1)
the ID type field of the IDRr payload is set to the 'URI';

2)
if an MCPTT user is targeted, the ID data field of the IDRr payload is set to the MCPTT ID of the targeted MCPTT user;
3)
if an constituent MCPTT group is targeted, the ID data field of the IDRr payload is set to the MCPTT Group ID of the targeted constituent MCPTT group; and
4)
if an MCPTT server is targeted, the ID data field of the IDRr payload is set to the MCPTT server's URI;
g)
if MCPTT identifiers are protected, the ID payload with role indicator specified in IETF RFC 6043 [17] is included and:

1)
the ID role field of the ID payload is set to the 'IDRuidr' as specified in subclause 7.5.2;

2)
the ID type field of the ID payload is set to the 'Byte string';

3)
if an MCPTT user is targeted, the ID data field of the ID payload is set to the UID generated from the MCPTT ID of the targeted MCPTT user;
4)
if an constituent MCPTT group is targeted, the ID data field of the ID payload is set to the UID generated from the MCPTT Group ID of the targeted constituent MCPTT group; and

5)
if an MCPTT server is targeted, the ID data field of the ID payload is set to the MCPTT's server URI;
h)
the IDRkmsi payload specified in IETF RFC 6509 [18] is included and:

1)
the ID type field of the IDRkmsi payload is set to the 'URI';
2)
if the originator of the I_MESSAGE is the GMS, the ID data field of the IDRkmsi payload is set to the URI of the MCPTT KMS used by the group management server; and
3)
if the originator of the I_MESSAGE is an MCPTT server, the ID data field of the IDRkmsi payload is set to the URI of the MCPTT KMS used by MCPTT server;
i)
the IDRkmsr payload specified in IETF RFC 6509 [18] is included and:

1)
the ID type field of the IDRkmsr payload is set to the 'URI';

2)
if an MCPTT user is targeted, the ID data field of the IDRkmsr payload is set to the URI of the MCPTT KMS used by targeted MCPTT user;
2)
if an constituent MCPTT group is targeted, the ID data field of the IDRkmsr payload is set to the URI of the MCPTT KMS used by targeted constituent MCPTT group; and
3)
if an MCPTT server is targeted, the ID data field of the IDRkmsr payload is set to the URI of the MCPTT KMS used by the MCPTT server;
j)
the SAKKE payload specified in IETF RFC 6509 [18] is included and:

1)
the SAKKE params field of the SAKKE payload is set to 'Parameter Set 1';

2)
the ID scheme field of the SAKKE payload is set to 'MCPTT-ID-scheme' as specified in subclause 7.5.3; and

3)
the SAKKE data field of the SAKKE payload contains the GMK or MKFC specified in 3GPP TS 33.179 [15];

k)
the SIGN payload specified in IETF RFC 6509 [18] is included and the S type field of the SIGN payload is set to the 'ECCSI';

l)
the security policy payload specified in IETF RFC 3830 [16] can be included;

m)
the general extension payload specified in IETF RFC 3830 [16] with the type field set to the 'GMK-or-MKFC-associated-parameters' as specified in subcaluse 7.5.4 is included and the data field of the general extension payload contains the associated parameters of GMK or MKFC as specified in 3GPP TS 33.179 [15] figure E.6.1-1; and

n)
the General extension payload specified in IETF RFC 3830 [16] with the type field set to the 'SAKKE-to-self' as specified in subcaluse 7.5.4 can be included and the data field of the general extension payload contains a SAKKE payload specified in IETF RFC 6509 [18]. In the SAKKE payload included in the general extension payload:

1)
the SAKKE params field of the SAKKE payload is set to 'Parameter Set 1';

2)
the ID scheme field of the SAKKE payload is set to 'MCPTT-SAKKE-to-self-ID-scheme' as specified in subclause 7.5.3; and

3)
the SAKKE data field of the SAKKE payload contains the GMK or MKFC specified in 3GPP TS 33.179 [15].

***** Next change *****
7.5.2
ID role field assignment

IETF RFC 6043 [17] defines some values of the ID role field of the ID payload with role indicator as 'reserved for private use'. The table 7.5.2-1 shows usage of the 'reserved for private use' values of the ID role field of the ID payload with role indicator for usage in MCPTT.

Table 7.5.2-1: Usage of 'reserved for private use' values of the ID role field of the ID payload with role indicator
	ID role name
	ID role value
	ID role descriptions

	IDRuidr
	240
	The ID data field of an ID payload with the ID role field set to 'IDRuidr' contains UID generated from the MCPTT ID of an MCPTT user or a UID generated from the MCPTT Group ID of an MCPTT group or a UID generated from the MCPTT server's URI, as specified in 3GPP TS 33.179 [15].

	IDRuidi
	241
	The ID data field of an ID payload with the ID role field set to 'IDRuidi' contains a UID generated from the GMS's URI or a UID generated from the MCPTT server's URI, as specified in 3GPP TS 33.179 [15].


***** Next change *****
7.5.4
Type field assignment

IETF RFC 3830 [16] defines some values of the type field of the general extension payload as 'reserved for private use'. The table 7.5.4-1 shows usage of the 'reserved for private use' values of the type field of the general extension payload for usage in MCPTT.

Table 7.5.4-1: Usage of 'reserved for private use' values of the type field of the general extension payload
	ID role name
	ID role value
	Descriptions

	SAKKE-to-self
	241
	The data field of a general extension payload with the type field set to 'SAKKE-to-self' contains a SAKKE payload as specified in IETF RFC 6509 [18].

	GMK-or-MKFC-associated-parameters
	242
	The data field of a general extension payload with the type field set to 'GMK-or-MKFC-associated-parameters' contains the associated parameters of GMK or MKFC as specified in 3GPP TS 33.179 [15] figure E.6.1-1.


***** End changes *****
