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Overview
SA3 is working towards defining a security solution for MCData within the timeframe afforded in Release 14.  While some basic security architecture is being developed for MCData in SA3, further advancement of this service depends on two primary factors; architectural clarity from SA6 and guidance on data protocols from CT1.

 
Questions for SA6 on the MCData architecture
SA3 notes that SA6 is making progress on MCData. SA3 would like to kindly ask for some clarifications relating to the MCData architecture and the services it provides (SDS, file distribution, data streaming, and IP connectivity):

Q1: Which, if any, of the MCData services are expected to operate in a real-time manner?
Q2: Which, if any, of the MCData services are expected to operate in a multicast manner?
Q3: Which, if any, of the MCData services are expected to operate in a broadcast manner?

Q4: Other than SDS, does SA6 see any other MCData services that might operate strictly on the signalling plane?
Q5: MCData is required to be end to end encrypted. Is data expected to be routed through the MCData server for all on network MCData services?  For instance, IP Connectivity supports (referencing clause 5.5.1 of 22.282) “a police officer accessing a server on the police Intranet from his mobile phone”, and “The UE can also contain a server that is accessed by other UEs.”

Question for CT1 on MCData protocols
The security solutions for MCData will depend heavily on the protocol(s) chosen by CT1. This is because SA3 intends to resuse or enhance existing protocol-specific security mechanisms where such mechanisms exist and which also meet SA1 requirements. Guidance on the data protocol(s) for the different MCData services (SDS, file distribution, data streaming, and IP connectivity) from CT1 would enable SA3 to begin the definition of MCData security.  While each of the MCData services require security solutions for release 14, an SDS protocol is of slightly higher priority to SA3 due to the level of complexity of the service.  Without guidance on the MCData protocol(s) by the next SA3 meeting, SA3 may be at risk of not completing MCData security within the Release 14 timeframe.  SA3 has three meetings left to complete the security of MCData (Feb 2017, March 2017 and May 2017).

For background, SA3 has discussed XMPP, MQTT, and MSRP as possible MCData SDS protocols.
Q6:  Can CT1 please provide some guidance with respect to the MCData protocols?

2
Actions
To SA6

ACTION: 
SA3 kindly asks SA6 to address the above questions.

To CT1
ACTION: 
SA3 kindly asks CT1 to consider the concern SA3 has regarding the MCData protocols and to provide some guidance.
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Dates of next TSG SA WG3 meetings

SA3#86
6-10 February 2017
Sophia Antipolis, France

SA3#86-bis
27-31 March 2017
Busan, KR

SA3#87
15-19 May 2017
Ljubljana, SI
