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1. Overall Description:

SA3 thanks CT1 for its LS on the protection of RTCP transported control messages (C1-164680). CT1 asserts that the following functionality is not specified in TS 33.179:
1)
protection of media control messages, i.e. RTCP SR packets, RTCP RR packets, and RTCP SDES packets specified in RFC3550 section 6.4 and RFC3550 section 6.5;

2)
protection of pre-established session call control messages specified in TS 24.380 subclause 8.3; and

3)
protection of MBMS subchannel control messages specified in TS 24.380 subclause 8.4.

SA3 would like to inform CT1 that 1) and 2) are secured using the same mechanism as used for floor control protection. This is reflected in the agreed CR S3-161653 (attached), and agrees with CT1's original assumption.
SA3 would like to inform CT1 that SA3 has agreed to use a new key for protection of MBMS subchannel control messages, known as MSCCK. This is distributed from the MCPTT Server within the SDP content of the MBMS bearer announcement message. The key distribution mechanism is closely related to the mechanism used for distributing the MKFC from the GMS. Using the MSCCK, SRTCP is protected in the same way as other RTCP control messages. For further details, please see the agreed CR S3-161998 (attached).
SA3 would like to ask that CT1 take this information into account and reflects these changes in their specification(s).
2. Actions:

To CT1 group.

ACTION: 
SA3 asks CT1 to take this information into account and to reflect these changes in their specification(s).
3. Date of Next TSG-SA WG3 Meetings:

SA3#86
6-10 February 2017
Sophia Antipolis, France

SA3#87
15-19 May 2017
Ljubljana, Slovenia

