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Introduction
In 3GPP specification 24.301 there exist many scenarios where an on-going EMM procedure is aborted to start another EMM specific procedure. Some of these procedures are for example:
-	UE has initiated “tracking area updating” procedure. Before completion of that “tracking area updating” procedure, UE aborts that tracking area updating procedure and initiates a new “tracking area updating” procedure. This is possible according to 24.301 sub-clause 5.5.3.2.7 (d) and (e). 
-	UE has initiated “service request” procedure. Before completion of that “service request” procedure, UE initiated a “detach request”. It is possible that network will abort “service request” procedure and network will proceed with detach procedure. 

When UE moves to a new cell, in which the network does not have or not able to access security context of that UE, the network may trigger authentication procedure upon any UE initiated procedure. Multiple procedures from UE in above mentioned use cases - of aborting one procedure and starting other- will cause multiple authentication procedures being invoked. Race condition and collision case of these authentication procedure can end with a one genuine (valid) USIM being set to invalid upon network indicating authentication reject / failure. The result of this UE will be restricted from accessing network for a long duration (as per non-integrity message handling criteria in specification).
Above issue was observed in live testing on certain network and we observe that valid USIM was being set to invalid as a result.
Discussion 
To generalize the issue, let’s assume UE initiated “procedure 1” and before completion of “procedure 1”, “procedure 2” was initiated by UE. Due to this “procedure 1” is aborted and “procedure 2” will be processed at UE and network.
While receiving initial procedure request message for “procedure 1” from UE, network decides to initiate authentication procedure. While authentication procedure for “procedure 1” is on-going at UE, network receives message to initiate “procedure 2” from UE. To proceed with “procedure 2”, network aborts “procedure 1” along with authentication procedure related to “procedure 1” and re-initiates authentication procedure for “procedure 2”. 
With above described procedure there can be two possibilities where repeated authentication can cause issue.
1. Repeated authentication pending at UE/USIM
2. Repeated authentication pending at network 
Scenario 1: Repeated authentication pending at UE/USIM
Below is the sequence diagram indicating possible issue when multiple authentication requests are pending at UE or USIM side.
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(Fig-1: Repeated authentication pending at UE/USIM)
Scenario 2: Repeated authentication pending at network
Below is the sequence diagram indicating possible issue when multiple authentication responses are pending at network side
[image: ]
(Fig-2: Repeated authentication response pending at network)
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Possible solution 1: In order to overcome race conditions/collision between multiple authentication procedures, a generic condition can be introduced in 3GPP specification capturing mechanism described as: 
"Network to block initiating re-authentication for procedure 2, if a procedure 1 was aborted for which network had a pending authentication procedure towards UE".
Issues with solution 1: This proposal will solve the issue if network can hold the new message received until the authentication which was initiated for procedure 1 is completed. But it may require complex handling at network side based on different use cases. 
Possible solution 2: Upon receiving authentication request for procedure 2, while authentication processing for procedure 1 is not finished, UE can discard authentication procedure for procedure 1 and will not reply with authentication response for procedure 1. UE will proceed for processing latest authentication request for procedure 2.
Note:	This solution works in the way that when the UE receives same RAND and AUTN in an AUTH REQ as that received in previous AUTH REQ, UE considers there is a re-transmission of old AUTH REQ and so will not forwarded AUTH REQ to USIM. Whereas if RAND and AUTN are different than in previous AUTH REQ then UE sends new AUTH REQ to USIM as it is considered as a new AUTH procedure.
Issue with solution 2: With this proposal multiple authentication pending at UE or USIM will be solved. But issue in multiple authentication procedure pending at network as indicated in Fig-2 will not be addressed.
Possible solution 3:  While aborting procedure 1 (which has authentication procedure pending for completion) for procedure 2, network will store expected RES of authentication procedure of procedure 1. If network receives any authentication response (while waiting for authentication response for procedure 1) matches with RES of aborted authentication procedure of procedure 1, network will ignore that authentication response and will not mark USIM as invalid. Network will delete additional storage RES for procedure 1, once procedure 2 is completed.
Issue with solution 3: There will cumbersome implementation required for failure cases and race condition among them. All implementation required at network side.
Possible solution 4: Introduce a unique identification number for authentication procedure. Network includes this unique ID in each authentication request. While responding UE will respond with authentication response which include same unique ID for indicating correct reference to the request for which the response is being sent. This unique ID in authentication request and authentication response can be utilized for handling multiple authentication pending case at both UE/USIM side and at network side. Failure cases and other race conditions can be handled easily. Network can initiate authentication procedure independently for any EMM procedure without any restriction.
Issue with solution 4: Changes required in 3GPP interfaces to introduce unique ID in authentication request and authentication response messages. 

Conclusion
Based on discussion there are several proposals available for addressing multiple authentication pending procedure. Possible solution 4 looks to be clearer and easier solutions as it has less critical issues. As mentioned in possible solution 4, a similar mechanism is present in GERAN and UTRAN authentication and ciphering procedure as "A&C reference number" (though the intention limited to link procedures to certain Routing Area). Since use cases defined in this discussion paper present challenges which need to distinguish authentication procedures within same registration area (RA / TA), the concept of using "unique ID" for each authentication procedure can be proposed irrespective of registration area.  However, older UEs already in the field will not be able to benefit from this proposal.
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