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Overall description
CT1 would like to thank SA3 for their LS S3-161224 on legacy security issue. CT1 has reviewed the CRs S3-161161 and S3-161162 as requested and would like to provide the following feedback:
1. In A/Gb mode, it is up to the network whether or not to initiate the authentication procedure. A malicious base station may decide to not initiate the authentication procedure at all and can thereby bypass the enforcement of mutual authentication by the MS as defined in CR S3-161162.
2. In A/Gb mode, it is up to network to activate ciphering mode. A malicious base station may decide to not activate ciphering at all and thereby can bypass the enforcement that will be done by the MS to only allow authorized encryption algorithms as defined in CR S3-161161.

3. The MS behavior in case the network requests the use of a non-authorized encryption algorithm needs to be further specified. The MS should reject the request, and there should also be a trigger allowing the MS to attempt to camp on another cell or select another PLMN in order to “get away” from the malicious base station (the details of how the MS does this can be left for CT1 to decide). Consequently, CT1 suggests rewording the first sentence in CR S3-161161 as follows:

“The use of Network requests to use non encrypted mode, A5/1, A5/3 or A5/4 shall be rejected by the MS in the MS shall be disabled on a particular visited network if instructed to do so by the SIM/USIM application. Additionaly, the MS shall attempt to get service on a network other than that on which such request was received”
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Actions
To SA3
ACTION: 
3GPP TSG CT WG1 kindly asks SA3 to take the above feedback on CRs S3-161161 and S3-161162 into account.
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Dates of next TSG CT WG1 meetings
TSG CT WG1 Meeting 101
14-18 November 2016
Reno (NV), USA

TSG CT WG1 Meeting 102
13-17 February 2017
Dubrovnik, Croatia
