3GPP TSG CT WG1 Meeting #100





C1-164350
Guilin (P.R. of China), 17-21 October 2016

Source:
Ericsson

Title:
Discussion: DRVCC indicator

Agenda item:
14.2.10
Document for:
Discussion


1. Introduction
When a WiFi to CS DRVCC access transfer occurs
, according to the TS 23.237, the transferred call leg is setup as for the case of MO call. This means that a number of functions applied during the MO call set up will apply for DRVCC Call scenario as well. For example, during a MO call security related functions can be invoked like Authentication, Ciphering, TMSI Reallocation, IMEI Check etc. and additionally subscription based services like CAMEL, CUG etc.  For the latter, CR1237 (CT1 CR) in TS 24.237v13.3.0 introduces the suppression of the subscription based services for a DRVCC call. 
The following figures provide an overview of a DRVCC call and the functions that can be invoked during the DRVCC call setup.
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Figure 1. DRVCC call
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Figure 2. Security Related Functions

Notes on security related functions (focus on MO call)
	Security Function
	Invocation/Handling
	Reference

	Authentication (and Key Agreement (AKA))
	GSM access: AKA is performed based on operator’s policy
WCDMA access: AKA is performed at least once at initial attach and can be supressed if a security association exists.
The data needed for the authentication, the authentication vectors are either fetched from HLR or from the cooperating VLR (not shown in Figure 2) and they are stored in VLR:

· Triplets (RAND, SRES, Kc)

· Quintets (RAND, XRES, CK, IK, AUTN)

The Authentication procedure starts with Authentication Request message (MSC(UE) and is acknowledged with Authentication Response (UE(MSC). 

The Authentication is considered successful if the Authentication Response carries RES result that matches the SRES (GSM Security Context) or XRES (UMTS Security Context) stored in MSC.

If the authentication has been performed at least once and in a later attempt the security context to be established does not require different sets of keys of what is stored in VLR, then authentication process may be skipped. In this case the same keys can be reused (for ciphering). Decision if Ciphering can start without authentication is based on Ciphering key sequence number.
	3GPP TSs:
33.102, 42.009, 43.020, 24.008

	Ciphering
	Ciphering is following the Authentication procedure, but it can start without Authentication, under the condition that Authentication has been performed for the served user at least once and if the ciphering sequence key received from the UE is the same as the one stored in MSC. This means that the keys already available in MSC can be reused for the ciphering.
Ciphering is initiated in GSM when the MSC is sending the Cipher Mode Command message to MS or by sending the Security Mode Command if the access is WCDMA.
The response for ciphering is carried in Cipher Mode Complete or Security Mode Complete messages. 
For WCDMA, signalling data integrity protection will also be performed together with the Ciphering.
Integrity protection can also start without authentication under the condition that authentication has been performed at least once for the mobile subscriber. In that case both the UE and the MSC use the IK calculated in the previous authentication procedure.
	3GPP TSs:

33.102, 42.009, 43.020, 24.008

	Subscriber Identity Confidentiality
	The TMSI reallocation for already registered subscribers can be performed if there is not a valid TMSI stored in MSC.
Usually the TMSI reallocation is performed at least at location area change, but this up to operator’s option.
The TMSI reallocation is started with TMSI Reallocation Command (or Location Updating Accept). The UE acknowledges the TMSI Reallocation by means of TMSI Reallocation Complete message.
	3GPP TSs:

33.102, 42.009, 43.020, 24.008

	Identification Procedure
(IMEI Fetch & IMEI Check)
	The IMEI/IMEISV is requested by means of Cipher Mode Command (for the case of GSM access) or with Identity Request (WCDMA and GSM); the latter is also used if the identity is not received in Cipher Mode Complete.
The provided IMEI/IMEISV is used between other functions for checking of the UE identity towards EIR. 
	3GPP TSs:

33.102, 42.009, 43.020, 24.008, 29.002


2. Problem description 
During the setup of a CS call via WiFi access, security functions may be triggered. This is because when WiFi to CS DRVCC session transfer takes place, the request is received in MSC as MO call, so security functions like Authentication, ciphering, Identification procedures, TMSI Reallocation may also be invoked. This also means that security functions already run when the UE under WiFi access are repeated during WiFi to CS DRVCC session transfer. This in turn results in additional delay of the WiFi to CS DRVCC session transfer reflecting issues to the end-user experience like bad speech quality (bigger speech gaps), or total loss of the WiFi call when the WiFi to CS DRVCC session transfer is significantly delayed.
The frequency of the previous mentioned functions in CS may be lowered, so the WiFi to CS DRVCC session transfer can be performed faster, if the MSC knows in advance that the specific MO call setup is performed as result of a DRVCC call.  So far, the only datum connected to the DRVCC call is the STN, but this number is received during CC SETUP i.e. after the security functions have been performed. 
It is to be noted that measurements from markets show that these functions consume between 700 – 1500 msec.
3. Solution
In order to speed up the WiFi to CS DRVCC session transfer, the MSC server may be configured through operator’s policy to lower the frequency of the Authentication, and identity procedures. Key point in order to apply such solution is to identify the call as DRVCC. 

As STN is received late, a possible solution would be for the SC UE to indicate to the MSC that the call is due to WiFi to CS DRVCC session transfer. This means that a new flag (similar to CSMO flag) needs to be introduced. 

This new DRVCC Indicator flag will be included in CM Service Request (Additional Update Parameters IE) related to Mobile Originating Call process. Reception of CM service request with DRVCC Indicator flag will enable MSC to bypass Authentication, and Identification procedures, where applicable. 
As the DRVCC call is a normal mobile originating call, other functions like location area update are triggered as for other originating calls. If sent, the Location Area Update request can include the DRVCC indicator.

For Authentication procedures:

Assuming that Authentication has been performed once e.g. during subscriber’s registration in CS, if during the MO call set up due to DRVCC, the Ciphering key sequence number is the same as the one stored in MSC, then based on the indication that the call is due to DRVCC (DRVCC indicator flag in CM Service Request), and upon operator’s policy, the ciphering could start without the Authentication procedures. Under the previous mentioned conditions, the operator may define the number of MO Call setup due to DRVCC that wishes to skip the Authentication procedures and this way it lower the number of authentication procedures performed for a DRVCC call.

For Identification procedures

Based on the fact that the call is due to DRVCC (DRVCC indicator flag in CM Service Request), if the IMEI of the served subscriber is already present in MSC, the MSC need not attempt to fetch again the IMEI based on operator’s policy. Additionally, based upon operator’s policy check of the IMEI towards EIR can be avoided for the case the call has been identified as DRVCC.

The gain that can be achieved by the suppression of Authentication, Identification procedures is estimated to be up to 15-20% of the call setup time based on field measurements. 
The usage of STN as a means to suppress subscription based services will still remain relevant in order to prevent fraud call scenarios.  For example, the MSC server will not expect the presence of a DRVCC indicator in a CM Service Request but without STN in CC SETUP. If this happens it may be a fraud attempt by a UE trying to avoid suppressed security related functions, or get a higher priority.
Note: For the TMSI Reallocation procedure, if the operator has required to trigger TMSI reallocation e.g.  when the Location Area is changing, it will be unlikely to force the skip of this procedure for a DRVCC call. Nevertheless the TMSI reallocation is a pure CS procedure.
4. Conclusion
The introduction of DRVCC indicator in CM Service Request enabling the skip of the authentication, and identification procedures, leading to a faster call setup of the DRVCC call, thus faster transfer of the UE from WiFi to CS
This also results to a better user experience.
� The setup of a WiFi to CS DRVCC access transfer call will be mentioned as DRVCC call.
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