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***** Begin change *****
6.6.3
Integrity Protection of XML documents.

6.6.3.1
General

Integrity protection can be applied to a whole XML MIME body. When integrity protection is enabled, all XML MIME bodies transported in SIP requests and responses are integrity protected. The following XML MIME bodies used in the present specification in SIP signalling can be integrity protected:

-
application/vnd.3gpp.mcptt-info+xml;

-
application/poc-settings+xml;

-
application/resources-list+xml;

-
application/vnd.3gpp.mcptt-mbms-usage-info+xml;

-
application/vnd.3gpp.mcptt-location-info+xml;

-
application/vnd.3gpp.mcptt-affiliation-command+xml;

-
application/vnd.3gpp.mcptt-floor-request+xml; and

-
application/conference-info+xml.

If integrity protection is enabled, and one or more of the XML MIME bodies complying to the types listed above are included in a SIP request or SIP response, then a MIME body of type application/vnd.3gpp.mcptt-signed+xml is included in the SIP request or SIP response containing one or more signatures pointing to those XML MIME bodies as illustrated in Figure 6.6.3.3-1.

In order to integrity protect the XML MIME bodies listed above in this subclause in SIP requests and SIP responses, the MCPTT client and MCPTT server shall for each MIME body, include the Content-ID header field as specified in IETF RFC 2045 [68] containing a Content-ID ("cid") Uniform Resource Locator (URL) as specified in IETF RFC 2392 [62].


[image: image2.emf]<mcpttsigneddoc:signatures> 

XML MIME body 1

Content-ID:<mcptt1@op1.com> 

XML MIME body 2

Content-ID:<mcptt2@op1.com> 

XML MIME body 3

Content-ID:<mcptt3@op1.com> 

</mcpttsigneddoc:signatures> 

<xmldsig:Signature Id="signature1"> 

<xmldsig:Reference URI= “cid:mcptt1@op1.com”> 

………

</xmldsig: Reference>

………

</xmldsig:Signature>

<xmldsig:Signature Id="signature2"> 

<xmldsig:Reference URI= “cid:mcptt2@op1.com”> 

………

</xmldsig: Reference>

………

</xmldsig:Signature>

<xmldsig:Signature Id="signature3"> 

<xmldsig:Reference URI= “cid:mcptt3@op1.com”> 

………

</xmldsig: Reference>

………

</xmldsig:Signature>      


Figure 6.6.3.1-1: Integrity Protection of XML MIME bodies in SIP requests and SIP responses

Each MIME body that is integrity protected is assigned a unique signature.

When integrity protecting the XML content in SIP REFER request used for pre-established sessions, the application/vnd.3gpp.mcptt-signed+xml MIME type can appear twice in the SIP REFER request as illustrated in Figure 6.6.3.1-2.



[image: image4.emf]<mcpttsigneddoc:signatures> 

Refer-To:  <cid:mcptt1@op1.com>

<xmldsig:signature Id=”mysignature> 

<xmldsig:Reference URI= “cid:mcptt1@op1.com”>

………

</xmldsig:Reference>

……….

</xmldsig:signature>

<resources-list>

<list>

<entry uri=mcpttID1@op1.com; 

header1;header2; 

body = xmlbody1xmlbody2signatures>

</mcpttsigneddoc:signatures> 

</list>

</resource-lists>


Figure 6.6.3.1-2: Integrity Protection of XML MIME bodies in SIP REFER requests

-
an application/vnd.3gpp.mcptt-signed+xml MIME body is included in the SIP REFER request with a signature pointing to the application/resource-lists MIME body; and

NOTE 1:
Sensitive XML content placed in the application/resource-lists MIME body can be encrypted.

-
an application/vnd.3gpp.mcptt-signed+xml MIME is included in the hname "body" URI header field of the URI in the "uri" attribute of the <entry> element of the application/resource-lists MIME body in the SIP REFER request, containing signatures pointing to the XML MIME bodies included in the "body" URI header field.

NOTE 2:
Sensitive XML content placed in the hname "body" URI header field can be encrypted.
Configuration for applying integrity protection is not selective to a specific MIME body. If configuration for integrity protection is turned on, then all XML MIME bodies in SIP requests and responses are integrity protected. If configuration for integrity protection is turned off, then no XML MIME bodies in SIP requests and SIP responses are integrity protected.

***** End changes *****
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