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***** Next change *****
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
PDN connection for emergency bearer services: A PDN connection which was activated with request type "emergency" or "handover for emergency services".

***** Next change *****
5.1.1
Overview
This clause describes principles and procedures used for Wireless LAN control plane protocol for PDN connectivity handling in the UE and in the TWAG.
Re-transmission of WLCP messages for ensuring reliability of WLCP procedures is supervised by timers.

***** Next change *****
5.2.2
PDN connectivity establishment procedure initiation
The UE requests PDN connectivity establishment by sending a PDN CONNECTIVITY REQUEST message to the TWAG.
In order to request connectivity to a PDN using the default APN, the UE includes the Access point name IE in the PDN CONNECTIVITY REQUEST message according to the following conditions:

-
if use of a PDN using the default APN requires PAP/CHAP, then the UE should include the Access point name IE; and

-
in all other conditions, the UE need not include the Access point name IE.
In order to request connectivity to a non-default APN or to an additional PDN, the UE shall send a PDN CONNECTIVITY REQUEST message to the TWAG including the requested APN.
After sending the PDN CONNECTIVITY REQUEST message the UE shall start timer T3582 and enter the state PROCEDURE TRANSACTION PENDING (see example in figure 5.2.2.1).

[image: image1.emf]TWAG

PDN CONNECTIVITY ACCEPT

Stop T3582

PDN CONNECTIVITY REQUEST

Start T3582

PDN CONNECTIVITY COMPLETE

Stop T3585

Start T3585

OR

PDN CONNECTIVITY REJECT

Stop T3585

UE


Figure 5.2.2.1: PDN connectivity establishment procedure

The UE shall set the PDN type IE in the PDN CONNECTIVITY REQUEST message to IPv4 if:

-
the UE is only IPv4 capable;
-
the UE is both IPv4 and IPv6 capable, has been allocated an IPv6 address for this APN and received the ESM cause #52 "single address bearers only allowed" and the request type is "initial request" or "emergency"; or

-
the UE is both IPv4 and IPv6 capable, has been allocated an IPv4 address for this APN, received the ESM cause #52 "single address bearers only allowed" and the request type is "handover" or "handover for emergency services", and has not been allocated an IPv6 address for this APN.

The UE shall set the PDN type IE in the PDN CONNECTIVITY REQUEST message to IPv6 if:

-
the UE is only IPv6 capable;
-
the UE is both IPv4 and IPv6 capable, has been allocated an IPv4 address for this APN and received the ESM cause #52 "single address bearers only allowed" and the request type is "initial request" or "emergency"; or

-
the UE is both IPv4 and IPv6 capable, has been allocated an IPv6 address for this APN, received the ESM cause #52 "single address bearers only allowed" and the request type is "handover" or "handover for emergency services", and has not been allocated an IPv4 address for this APN.

The UE shall set the PDN type IE in the PDN CONNECTIVITY REQUEST message to IPv4v6 if:

-
the UE is both IPv4 and IPv6 capable and has not been allocated an IP address for this APN and the request type is "initial request" or "emergency";

-
the UE capability is unknown in the UE (as in the case when the MT and TE are separated and the capability of the TE is not known in the MT); or

-
the UE is both IPv4 and IPv6 capable, has been allocated both IPv4 address and an IPv6 address for this APN and the request type is "handover" or "handover for emergency services".

The UE shall not set the PDN type IE to PDN type value other than IPv4, IPv6 and IPv4v6.
The UE shall set the request type to "initial request" when the UE is establishing a new PDN connectivity. The UE shall set the request type to "handover" when the connectivity to a PDN is established upon handover from a 3GPP access network and the UE was connected to that PDN before the handover to the trusted WLAN access network. The UE shall set the request type to "emergency" when the UE is requesting a new PDN connection for emergency bearer services. The UE shall set the request type to "handover for emergency services" when a PDN connection for emergency bearer services is established upon handover of a PDN connection for emergency bearer services from a 3GPP access network and the UE was connected to a PDN connection for emergency bearer services in the 3GPP access network before the handover to the non-3GPP access network.
***** Next change *****
5.2.3
PDN connectivity establishment procedure accepted by the TWAG
Upon receipt of the PDN CONNECTIVITY REQUEST message, the TWAG checks if connectivity with the requested PDN can be established. If no requested APN is included in the PDN CONNECTIVITY REQUEST message and the request type is different from "emergency" and from "handover for emergency services", the TWAG shall use the default APN as the requested APN. If the request type is "emergency" or "handover for emergency services", the TWAG uses the APN configured for emergency bearer services or selects the statically configured PDN GW for unauthenticated UEs, if applicable.
If the requested PDN connection can be established, the TWAG shall send a PDN CONNECTIVITY ACCEPT message towards the UE. The TWAG shall retrieve the PTI from the PDN CONNECTIVITY REQUEST message and include it in the PDN CONNECTIVITY ACCEPT message. If the request type is different from "emergency" and from "handover for emergency services", both the network identifier part and the operator identifier part shall be included in the Access Point Name IE. Additionally, the TWAG shall include:
-
PDN connection ID to identify the PDN connection between the UE and the TWAG; and
-
MAC address of the TWAG to the UE. This MAC address is used by the UE and the TWAG to send the user plane packets for this PDN connection.

If connectivity with the requested PDN is accepted, but with a restriction of IP version (i.e. both an IPv4 address and an IPv6 prefix is requested, but only one particular IP version, or only single IP version bearers are supported/allowed by the network), cause #50 "PDN type IPv4 only allowed", #51 "PDN type IPv6 only allowed" ", or #52 "single address bearers only allowed", respectively, shall be included in the PDN CONNECTIVITY ACCEPT message. Upon sending the message the TWAG shall enter the state PDN CONNECTIVITY PENDING and PROCEDURE TRANSACTION PENDING and start the timer T3585.
If the UE requested PDN type IPv4v6, but the PDN GW configuration or UE subscription dictates the use of IPv4 only or IPv6 only for this APN, the network shall override the PDN type requested by the UE to limit it to a single address PDN type (IPv4 or IPv6). In the PDN CONNECTIVITY ACCEPT message the TWAG shall set the PDN type IE to either "IPv4" or "IPv6" and the ESM cause value to #50 "PDN type IPv4 only allowed", or #51 "PDN type IPv6 only allowed", respectively. The UE shall not subsequently initiate another UE requested PDN connectivity procedure to the same APN to obtain a PDN type different from the one allowed by the network until:

-
a new EAP Authentication procedure is performed (e.g. a new WLAN is selected);

-
the PDN type which is used to access to the APN is changed;

-
the UE is switched off; or

-
the USIM is removed.

If the UE requested PDN type IPv4v6, but the operator uses single addressing per bearer, e.g. due to interworking with nodes of earlier releases, the network shall override the PDN type requested by the UE to a single IP version only. In the PDN CONNECTIVITY ACCEPT message sent to the UE, the TWAG shall set the PDN type IE to either "IPv4" or "IPv6" and the ESM cause value to #52 "single address bearers only allowed". The UE should subsequently request another PDN connection for the other IP version using the PDN connectivity establishment procedure to the same APN with a single address PDN type (IPv4 or IPv6) other than the one already activated.

The TWAG shall set the value of the IP Address IE in the PDN CONNECTIVITY ACCEPT message as follows:
-
If the PDN type IE in the PDN CONNECTIVITY ACCEPT message is set to IPv4 or IPv4v6, the PDN Address IE shall contain an IPv4 address for the UE; and
-
If the PDN type IE in the PDN CONNECTIVITY ACCEPT message is set to IPv6 or IPv4v6, the PDN Address IE shall contain an IPv6 interface identifier.

Upon receipt of the PDN CONNECTIVITY ACCEPT message, the UE shall check the PTI to identify the UE requested PDN connectivity, stop timer T3582 and enter the state PROCEDURE TRANSACTION INACTIVE. The UE should ensure that the PTI assigned to this procedure is not released immediately. The way to achieve this is implementation dependent. While the PTI value is not released, the UE regards any received PDN CONNECTIVITY ACCEPT message with the same PTI value as a network retransmission.
If the UE receives an IPv6 interface identifier in the PDN CONNECTIVITY ACCEPT message, the UE may wait for the Router Advertisement from the network with the IPv6 prefix information or it may send a Router Solicitation if necessary.
***** Next change *****
5.2.4
PDN connectivity procedure not accepted by the TWAG
If connectivity with the requested PDN cannot be accepted by the network, the TWAG shall send a PDN CONNECTIVITY REJECT message to the UE (see example in figure 5.2.4.1). The message shall contain the PTI and a cause value indicating the reason for rejecting the UE-requested PDN connectivity.
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Figure 5.2.4.1: PDN connectivity establishment procedure not accepted by TWAG
The cause IE typically indicates one of the following cause values:
#8:
operator determined barring;
#26:
insufficient resources;

#27:
missing or unknown APN;

#28:
unknown PDN type;
#29:
user authentication failed;
#30:
request rejected by PDN GW;

#31:
request rejected, unspecified;

#32:
service option not supported;

#33:
requested service option not subscribed;

#34:
service option temporarily out of order;

#35:
PTI already in use;
#38:
network failure;

#50:
PDN type IPv4 only allowed;

#51:
PDN type IPv6 only allowed;
#52:
single address bearers only allowed;
#54:
PDN connection does not exist;
#55:
multiple PDN connections for a given APN not allowed;
#95 – 111:
protocol errors;
#113:
Multiple accesses to a PDN connection not allowed;
If the PDN type IE in the PDN CONNECTIVITY REQUEST message is set to a PDN type value other than IPv4, IPv6 and IPv4v6, the TWAG shall set the cause IE to #95 "semantically incorrect message".
If the cause value is #26 "insufficient resources", and the request type is different from "emergency" and from "handover for emergency services", the network may include a value for timer Tw1 in the PDN CONNECTIVITY REJECT message. If the request type is "emergency" or "handover for emergency services", the network shall not include the timer Tw1 in the PDN CONNECTIVITY REJECT message.
Upon receipt of the PDN CONNECTIVITY REJECT message, the UE shall stop timer T3582 and enter the state PROCEDURE TRANSACTION INACTIVE.
If the cause value is #26 "insufficient resources" and the Tw1 value IE is included, the UE shall take different actions depending on the timer value received for timer Tw1:

i)
if the timer value indicates neither zero nor deactivated, the UE shall stop timer Tw1 associated with the corresponding APN, if it is running. The UE shall start timer Tw1 with the value provided in the Tw1 value IE and not send another PDN CONNECTIVITY REQUEST message for the same APN until timer Tw1 expires, the timer Tw1 is stopped or the USIM is removed;

ii)
if the timer value indicates that this timer is deactivated, the UE shall not send another PDN CONNECTIVITY REQUEST message for the same APN until the UE is switched off or the USIM is removed; and

iii)
if the timer value indicates zero, the UE may send another PDN CONNECTIVITY REQUEST message for the same APN;

iv)
if the WLAN radio is disabled when the timer Tw1 is running and if the USIM in the UE remains the same when the WLAN radio is enabled, the UE shall behave as follows when the WLAN radio is enabled:

-
let t1 be the time remaining for Tw1 timeout when the WLAN radio was disabled and let t be the time elapsed since the WLAN radio was disabled until the WLAN radio was enabled. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.

If the cause value is #26 "insufficient resources" and the Tw1 IE is not included, the UE may send a PDN CONNECTIVITY REQUEST message for the same APN. 

***** Next change *****
5.2.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
UE initiated PDN connectivity request for an already existing PDN connection:

If the network receives a PDN CONNECTIVITY REQUEST message with the same combination of APN and PDN type as an already existing PDN connection:
-
if the information elements in the PDN CONNECTIVITY REQUEST message do not differ from the ones received within the previous PDN CONNECTIVITY REQUEST message, and the TWAG has not received the PDN CONNECTIVITY COMPLETE message from UE, the TWAG shall re-send the PDN CONNECTIVITY ACCEPT message and continue the previous procedure; and

-
if one or more information elements in the PDN CONNECTIVITY REQUEST message differ from the ones received within the previous PDN CONNECTIVITY REQUEST message, and multiple PDN connections for a given APN are not allowed, the network may release the existing PDN connection locally without notification to the UE and proceed with the requested PDN connectivity procedure or may reject this PDN connectivity procedure including the cause #55 "multiple PDN connections for a given APN not allowed", in the PDN CONNECTIVITY REJECT message; and


If the network receives a PDN CONNECTIVITY REQUEST message with request type "emergency" and the TWAG has not received the PDN CONNECTIVITY COMPLETE message from UE for the previous PDN connectivity request for emergency bearer services, the network shall resend the PDN CONNECTIVITY ACCEPT message and continue the previous procedure. If there is already a PDN connection for emergency bearer services existing, the TWAG shall reject the request with ESM cause #55 "multiple PDN connections for a given APN not allowed" or deactivate the existing PDN connection for emergency bearer services locally without notification to the UE and proceed with the requested PDN connectivity procedure.
b)
UE initiated PDN connectivity request with request type "handover" for a PDN connection that does not exist:


If the network receives a PDN CONNECTIVITY REQUEST message for either a default APN or a specific APN with request type set to "handover" and the TWAG does not have any information about that PDN connection, then TWAG shall reject the PDN connectivity request procedure including the cause #54 "PDN connection does not exist", in the PDN CONNECTIVITY REJECT message.
c)
Expiry of timer T3585:

On the first expiry of the timer T3585, the TWAG shall resend the PDN CONNECTIVITY ACCEPT message,  reset and restart timer T3585. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3585, the TWAG shall release possibly allocated resources for this activation and shall abort the procedure.
d)
UE initiated PDN connectivity request with request type "handover for emergency services" from an authenticated UE and the TWAG does not have any information about a P-GW currently in use for emergency services of the UE:


If the network receives a PDN CONNECTIVITY REQUEST message with request type set to "handover for emergency services" from an authenticated UE and the TWAG does not have any information about a P-GW currently in use for emergency services of the UE, then TWAG shall reject the PDN connectivity request procedure including the cause #54 "PDN connection does not exist", in the PDN CONNECTIVITY REJECT message.
f)
UE initiated PDN connectivity request with request type "handover for emergency services" from an unauthenticated UE and the TWAG is not configured with an address of a P-GW in the TWAG emergency configuration data:


If the network receives a PDN CONNECTIVITY REQUEST message with request type set to "handover for emergency services" from an unauthenticated UE and the TWAG is not configured with an address of a P-GW in the TWAG emergency configuration data, then TWAG shall reject the PDN connectivity request procedure including the ESM cause #54 "PDN connection does not exist", in the PDN CONNECTIVITY REJECT message.
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