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1
Introduction

Ecma TC32-TG17 has worked closely in cooperation with ETSI TISPAN in developing the TISPAN deliverables to date on corporate networking:
· TS 181 019 - Business Communication Requirements

· DTS/TISPAN-02040 -NGN-R2 (TS 182 023) - Interaction Scenarios stage 2/3
· DTS/TISPAN-02041 -NGN-R2 (TS 182 024) - Hosted Enterprise Services stage 2/3

· DTS/TISPAN-02042 -NGN-R2 (TS 182 025) - Business trunking stage 2/3

When this work was started, Ecma contributed a number of requirements, based on material in ECMA TR/91 on enterprise communication in Next Generation Corporate Networks (NGCN) involving Next Generation Networks (NGN):

http://www.ecma-international.org/publications/techreports/E-TR-091.htm.
Some of those requirements were refined slightly or added to during the course of the work.
In the main those requirements were taken into account during the work, although some remain to be addressed by future work.
As information for the workshop, the requirements are repeated below.

2
Requirements

2.1
General

REQ1. An NGN shall offer a standard SIP signalling interface to an NGCN based on standards track RFCs from the IETF.
REQ2. An NGN shall not make any assumptions about the nature of SIP entities within an NGCN.
NOTE. In addition to pure proxies in accordance with RFC 3261, there can be various designs of B2BUA.

REQ3. Except when providing a gateway to PSTN/ISDN or an application layer service, an NGN shall be transparent to signalling that is of an end-to-end nature and shall be tolerant of any that is not supported.

NOTE. In particular this applies, to SDP, where the NGN is required to be tolerant of any extensions. Also it applies to event packages that might not be supported by an NGN when a SUBSCRIBE request is targeted at an end user or enterprise rather than at an application within the NGN.

REQ4. An NGN shall be able to discriminate between normal traffic and intra-enterprise traffic when applying measures for complying with regulations, thus keeping enterprise network internal communications free from any unwanted intervention.
NOTE. For example, regulations might not require legal interception of intra-enterprise traffic or distinct procedures for emergency calling.

2.2
Media

REQ5. An NGN shall allow the use of any IP-based media during a communication session subject to the availability of resources and contractual arrangements. 
REQ6. Except where authorised through explicit agreement with the NGCN (by signalling or contract) or to meet formal legal requirements, an NGN shall not intervene in media transport above the transport layer.

NOTE. Examples of reasons for agreed intervention are transcoding, translation and bridging. The default of no intervention is to avoid undue performance impairment (particularly for real-time telemetry data, bidirectional audio and video) and to safeguard perceived confidentiality of the media.

REQ7. An NGN shall allow the transport of media by via the same NGN as signalling and the transport of media via other routes.

NOTE. For example, for communication between two enterprise networks, an NGN may be involved in signalling (to assist in routing from the first enterprise to the second enterprise), but media traffic could flow directly through any IP network such as the public Internet.

2.3
NAT and firewall traversal

REQ8. An NGN shall allow an NGCN to use UNSAF (Unilateral Self-Address Fixing) methods (e.g., STUN, ICE) as a means of NAT traversal, thereby eliminating any need for an NGN to inspect or modify transported IP addresses and ports in SIP/SDP messages.

NOTE. This does not preclude an NGN offering other NAT traversal solutions that might involve inspecting or modifying IP addresses and ports in SIP/SDP messages. However, the deployment of such techniques should be subject to agreement with the NGCN operator, since such behaviour can be detrimental (e.g., by preventing end-to-end encryption or integrity protection of SDP information).

ETSI difference: The original wording sent to ETSI TISPAN was "An NGN shall allow an NGCN to use methods such as STUN and ICE as a means of NAT traversal, thereby eliminating … ", but the meaning was essentially the same.

REQ9. An NGN shall allow an NGCN to undertake end-to-end connectivity checks (in accordance with ICE) to ensure satisfactory NAT and firewall traversal for media prior to call completion.

NOTE. One of the common problems with VoIP today is the absence of connectivity, one-way connectivity or a delay following answer before connectivity is achieved. The requirement above aims to address this by ensuring connectivity as soon as the call is answered or clean rejection of the call if connectivity cannot be achieved.
REQ10. An NGN shall allow the SIP entity (e.g., proxy) within an NGCN to be behind a NAT or firewall with respect to the NGN, thereby placing restrictions on the ability for the NGN to be able to send packets to the NGCN.

NOTE. This will probably require the use of techniques known as "SIP outbound" to ensure that there is always 2-way connectivity between the NGCN proxy and the NGN proxy.
2.4
User identities

REQ11. An NGN shall support identification of users and services by means of Addresses of Records in the form of SIP or SIPS URIs and optionally by means of telephone URIs.

REQ12. An NGN shall allow an NGCN to use its own domain name for its user identities.

REQ13. An NGN shall allow an NGCN freedom to choose its own user parts for SIP/SIPS URIs within its own domain.

NOTE. For example, an NGCN might choose to use alphabetic characters.

NOTE. An NGCN might use aliases internally. For example, aliases that reveal a user's real name might be used internally but when communicating with or via an NGN, numeric or random user-parts might be used for anonymity. Also an NGCN might use only group URIs externally, rather than using an individual's URI, if return or repeat calls to that individual are not desired. Such behaviour should not be visible to the NGN.

REQ14. An NGN shall allow an NGCN to assign new identities within its domain without prior arrangement with the NGN.

REQ15. An NGN shall support NGCN user identities that map to E.164 numbers.

REQ16. An NGN shall allow an NGCN to change mappings between identities within its domain and E.164 numbers without prior arrangement with the NGN.

NOTE. This implies that for a call from PSTN/ISDN to the NGCN the NGN must be able to determine that the called E.164 number is within the NGCN domain and hence route the call to the NGCN indicating as destination either called the E.164 number or a discovered NGCN identity obtained from information published by the NGCN (e.g., DNS). One solution might be for the NGN to use infrastructure ENUM to identify the NGCN and let the NGCN then do further routing based on the E.164 number. An alternative would be private ENUM, whereby the NGN would translate to a non-E.164-based URI suitable for passing to the NGCN.

REQ17. An NGN shall support NGCN user identities that do not map to E.164 numbers.

NOTE. Although NGCN user identities that do not map to E.164 numbers will not be directly reachable from PSTN/ISDN, they should be reachable from other NGCN or NGN users.

REQ18. An NGN shall not require to know about individual device (SIP UAs) registered for a given identity (Address of Record) within an NGCN domain.

NOTE. This implies the SIP registrar and location server functionality be located within the NGN and that REGISTER requests from UAs be handled within the NGCN and not forwarded to the NGN.

2.5
User identity delivery

REQ19. An NGN shall be able to deliver calling and connected user identities to the NGCN, subject to availability and the absence of privacy or regulatory requirements that forbid such delivery. 

REQ20. When delivering a calling or connected user identity to the NGCN, an NGN shall deliver an identity suitable for making a return or repeat call to the user concerned, subject to the conditions in REQ19.

NOTE. This means that if the user is in another domain (the call perhaps having been forwarded by the NGCN to the NGN), the NGN is required to deliver the identity supplied by that NGCN, and not some default identity for the NGCN, which would result in return or repeat calls going to an attendant, for example. Similarly if the user is in a different part of the enterprise network, perhaps using the NGCN site as a break-out point to the NGN, the NGN is required to deliver the identity supplied by the NGCN.
REQ21. When delivering a calling or connected user identity to an NGCN, an NGN shall provide appropriate evidence of the authenticity of that identity.

NOTE. In SIP terms, this means either use of the P-Asserted-Identity header field, with reliance on transitive trust right back to the originating domain, or use of the From header field coupled with a signature in the Identity header field supplied by the originating domain.

REQ22. When receiving a calling or connected user identity from an NGCN, an NGN shall be able to accept evidence of the authenticity of that identity.

NOTE. This is required for purposes such as ensuring that the identity is fit for delivery to other parties, e.g., for return or repeat call purposes. In SIP terms, this means either use of the P-Asserted-Identity header field or use of the From header field coupled with a signature in the Identity header field supplied by the NGCN domain.

REQ23. An NGN shall be able to apply privacy to calling and connected user identities within an NGCN on a permanent or call-by-call basis, such that identities are not disclosed to other parties.

NOTE. This means that an NGN must not deliver to other parties in such circumstances either an identity supplied by the NGCN (and marked as private) or a default identity that the NGN assigns to the NGCN.

2.6
User agent identities

REQ24. An NGN shall deliver globally routable UA identities (contact URIs) to the NGCN.

NOTE. Although within the context of a SIP dialog, contact URIs that are not globally routable can be used if the record route mechanism is used to assist routing, globally routable contact URIs are needed for routing requests outside the context of an existing dialog to a particular UA.

2.7
Signalling security

REQ25. An NGN shall provide encryption and integrity protection of SIP messages on the NGCN-NGN interface.

NOTE. TLS would be a solution for this.

NOTE. No requirement is seen for the ability not to use security on the NGCN-NGN interface, i.e., a solution where security is always provided would be acceptable and perhaps desirable.

REQ26. An NGN shall provide an NGCN with means of authenticating the first hop SIP entity within the NGN.

NOTE. For example, the use of an appropriate certificate by the NGN for signing messages during TLS handshake would fulfil this requirement.

NOTE. An NGN may also require an NGCN to deliver a certificate for the purpose of authenticating the NGCN. This might be useful in the context of authorization and billing for NGN services.

REQ27. An NGN shall allow the encryption and integrity checking of data in SIP messages for end-to-end delivery when required by the NGCN without requiring access to the key, except where regulatory requirements dictate otherwise.

NOTE. Examples are geographic location information and parameters for media security. Where certain parts of such data need to accessed (but not modified) by the NGN, arrangements will need to be made for this to be delivered to the NGN separately (either unencrypted or encrypted for decryption by the NGN). ). For intra-enterprise traffic routed through an NGN, regulatory issues will not apply.

REQ28. An NGN shall be able to provide security (encryption, authentication and integrity checking) of signalling on each signalling hop between communication partners on request and each NGN shall be able to provide to the NGCN evidence that this is provided.
NOTE. This can in principle be achieved using the SIPS URI scheme, although some flaws with this are currently being investigated in the IETF.

2.8
Media security

REQ29. An NGN shall permit media to be secured (encrypted, authenticated and integrity protected) end-to-end or end to PSTN/ISDN gateway, except where authorised intervention in media occurs (see REQ6).

REQ30. An NGN shall permit key management for the purpose of media security to take place between the end devices (or end device to PSTN/ISDN gateway), with cryptographic evidence that this is so.

NOTE. For example, if an NGCN user receives from the NGN authenticated identity of the remote user, the user also needs evidence that key exchange is carried out with that user's device, and not with some network intermediary.

2.9
Mobility

NOTE. The mobility requirements below relate to nomadicity (roaming without session continuity). Requirements for session continuity while roaming are for further study. The requirements below apply to mobility of an NGCN user. Requirements for NGN users (e.g., residential users) roaming into the NGCN environment are for further study.

REQ31. An NGN shall allow an NGCN user to engage in terminal and user mobility (nomadicity) between different NGCNs forming part of the same enterprise.

REQ32. An NGN shall allow an NGCN user to engage in terminal and user mobility (nomadicity) between an NGCN and an NGN (residential or SOHO access) and vice versa, subject to appropriate arrangements being in place.

REQ33. An NGN shall allow an NGCN user to engage in terminal and user mobility (nomadicity) between NGCNs belonging to different enterprises (e.g., when visiting a hotel or café), subject to appropriate arrangements being in place with the visited NGCN.

2.10
Interaction with HES

REQ34. An NGN shall support enterprises that comprise mixtures of NGCN and HES solutions, including communication between users supported by NGCN and users supported by HES.

REQ35. An NGN shall allow an enterprise user to move office between a location supported by NGCN and a location supported by HES or vice versa without the need for communication partners to be aware of that change, i.e., with no change of SIP AoR.

NOTE. For example, a user john@example supported by NGCN moves to a branch office supported by HES. The user should keep this same identity.

REQ36. An NGN shall allow an enterprise user to move his/her terminal between a location supported by NGCN and a location supported by HES or vice versa with minimal reconfiguration.

NOTE. This means that industry-standard SIP devices for enterprise should be capable of connection to NGN for HES purposes. Although some reconfiguration will be necessary to accommodate the change of local network, as much as possible should be done automatically.
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