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* * * * * * FIRST CHANGE * * * * * *
[bookmark: _Toc20208492][bookmark: _Toc36044603][bookmark: _Toc45216084][bookmark: _Toc114864305]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 24.281:"Mission Critical Video (MCVideo) call control; Protocol specification".
[3]	IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications".
[4]	IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[5]	3GPP TS 24.481: "Mission Critical Services (MCS) group management Protocol specification".
[6]	3GPP TS 24.483: "Mission Critical Services (MCS) Management Object (MO)".
[7]	3GPP TS 24.484: "Mission Critical Services (MCS) configuration management protocol specification".
[8]	3GPP TS 33.180: "Security of the mission critical service".
[9]	IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".
[10]	IETF RFC 6509: "MIKEY-SAKKE: Sakai-Kashar Key Encryption in Multimedia Internet KEYing (MIKEY)".
[11]	3GPP TS 23.281: "Functional architecture and information flows to support Mission Critical Video (MCVideo); Stage 2".
[12]	3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".
[13]	3GPP TS 26.346: " Multimedia Broadcast/Multicast Service (MBMS); Protocols and codecs".
[r24008]	3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[r29468]	3GPP TS 29.468: "Group Communication System Enablers for LTE (GCSE_LTE); MB2 Reference Point; Stage 3".

* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208494][bookmark: _Toc36044605][bookmark: _Toc45216086][bookmark: _Toc114864307]3.1	Definitions
For the purposes of the present document, the terms and definitions given in 3GPP 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP 3GPP TR 21.905 [1].
Transmission request queue: The transmission request queue used by the transmission control server to queue received Transmission Request messages.
Controlling MCVideo function: The MCVideo server performing a controlling role.
Effective priority: The priority decision determined by the transmission control server based on multiple input parameters like transmission priority, participant type, type of call etc. of the current transmission request and of the current participant to which transmission is granted if any and the local policy.
MBMS bearer: The service provided by the EPS to deliver the same IP datagrams to multiple receivers in a designated location.
MBMS subchannel: A logical channel which uses resources of an activated and announced MBMS bearer identified by the TMGI of the MBMS bearer and additional parameters, like UDP port, associated to a group or the MBMS subchannel used to e.g., inform when a transmission call is started or ended.
Media plane control protocols: Protocols in the media plane used for transmission control, pre-established session call control and MBMS subchannel control.
Participating MCVideo function: The MCVideo server performing a participating role.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.281 [11] apply:
Transmission control
Transmission participant
Transmission control server
Group call
MCVideo call
MCVideo server performing a controlling role
MCVideo server performing a participating role
MCVideo user
Mission critical video
Private call
SIP core
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.179 180 [148] apply:
Client Server Key (CSK)
Client Server Key Identifier (CSK-ID)
Group Master Key (GMK)
Group Master Key Identifier (GMK-ID)
Multicast Key for Floor Control (MKFC)
Identifier of Multicast Key for Floor Control (MKFC-ID)
Multicast Signalling Key (MuSiK)
Multicast Signalling Key Identifier (MuSiK-ID)
Private Call Key (PCK)
Private Call Key Identifier (PCK-ID)
Signalling Protection Key (SPK)
Signalling Protection Key Identifier (SPK-ID)
MBMS SubChannel Control Key (MSCCK)
MBMS SubChannel Control Key Identifier (MSCCK-ID)
For the purposes of the present document, the following terms and definitions given in IETF RFC 3711 [164] apply:
SRTP master key (SRTP-MK)
SRTP master key identifier (SRTP-MKI)
SRTP master salt (SRTP-MS)
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208506][bookmark: _Toc36044617][bookmark: _Toc45216098][bookmark: _Toc114864319]4.1.2.1	General
The participating MCVideo function can use an MBMS bearer for the DL transmission of the media and the media control plane.
The participating MCVideo function decides to activate an MBMS bearer. After the activation of the MBMS bearer, as specified in 3GPP TS 29.468 [r294686], the TMGI of this MBMS bearer is announced to the MCVideo clients in the MBMS service area of this MBMS bearer. This announcement enables the MCPVideo client to listen (decode/demodulate) this MBMS bearer. The activation of an MBMS bearer and the announcement of the TMGI create a pool of MBMS subchannel resources without any association to a group or other purposes.
The criteria for a participating MCPVideo function to decide to activate and use an MBMS bearer is implementation dependent.
An MBMS bearer can be used for the DL transmission for more than one group. For this, additional parameters like destination UDP port are used for enabling the differentiation of messages and packets belonging to different groups over the same MBMS bearer by a receiving MCVideo client.
When a TMGI is announced a general purpose MBMS subchannel is created by defining an association between the identity of the general purpose MBMS subchannel (e.g., 'general purpose') and the TMGI (of the activated and announced MBMS bearer) together with the parameters (e.g., UDP port) differentiating this general purpose MBMS subchannel in this MBMS bearer. The parameters of this general purpose MBMS subchannel can be communicated to the MCVideo clients in the MBMS service area of this MBMS bearer using unicast over-the air transmission or can be pre-defined and stored in the MCVideo user profile that is downloaded to the MCVideo UE.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208512][bookmark: _Toc36044623][bookmark: _Toc45216104][bookmark: _Toc114864325]4.2.1	Controlling MCVideo function
According to 3GPP TS 23.281 [511] the controlling MCVideo function is divided into a transmission control server and a media distribution function. In the present document the internal structure of the MCVideo server is illustrated in figure 4.2.1-1.
[bookmark: _MCCTEMPBM_CRPT38000000___4]



NOTE:	The real internal structure of the MCVideo server is implementation specific but a possible internal structure is shown to illustrate the procedures.
Figure 4.2.1-1: Internal structure of transmission control in the controlling MCVideo function
All entities in the controlling MCVideo function are assumed to have a direct communication interface to the application and signalling plane. The interface to the application and signaling plane carries information about SIP session initialisation and SIP session release, SDP content, etc.
The reference point MCVideo-3 is described in 3GPP TS 23.281 [511].
The transmission and reception control interface towards the MCVideo client receives and transmits the transmission control and reception control messages from and to the MCVideo client via the participating MCVideo function. The procedures are controlled by the state machines described in clause 6.3.5 and clause  6.3.7. One transmission control state machine and one reception control state machine are needed for each MCVideo client participating in an MCVideo call. 
The transmission and reception control arbitration logic is performing the transmission and reception control. The transmission and reception control arbitration logic is controlled by the state machines described in clause 6.3.4 and clause  6.3.5. One transmission control state machine and one reception control ared needed per MCVideo call.
The transmission request queue is accessible both by the transmission and reception control interface towards the MCVideo client for all MCVideo clients in the call and the transmission and reception control arbitration logic.
The network media interface is receiving and sending media from and to the associated MCVideo client via the participating MCVideo function. The network media interface is out of scope of the present document. One network media interface is needed for each MCVideo client participating in an MCVideo call. 
The media distributor is controlled by the transmission and reception control arbitration logic. The media distributor is out of scope of the present document. One media distributor is needed per MCVideo call.
The internal interfaces are assumed to transport the following types of information.
1.	The interface between the network media interface and the transmission and reception control interface towards the MCVideo client:
a.	Indication that the network media interface has started to receive media packets from the associated MCVideo client or that media packets are no longer received from the associated MCVideo client.
NOTE:	It is an implementation option whether an indication e.g. is sent for every received RTP media packet or only when the first packet is received and then when no more RTP packets are received.
2.	The interface between the transmission and reception control interface towards the MCVideo client and the transmission and reception control arbitration logic:
a.	Transmission control and reception control messages to and from the associated MCVideo client, requests to create or delete the state machine instance for the associated MCVideo client. The transmission control and reception control messages to the transmission and reception control arbitration logic are limited to transmission control and reception control messages that will change the state of the transmission.
3.	The interface between the network media interface and the media distributor:
a.	Media to and from associated MCVideo clients. This interface is out of scope of the present document.
4.	The interface between the transmission and reception control arbitration logic and the media distributor:
a.	Requests to start or stop distributing media to participants in the MCVideo call. Indication that the media distributor has started to receive media packets from the network media interface associated with the MCVideo client with the permission to send media or that media packets are no longer received from the network media interface from the associated MCVideo client.
5.	The interface between the transmission and reception control interface towards the MCVideo client and the transmission request queue:
a.	Requests to store received Transmission Request messages in the queue or requests to remove Transmission Request messages from the queue and the queue content for building the Transmission Queue Position Info message.
6.	The interface between the transmission and reception control arbitration logic and the transmission request queue:
a.	Requests to store received Transmission Request messages in the queue or requests to remove Transmission Request messages from the queue. Indications that the queue is modified.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208522][bookmark: _Toc36044633][bookmark: _Toc45216114][bookmark: _Toc114864336]4.3.2	Control channel realization
The media plane control channel is realized by sending RTCP APP packets on top of UDP/IP. RTCP APP packets are defined in IETF RFC 3550 [63]. The MCVideo specific coding of the RTCP APP packets is defined in clause 8 of the present document. 
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208532][bookmark: _Toc36044643][bookmark: _Toc45216124][bookmark: _Toc114864346]5.4	Participating MCVideo function
An MCVideo server providing the participating MCVideo function shall:
1.	support the role of a participating MCVideo function as specified in 3GPP TS 23.281 [11];
2.	distribute transmission control messages as described in clause 6.3 and support associated procedures as specified in clause 6.4;
3.	support media plane security as specified in clause 13; and
4.	when operating in systems that support and employ MBMS functionality, act as a GCS AS as specified in 3GPP TS 29.468 [r294686] and execute the related MBMS subchannel control procedures as specified in clause 10.2.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208633][bookmark: _Toc36044744][bookmark: _Toc45216225][bookmark: _Toc114864448]6.3.2.2	Initial procedures
When an MCVideo call is established a new instance of the transmission control server state machine for 'general transmission control operation' is created.
For each MCVideo client added to the MCVideo call, a new instance of the transmission control server state machine for 'basic transmission control operation towards the transmission participant' is added.
When an MCVideo call is established a new instance of the transmission control server state machine for 'general reception control operation' is created.
For each MCVideo client added to the MCVideo call, a new instance of the transmission control server state machine for 'basic reception control operation towards the transmission participant' is added.
If the optional "mc_queueing" feature is supported and has been negotiated as specified in clause 14, the transmission control server could queue the implicit transmission control request for the media-transmission control entity.
The original initial SIP INVITE request or SIP REFER request to establish an MCVideo chat group call or to rejoin an ongoing MCVideo call is not handled as an implicit transmission control request message by the transmission control server unless explicitly stated in the SIP INVITE request or in the SIP REFER request.
The permission to send media to the inviting MCVideo client due to implicit transmission control request is applicable to both confirmed indication and unconfirmed indication.
When the first unconfirmed indication is received from the invited participating MCVideo function (see 3GPP TS 24.281  [2]) the transmission control server optionally can give an early indication to send RTP media packets, to the inviting MCVideo client.
If an early indication to send RTP media packets is given to the inviting MCVideo client, the transmission participant is granted the permission to send media and the MCVideo server buffers RTP media packets received from the MCVideo client at least until the first invited MCVideo client accepts the invitation or until the RTP media packet buffer exceeds it maximum limit to store RTP media packets. 
If the MCVideo server does not support or does not allow media buffering then when an early indication to send RTP media packets is not given to the inviting MCVideo client, the transmission participant is granted the permission to send media when the first invited MCVideo client accepts the media.
Before the transmission control server sends the first transmission control message in the MCVideo call, the transmission control server has to assign itself a SSRC identifier to be included in media transmission control messages and quality feedback messages if the MCVideo server is supporting that option. A suitable algorithm to generate the SSRC identifier is described in IETF RFC 3550 [3].
The transmission participant and the transmission control server can negotiate the maximum priority level that the transmission participant is permitted to request. The transmission control server can pre-empt the current sender based on the negotiated maximum priority level that the transmission participant is permitted to request and the priority level included in the Transmission Media Request message.
NOTE:	The maximum priority level that a transmission participant can use is negotiated as specified in clause 14.3.3 and is based on group configuration data retrieved by the controlling MCVideo function from the group management server as described in 3GPP TS 24.481 [125] and service configuration data retrieved by the controlling MCVideo function from the configuration management server as described in 3GPP TS 24.484 [137].
The transmission participant and the transmission control server can negotiate queueing of Transmission requests using the "mc_queueing" fmtp attribute as described in clause 14. If queueing is supported and negotiated, the transmission control server queues the transmission control request if a Transmission Media Request message is received when another transmission participant has the transmission and the priority of the current speaker is the same or higher.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208652][bookmark: _Toc36044763][bookmark: _Toc45216244][bookmark: _Toc114864468]6.3.4.4.7A	Receive Transmission Media Request message without pre-emptive priority (R: Transmission Media Request)
Upon receiving a Transmission Media Request message, the transmission control arbitration logic in the transmission control server:
1.	shall reject the request if one of the following conditions is fulfilled:
a.	if the counter Cx (Simultaneous transmission video) has reached its upper limit and did not negotiate queueing; and
b.	<on-network-recvonly> element is present in the <entry> element as specified 3GPP TS 24.481 [125] for the associated transmission participant;
2.	if the request is rejected, the transmission control server:
a.	shall send the Transmission Media Deny message. The Transmission Media Deny message:
i.	shall include in the Reject Cause field the <Reject Cause> value - cause #5 (Receive only), if the <on-network-recvonly> element is present in the <entry> element as specified in 3GPP TS 24.481 [125] for the associated transmission participant; and
ii.	may include an additional text string explaining the reason for rejecting the transmission request in the <Reject Phrase> value of the Reject Cause field; and
b.	shall remain in the 'G: Transmission Taken' state.; and
3.	if counter Cx (Simultaneous transmission video) has not reached its upper limit:
	a.	if the Transmission Media request is granted, the transmission control server:
i.	shall perform the actions specified in the clause 6.3.4.4.2;.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc114864623]6.5.2.3.3	Start acting as a non-controlling MCVideo function (Step 2)
When receiving a request from the application and signalling plane to finalize the switch to non-controlling MCVideo function behaviour, the transmission control server:
1.	shall start acting as a transmission control server interface;
2.	if an active transmission request queue exists, for each queued transmission request in the active transmission request queue:
NOTE:	The active transmission request queue was built up when the non-controlling MCVideo function was acting as a transmission control server.
a.	shall send a Transmission Request message to the transmission control server. The Transmission Request:
i.	shall include all fields included by the transmission participant;
ii.	if a Track Info field is included, shall include the temporary identifier at the end of the <Transmission Participant Reference> value item; and
iii.	if a Track Info field is not included, shall include a Track Info field populated as follows:
A.	shall include the "mc_queueing" fmtp attribute value negotiated as specified in clause 14 in the <Queueing Capability> value;
B.	shall include a <Participant Type> value based on the <participant-type> element specified in 3GPP TS 24.481 [125], if a value in the <participant-type> element is available, otherwise set the <Participant Type> value to "unknown"; and
C. shall include the temporary identifier as the first <Transmission Participant Reference> value;
3.	if an active ttransmission request queue exists, shall move the active ttransmission request queue to a passive ttransmission request queue; and
4.	shall perform the actions in the clause 6.5.4.
When receiving an indication from the application and signalling plane that an MCVideo client has joined the session, the transmission participant interface shall perform the actions in clause 6.5.5.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208787][bookmark: _Toc36044898][bookmark: _Toc45216384][bookmark: _Toc114864676]7.1	General
Transmission control in off-network can be performed in two ways:
-	Single arbitrator: transmission participants rely on a single participant designated as transmission arbitrator for the arbitration of transmission requests.
-	Self arbitration: each transmission participant arbitrates its own transmission based on its view of the topology.
Both of the approaches, as appropriate for the deployment model, can be adopted for a MCVideo group using the "/<x>/<x>/OffNetwork/MCVideo/ArbitrationApproach" configuration parameter.
If the value of "/<x>/<x>/OffNetwork/MCVideo/ArbitrationApproach" leaf node present in group configuration as specified in 3GPP TS 24.483 [46] is set to:
-	"single", then single arbitrator approach applies; or
-	"self", then self arbitration approach applies.
In the single arbitrator approach, one MCVideo client assumes the responsibility for arbitration of transmission requests for all group members within range. All requests for transmission are directed to the arbitrator, and the arbitrator checks the configured limits on the simultaneous transmissions, and grants or denies the request. If an MCVideo client is out of range of the current arbitrator, the MCVideo client is allowed to transmit and also become a transmission arbitrator.  If there is insufficient capacity to carry an extra transmission i.e. the configured limit for simultaneous transmissions is reached, the MCVideo client can request that an existing transmitting MCVideo client is pre-empted; the pre-emption request is sent to the transmission arbitrator.
In the self arbitration approach, each MCVideo client decides for itself whether there is sufficient capacity to carry the transmission. If it determines that there is insufficient capacity i.e. the configured limit for simultaneous transmissions is reached, and from its perspective another transmitting MCVideo client has a lower priority, the requesting MCVideo client can send an override request directly to this other transmitting MCVideo client, which will either accept the override request and give way, or deny the override request.
In both the single arbitrator approach and the self arbitration approach, if there is insufficient capacity to carry the communication i.e. the configured limit on the simultaneous transmissions is reached, the MCVideo client can report this to the MCVideo user. The MCVideo user can decide to transmit anyway, and instruct the MCVideo client to proceed with the transmission.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208790][bookmark: _Toc36044901][bookmark: _Toc45216387][bookmark: _Toc114864679]7.2.1.2	Determine off-network transmission priority
In the absence of a mission critical organization's method for determining off-network transmission priority, the following procedure shall be used. Otherwise, the mission critical organization's method shall supersede this clause. 
Upon receiving a Transmission Request message, to determine the transmission priority of the Transmission Request message, the transmission arbitrator:
1.	shall check the presence of Transmission priority field in the received Transmission Request message. If present, the transmission arbitrator:
a.	shall determine the transmission priority of the Transmission Request message by choosing the lowest value from the following inputs:
i.	the value of the Transmission priority field in the received Transmission Request message;
ii.	the value of the "/<x>/<x>/Common/MCPTTGroupMemberList/<x>/UserPriority" leaf node of the sender of the Transmission Request message, present in group configuration as specified in 3GPP TS 24.483 [46]; and
iii.	the value of the "/<x>/OffNetwork/NumLevelHierarchy" leaf node present in service configuration as specified in 3GPP TS 24.483 [46]; and
2.	if the Transmission priority field is not present in the Transmission Request message, the transmission arbitrator:
a.	shall use the minimum value allowed for the Transmission priority as transmission priority of the Transmission Request message.
Once the transmission priority of the Transmission Request message is determined, to determine the effective priority of the Transmission Request message, if the number of transmitters has reached maximum, the transmission arbitrator: 
1.	shall check the type of call indicated by the Transmission Indicator field of the received Transmission Request message and:
a.	if the type of call indicated by the Transmission Indicator field is Normal call and:
i.	if the current type of the call is normal, shall continue to check the next input parameter from step 2; or
ii	if the current type of the call is emergency or imminent-peril, shall deny the transmission request and skip step 2;
b.	if the type of call indicated by the Transmission Indicator field is Imminent peril call and:
i.	if the current type of the call is normal:
A.	shall pre-empt a current transmitter;
B.	shall grant the transmission request; and 
C.	shall skip step 2;
ii.	if the current type of the call is imminent-peril, shall continue to check the next input parameter from step 2; and
iii.	if the current type of the call is emergency, shall deny the transmission request and skip step 2;
c.	if the type of the call indicated by the Transmission Indicator field is Emergency call and:
i.	if the current type of the call is normal or imminent-peril:
A.	shall pre-empt a current transmitter; and
B.	shall grant the transmission request;
C.	shall skip step 2;
ii.	if the current type of the call is emergency, shall continue to check the next input parameter from step 2; and
2.	shall compare the determined transmission priority of the received Transmission Request message to the effective priority of the current transmitters (determined at the time of transmission grant to the current transmitters) and:
a.	if the effective priority of all the current transmitters are equal to or higher than the determined transmission priority of the Transmission Request message, shall deny the transmission request; and
b.	if the determined transmission priority of the Transmission Request message is higher than any of the current transmitters:
i.	shall pre-empt a current transmitter with lower priority; and
ii.	shall grant the transmission request.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208955][bookmark: _Toc36045066][bookmark: _Toc45216552][bookmark: _Toc114864847]9.3.3.4	TMGI field
Table 9.3.3.4-1 describes the coding of the TMGI field.
Table 9.3.3.4-1: TMGI field coding
[bookmark: _MCCTEMPBM_CRPT38000124___4]0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TMGI           |TMGI           |TMGI                           |
|ID             |length         |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               :
:                                            (Padding)          :
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The <TMGI field ID> value is a binary value and shall be set according to Field ID value for TMGI in table 9.3.3.1-21.
The <TMGI length> value is a binary value indicating the length in octets of the <TMGI> value item.
The <TMGI> value is coded as described in 3GPP TS 24.008 [r2400811] clause 10.5.6.13 excluding the Temporary Mobile Group Identity IEI and Length of Temporary Mobile Group Identity contents (octet 1 and octet 2 in 3GPP TS 24.008 [r2400811] clause 10.5.6.13).
If the length of the <TMGI> value is not (2 + multiple of 4) bytes, the <TMGI> value shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes should be set to zero. The padding bytes shall be ignored.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208967][bookmark: _Toc36045078][bookmark: _Toc45216564][bookmark: _Toc114864859]9.4.3.3	Status changing MCVideo User Identity field
The Status changing MCVideo User Identity field contains the MCVideo ID identifying the Status changing MCVideo user.
Table 9.4.3.3-1 describes the coding of the Status changing MCVideo User Identity field.
Table 9.4.3.3-1: Status changing MCVideo User Identity field coding
[bookmark: _MCCTEMPBM_CRPT38000131___4]0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Status changing|Status changing|Status changing MCVideo        |
|MCVideo User   |MCVideo User   |User Identity                  |
|Identity field |Identity length|                               |
|ID             |               |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               :
:                                             (Padding)         :
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The <Status changing MCVideo User Identity field ID> value is a binary value and shall be set according to table 9.4.3.1-1.
The <Status changing MCVideo User Identity length> value is a binary value indicating the length in octets of the <MCVideo Group Identity> value item except padding.
The <Status changing MCVideo User Identity> value contains the MCVideo ID of the Status changing MCVideo user. The <Status changing MCVideo User Identity> value shall be coded as specified in the table 9.4.3.3-2. The MCVideo ID is specified in 3GPP TS 24.379 281 [2].
Table 9.4.3.3-2: ABNF syntax of string values of the <Status changing MCVideo User Identity> value
status-changing-mcvideo-user-identity = URI

If the length of the <Status changing MCVideo User Identity> value is not (2 + multiple of 4) bytes, the <Status changing MCVideo User Identity> value shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes should be set to zero. The padding bytes shall be ignored.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208969][bookmark: _Toc36045080][bookmark: _Toc45216566][bookmark: _Toc114864861]9.4.3.5	Group broadcast alias field
The Group broadcast alias field contains the URI identifying the Group broadcast alias.
Table 9.4.3.5-1 describes the coding of the Group broadcast alias field.
Table 9.4.3.5-1: Group broadcast alias field coding
[bookmark: _MCCTEMPBM_CRPT38000133___4]0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Group Broadcast|Group Broadcast|Group Broadcast alias          |
|alias field ID |alias field    |                               |
|               |length         |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               :
:                                             (Padding)         :
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The <Group broadcast alias field ID> value is a binary value and shall be set according to table 9.4.3.1-1.
The <Group broadcast alias field length> value is a binary value indicating the length in octets of the <Group broadcast alias> value item except padding.
The <Group broadcast alias> value contains the URI of the group broadcast alias. The <Group broadcast alias> value shall be coded as specified in the table 9.4.3.5-2. The group broadcast alias is specified in 3GPP TS 23.280 [2312].
Table 9.4.3.5-2: ABNF syntax of string values of the <Group broadcast alias> value
group-broadcast-alias = URI

If the length of the <Group broadcast alias> value is not (2 + multiple of 4) bytes, the <Group broadcast alias> value shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes should be set to zero. The padding bytes shall be ignored.
[bookmark: _Toc20208970][bookmark: _Toc36045081][bookmark: _Toc45216567][bookmark: _Toc114864862]9.4.3.6	Group regroup alias field
The Group regroup alias field contains the URI identifying the Group regroup alias.
Table 9.4.3.6-1 describes the coding of the Group regroup alias field.
Table 9.4.3.6-1: Group regroup alias field coding
[bookmark: _MCCTEMPBM_CRPT38000134___4]0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Group regroup  |Group regroup  |Group regroup alias            |
|alias field    |alias field    |                               |
|ID             |length         |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               :
:                                             (Padding)         :
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The <Group regroup alias field ID> value is a binary value and shall be set according to table 9.4.3.1-1.
The <Group regroup alias field length> value is a binary value indicating the length in octets of the <Group regroup alias> value item except padding.
The <Group regroup alias> value contains the URI of the group regroup alias. The <Group regroup alias> value shall be coded as specified in the table 9.4.3.6-2. The Group regroup alias is specified in 3GPP TS 23.280 [2312].
Table 9.4.3.6-2: ABNF syntax of string values of the <Group regroup alias> value
group-regroup-alias = URI

If the length of the <Group regroup alias> value is not (2 + multiple of 4) bytes, the <Group regroup alias> value shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes should be set to zero. The padding bytes shall be ignored.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208983][bookmark: _Toc36045094][bookmark: _Toc45216580][bookmark: _Toc114864875]10.2.3.4	Send any other transmission control message (R: Any other message)
When a transmission control message other than the Media Transmission Notification and Transmission Idle message is received from a transmission participant or received from the transmission control server, the participating MCPVideo function:
1.	shall forward the transmission control message as specified in clause 6.4;
2.	shall restart timer T300 (Transmission); and
3.	shall remain in the 'M: A transmission is active' state.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20208998][bookmark: _Toc36045109][bookmark: _Toc45216595][bookmark: _Toc114864890]10.3.6	Receive MBMS bearer announcement over MBMS bearer
When receiving an MBMS bearer announcement message over an MBMS subchannel, an MCVideo client shall acknowledge this message by sending an MBMS bearer listening status report as as specified in 3GPP TS 24.379 281 [2] clause 1416.2.3.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20209009][bookmark: _Toc36045120][bookmark: _Toc45216606][bookmark: _Toc114864901]11.1.3	Timers in the transmission control server
The table 11.1.3-1 recommends timer values, describes the reason for starting the timer, normal stop and the action on expiry for the transmission control server procedures.
Table 11.1.3-1: Timers in the transmission control server.
	Timer
	Timer value
	Cause of start
	Normal stop
	On expiry

	T1
(Inactivity)
	Default value:
30 seconds.

Configurable.

For private calls: Obtained from the <hang-time> element of the <on-network> element in 3GPP TS 24.484 [137].

For group calls:
Obtained from the <on-network-hang-timer> element of the <list-service> element in 3GPP TS 24.481 [125].

	When the transmission control server enters the 'G: 'Transmit idle' state.
	A transmission participant requests the permission to send media.
	The MCVideo call is released.

	T2
(Transmission Idle)
	Depends on the characteristic of the radio access network.

Configurable.

Obtained from the <T2-transmission-idle> element of the <fc-timers-counters> element of the <on-network> element in 3GPP TS 24.484 [137].
	The transmission of a Transmission Idle message to the transmission participants in the MCVideo call.
	The stop can be supervised by a timer (out of scope of this specification).
	When T7 expire the transmission control server sends another Transmission Idle message to the transmission participants.

	T3
(Transmission Revoke)
	Default value:
1 second.

Configurable.


Obtained from the <T3-transmission-revoke> element of the <fc-timers-counters> element of the <on-network> element in 3GPP TS 24.484 [137].
	A Transmission Revoke message is sent to a transmission participant who has  the permission to send media.
	Reception of a Transmission Release message from the revoked transmission participant.
	Send another Transmission Revoke message to the transmission participant and reset and start T3 again.

	T4 (Transmission Granted)
	Default value:
1 second.

Configurable.

Obtained from the <T4-transmission-granted> element of the <fc-timers-counters> element of the <on-network> element in 3GPP TS 24.484 [137]


	When the transmission control server grants the permission to send media to a transmission participant, which was queued and which negotiated queueing.
T4 is also started again when the transmission control server sends a Transmission Granted message upon T4 expiry.
	Sending of an RTP Media packet or when the MCVideo client is losing its permission to send media.
	When T4 expires, a new Transmission Granted message is sent.

	T5
(Reception Inactivity)
	Default value:
30 seconds.

Configurable.

For private calls: Obtained from the <reception-hang-time> element of the <on-network> element in 3GPP TS 24.484 [137].

For group calls:
Obtained from the <on-network-reception-hang-timer> element of the <list-service> element in 3GPP TS 24.481 [125].

	When the transmission control server enters the 'G: 'Reception idle' state.
	A transmission participant requests the permission to receive media.
	The MCVideo call is released.

	T6 (Reception Granted)
	Default value:
1 second.

Configurable.

Obtained from the <T6-reception-granted> element of the <fc-timers-counters> element of the <on-network> element in 3GPP TS 24.484 [137]


	When the transmission control server grants the permission to receive media to a transmission participant, which was queued and which negotiated queueing.
T6 is also started again when the transmission control server receives a Transmission Granted message upon T6 expiry.
	Reception of an RTP Media packet or when the MCVideo client is losing its permission to receiving media.
	When T6 expires, a new Reception Granted message is sent.

	T11 (Stream Reception Idle)

	Default value:
10 second.

Configurable.

	Reception of  Receive Media End Request/Response from MCVideo client or when server sends Media Transmission Notification to MCVideo client.
	Reception of Receive Media Request[granted]  message from arbitration logic.
	When T11 expires, transmitting stream will be terminated.



* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20209014][bookmark: _Toc36045125][bookmark: _Toc45216611][bookmark: _Toc114864906]11.2.3	Counters in the controlling MCVideo function
The table 11.2.3-1 enlists counters, their limits and the action on expiry for the 'general control operation' state machine in the controlling MCVideo function.
Table 11.2.3-1: Counters used in the 'general transmission control operation' state machine
	Counter
	Limit
	Associated timer
	On reaching the limit

	C2
(Transmission Idle)
	Default value: 10.

Configurable.

Obtained from the <C2-transmission-idle> element of the <fc-timers-counters> element of the <on-network> element in 3GPP TS 24.484 [137].
	T2 (Transmission Idle)
	The Transmission Idle message is no more re-send

	C4
(Transmission Granted)
	Default value: 3.

Configurable.

Obtained from the <C4-transmission-granted> element of the <fc-timers-counters> element of the <on-network> element in 3GPP TS 24.484 [137].
	T4 (Transmission Granted)
	The Transmission Granted message is no more re-send in case a queued transmission participant is granted the transmission.

	C6
(Reception Granted)
	Default value: 3.

Configurable.

Obtained from the <C6-reception-granted> element of the <fc-timers-counters> element of the <on-network> element in 3GPP TS 24.484 [137].
	T6 (Reception Granted)
	The Reception Granted message is no more re-send in case a queued transmission participant is granted the reception of media.

	C7 (Reception Accepted)
	Default value: 2

Configurable.

Obtained from the <C7-reception-accepted> element of the <fc-timers-counters> element of the <on-network> element in 3GPP TS 24.484 [137].
	-
	Receive media requests from transmission participant is rejected.

	C9 (Per-Participant-Reception Accepted)
	Default value: 4

Configurable.

Obtained from the <MaxSimultaneousVideoStreams> element of the <on-network> element in 3GPP TS 24.484 [7].
	-
	Receive media requests from transmission participant is rejected.

	C11(Count of active receivers for the stream)
	Default value: 4

Configurable.

	-
	Receive media requests from transmission participant is rejected.

	NOTE:	If a counter value is not configured the default value shall be used.



* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20209028][bookmark: _Toc36045139][bookmark: _Toc45216625][bookmark: _Toc114864920]13.3.2	The participating MCVideo function
The participating MCVideo function:
1.	if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.	if protection of transmission control and reception control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were received from the MCVideo client using SIP signalling according to 3GPP TS 24.281  [2]:
A)	shall encrypt transmission control and reception control messages sent using unicast to the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
B)	shall decrypt transmission control and reception control messages received using unicast from the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
3.	if protection of transmission control messages sent over the MBMS subchannel from the participating MCVideo function to the served MCVideo clients is required and a MuSiK and a MuSiK-ID are associated with the on-network group call of the transmission control messages:
A)	shall encrypt transmission control messages sent over the MBMS subchannel according to IETF RFC 3711 [16] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MuSiK and MuSiK-ID as specified in clause 13.2;
4.	if protection of transmission control and reception control messages between the participating MCVideo function and the controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:
A)	shall encrypt transmission control and reception control messages sent to the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
B)	shall decrypt transmission control and reception control messages received from the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2;
5.	if protection of transmission control and reception control messages between the participating MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:
A)	shall encrypt transmission control and reception control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
B)	shall decrypt transmission control and reception control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2;
5.	if protection of pre-established session call control messages between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were received from the MCVideo client using SIP signalling according to 3GPP TS 24.281  [2]:
A)	shall encrypt pre-established session call control messages sent to the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
B)	shall decrypt pre-established session call control messages received from served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
6.	if protection of media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated between the participating MCVideo function and the MCVideo client and the CSK and the CSK-ID were received from the MCVideo client using SIP signalling according to 3GPP TS 24.281  [2];
A)	shall encrypt media control messages sent using unicast to the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
B)	shall decrypt media control messages received using unicast from the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
7.	if protection of media control messages between the participating MCVideo function and the controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:
A)	shall encrypt media control messages sent to the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
B)	shall decrypt media control messages received from the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2;
8.	if protection of media control messages between the participating MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:
A)	shall encrypt media control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
B)	shall decrypt media control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2.
9.	if protection of MBMS subchannel control messages sent over the general purpose MBMS subchannel of an MBMS bearer is required and the MSCCK and the MSCCK-ID associated with the MBMS bearer were sent to one or more served MCVideo clients using SIP signalling according to 3GPP TS 24.281 [112]:
A)	shall encrypt MBMS subchannel control messages specified in clause 9.3 sent over the general purpose MBMS subchannel of the MBMS bearer according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MSCCK and MSCCK-ID associated with the MBMS bearer as specified in clause 13.2.
[bookmark: _Toc20209029][bookmark: _Toc36045140][bookmark: _Toc45216626][bookmark: _Toc114864921]13.3.3	The MCVideo client
The MCVideo client:
1.	in an on-network group call of an MCVideo group which is not a constituent MCVideo group of a temporary MCVideo group:
A)	if protection of media is negotiated and the GMK and the GMK-ID of the MCVideo group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:
i)	shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2;
B)	if protection of transmission control and reception control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281  [2]:
i)	shall encrypt transmission control and reception control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
ii)	shall decrypt transmission control and reception control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
C)	if protection of transmission control messages sent over the MBMS subchannel from the participating MCVideo function to the served MCVideo clients is required:
i)	if a MuSiK and a MuSiK-ID are associated with the on-network group call, shall decrypt transmission control messages received over the MBMS subchannel for transmission control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MuSiK and the MuSiK-ID associated with the on-network group call as specified in clause 13.2; and
ii)	if a MuSiK and a MuSiK-ID are not associated with the on-network group call and the MKFC and the MKFC-ID of the MCVideo group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [125] for the MCVideo group, shall decrypt transmission control messages received over the MBMS subchannel for transmission control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID as specified in clause 13.2; and
D)	if protection of media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281  [2]:
i)	shall encrypt media control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
ii)	shall decrypt media control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
2.	in an on-network group call of an MCVideo group which is a constituent MCVideo group of a temporary MCVideo group:
A)	if protection of media is negotiated and the GMK and the GMK-ID of the temporary MCVideo group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the constituent MCVideo group:
i)	shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCVideo group as specified in clause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCVideo group as specified in clause 13.2;
B)	if protection of transmission control and reception control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281  [2]:
i)	shall encrypt transmission control and reception control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
ii)	shall decrypt transmission control and reception control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
C)	if protection of media media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281  [2]:
i)	shall encrypt media control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
ii)	shall decrypt media control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
3.	in an on-network private call:
A)	if:
i)	protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using SIP signalling according to 3GPP TS 24.281  [2]; or
ii)	protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using SIP signalling according to 3GPP TS 24.281  [2];
	then:
i)	shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2; 
B)	if protection of transmission control and reception control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281  [2]:
i)	shall encrypt sent transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
ii)	shall decrypt received transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
D)	if protection of media media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281  [2]:
i)	shall encrypt media control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
ii)	shall decrypt media control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
4.	in an off-network group call of an MCVideo group:
A)	if protection of media is announced and the GMK and GMK-ID of the MCVideo group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:
i)	shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2;
B)	if protection of transmission control and reception control messages is announced and the GMK and the GMK-ID of the MCVideo group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:
i)	shall encrypt sent transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2; and
ii)	shall decrypt received transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2; and
C)	if protection of media control messages is announced and the GMK and GMK-ID of the MCVideo group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:
i)	shall encrypt sent sent media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2; and
ii)	shall decrypt received received media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2;
5.	in an off-network private call:
A)	if:
i)	protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using MONP signalling according to 3GPP TS 24.281  [2]; or
ii)	protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using MONP signalling according to 3GPP TS 24.281  [2];
	then:
i)	shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2;
B)	if:
i)	protection of transmission control and reception control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using MONP signalling according to 3GPP TS 24.281  [2]; or
ii)	protection of transmission control and reception control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using MONP signalling according to 3GPP TS 24.281  [2].
	then:
i)	shall encrypt sent transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2; and
ii)	shall decrypt received transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK -ID as specified in clause 13.2; and
C)	if:
i)	protection of media control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using MONP signalling according to 3GPP TS 24.281  [2]; or
ii)	protection of media control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using MONP signalling according to 3GPP TS 24.281  [2];
	then:
i)	shall encrypt sent sent media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2; and
ii)	shall decrypt received received media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2;
6.	if protection of pre-established session control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281  [2]:
A)	shall encrypt sent pre-established session call control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
B)	shall decrypt received pre-established session call control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2.
[bookmark: _Toc20209030][bookmark: _Toc36045141][bookmark: _Toc45216627][bookmark: _Toc114864922]13.3.4	The controlling MCVideo function
The controlling MCVideo function:
1.	if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.	in an on-network group call of an MCVideo group which is not a constituent MCVideo group of a temporary MCVideo group:
A)	if protection of transmission control and reception control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:
i)	shall encrypt transmission control and reception control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
ii)	shall decrypt transmission control and reception control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
B)	if protection of media control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:
i)	shall encrypt media control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
ii)	shall decrypt media control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2;
3.	in an on-network group call of an MCVideo group which is a constituent MCVideo group of a temporary MCVideo group:
A)	if protection of transmission control and reception control messages between the controlling MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:
i)	shall encrypt transmission control and reception control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
ii)	shall decrypt transmission control and reception control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
B)	if protection of media control messages between the controlling MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:
i)	shall encrypt media control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
ii)	shall decrypt media control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
4.	in an on-network private call:
A)	if protection of transmission control and reception control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:
i)	shall encrypt transmission control and reception control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
ii)	shall decrypt transmission control and reception control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
B)	if protection of media control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:
i)	shall encrypt media control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2;
ii)	shall decrypt media control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180  [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20209036][bookmark: _Toc36045147][bookmark: _Toc45216633][bookmark: _Toc114864928]14.2.3	"mc_priority" fmtp attribute
The MCVideo client shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required. The MCVideo client should base transmission priority on the configured value in 3GPP TS 24.484 [137].
When inviting an MCVideo client or an MCVideo group to a pre-arranged group call, the controlling MCVideo function and the non-controlling MCVideo function shall include in the "mc_priority" fmtp attribute with the value of the <user-priority> element in the <entry> element specified in 3GPP TS 24.481 [125].
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20209039][bookmark: _Toc36045150][bookmark: _Toc45216636][bookmark: _Toc114864931]14.2.6	"mc_reception_priority" fmtp attribute
The MCVideo client shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required. The MCVideo client should base reception priority on the configured value in 3GPP TS 24.484 [137].
* * * * * * NEXT CHANGE * * * * * *

[bookmark: _Toc20209043][bookmark: _Toc36045154][bookmark: _Toc45216640][bookmark: _Toc114864935]14.3.3	"mc_priority" fmtp attribute
If the "mc_priority" fmtp attribute is included in an SDP offer, the controlling MCVideo function:
1.	if the <on-network-recvonly> element is present in the <entry> element as specified in 3GPP TS 24.481 [125] for the MCVideo user identified by the <entry> element, shall not include a "mc_priority" fmtp attribute in the SDP answer;
2.	if the <on-network-recvonly> element is not present in the <entry> element as specified in 3GPP TS 24.481 [125] for the MCVideo user identified by the <entry> element in the MCVideo group document:
a.	shall determine the priority value to include in "mc_priority" fmtp attribute of the SDP answer, by choosing the lowest value from the following inputs:
i.	the value of transmission priority in the "mc_priority" fmtp attribute included in the SDP offer;
ii.	the value of the <user-priority> element in the MCVideo group document as specified in 3GPP TS 24.481 [125]; and
iii	the value of the <num-levels-priority-hierarchy> element in the MCVideo service configuration document as specified in 3GPP TS 24.484 [137]; and
b.	shall include the priority value determined above in step 2a, in the "mc_priority" fmtp attribute of the SDP answer.
If the "mc_priority" fmtp attribute is included in an SDP offer, the MCVideo client and the non-controlling MCVideo function shall return the value included in the SDP offer in the SDP answer.
[bookmark: _Toc20209044][bookmark: _Toc36045155][bookmark: _Toc45216641][bookmark: _Toc114864936]14.3.4	"mc_granted" fmtp attribute
If the mc_granted" fmtp attribute is included in an SDP offer, the controlling MCVideo function:
1.	if the MCVideo call is not a temporary group session, may use the SIP 200 (OK) response to indicate that the implicit Transmission request is granted; and
2.	if the MCVideo call is a temporary group session, shall not indicate that the implicit Transmission request is granted.
NOTE:	A MCVideo group call is a temporary group session when the <on-network-temporary> element is present in the <list-service> element as specified in 3GPP TS 24.481 [125].
If the controlling MCVideo function grants the implicit request and decide to use the SIPP 200 (OK) response to grant the implicit request, the controlling MCVideo function shall include the "mc_granted" fmtp attribute in the SDP answer.
If the controlling MCVideo function decides not to grant the implicit request, the controlling MCVideo function shall not include the "mc_granted" fmtp attribute in the SDP answer.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20209046][bookmark: _Toc36045157][bookmark: _Toc45216643][bookmark: _Toc114864938]14.3.6	"mc_reception_priority" fmtp attribute
If the "mc_reception_priority" fmtp attribute is included in an SDP offer, the controlling MCVideo function:
1.	shall determine the reception priority value to include in "mc_reception_priority" fmtp attribute of the SDP answer, by choosing the lowest value from the following inputs:
a.	the value of reception priority in the "mc_reception_priority" fmtp attribute included in the SDP offer; and
b.	the value of the <user-reception-priority> element in the MCVideo group document as specified in 3GPP TS 24.481 [125].
* * * * * * END OF CHANGES * * * * * *
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