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Additional discussion(if needed):
Proposed changes:
*** 1st Change ***
[bookmark: _Toc28009743][bookmark: _Toc34061862][bookmark: _Toc36036618][bookmark: _Toc43284857][bookmark: _Toc45132636][bookmark: _Toc51193330][bookmark: _Toc51760529][bookmark: _Toc59014979][bookmark: _Toc59015495][bookmark: _Toc68165537][bookmark: _Toc83229633][bookmark: _Toc90648832][bookmark: _Toc105593724][bookmark: _Toc114209438][bookmark: _Toc120634834][bookmark: _Toc28010029][bookmark: _Toc34062149][bookmark: _Toc36036907][bookmark: _Toc43285155][bookmark: _Toc45132934][bookmark: _Toc51193628][bookmark: _Toc51760827][bookmark: _Toc59015277][bookmark: _Toc59015793][bookmark: _Toc68165835][bookmark: _Toc83229931][bookmark: _Toc90649131][bookmark: _Toc105594031][bookmark: _Toc114209745][bookmark: _Toc120625054][bookmark: _Toc88667624][bookmark: _Toc90655909][bookmark: _Toc94064292][bookmark: _Toc98233677][bookmark: _Toc101244453][bookmark: _Toc104539046]5.9.2.2.2	Query API invocation information logs using Query_Invocation_Logs service operation
To query service API invocation logs at the CAPIF core function, the API management function shall send an HTTP GET message with the API management function identity information and optionally a set of the log query parameters to the CAPIF core function as specified in clause 8.8.2.2.3.1.
Upon receiving the above described HTTP GET message, the CAPIF core function shall:
1.	verify the identity of the API management function and check if the API management function is authorized to query the service API invocation logs;
2.	if the API management function is authorized to query the service API invocation logs, the CAPIF core function shall:
a.	search the API invocation logs for logs matching the Llog Qquery parameters, if anycriteria; and
b.	return the search results in the response message
.
*** Next Change ***
8.8.2.2.3.1	GET
This method shall support the URI query parameters specified in table 8.8.2.2.3.1-1.
Table 8.8.2.2.3.1-1: URI query parameters supported by the GET method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	aef-id
	string
	O
	0..1
	String identifying the API exposing function

	api-invoker-id
	string
	O
	0..1
	String identifying the API invoker which invoked the service API

	time-range-start
	DateTime
	O
	0..1
	Start time of the invocation time range

	time-range-end
	DateTime
	O
	0..1
	End time of the invocation time range

	api-id
	string
	O
	0..1
	String identifying the API invoked.

	api-name
	string
	O
	0..1
	API name, it is set as {apiName} part of the URI structure as defined in clause 5.2.4 of 3GPP TS 29.122 [14].

	api-version
	string
	O
	0..1
	Version of the API which was invoked

	protocol
	Protocol
	O
	0..1
	Protocol invoked

	operation
	Operation
	O
	0..1
	Operation that was invoked on the API

	result
	string
	O
	0..1
	HTTP status code of the invocation

	resource-name
	string
	O
	0..1
	Name of the specific resource invoked

	src-interface
	InterfaceDescription
	O
	0..1
	Interface description of the API invoker.

	dest-interface
	InterfaceDescription
	O
	0..1
	Interface description of the API invoked.

	supported-features
	SupportedFeatures
	O
	0..1
	To filter irrelevant responses related to unsupported features.



This method shall support the request data structures specified in table 8.8.2.2.3.1-2 and the response data structures and response codes specified in table 8.8.2.2.3.1-3.
Table 8.8.2.2.3.1-2: Data structures supported by the GET Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 8.8.2.2.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	array(InvocationLog) InvocationLogsRetrieveRes
	O
	0..1..N
	200 OK
	Result of the query operation along with fetched service API invocation log data.

	n/a
	
	
	307 Temporary Redirect
	Temporary redirection, during resource retrieval. The response shall include a Location header field containing an alternative URI of the resource located in an alternative CAPIF core function.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [14].

	n/a
	
	
	308 Permanent Redirect
	Permanent redirection, during resource retrieval. The response shall include a Location header field containing an alternative URI of the resource located in an alternative CAPIF core function.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [14].

	ProblemDetails
	O
	0..1
	414 URI Too Long
	Indicates that the server is refusing to service the request because the request-target is too long.

	NOTE:	The mandatory HTTP error status codes for the GET method listed in table 5.2.6-1 of 3GPP TS 29.122 [14] also apply.



Table 8.8.2.2.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative CAPIF core function.



Table 8.8.2.2.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative CAPIF core function.



[bookmark: _Toc28010033][bookmark: _Toc34062153][bookmark: _Toc36036911][bookmark: _Toc43285159][bookmark: _Toc45132938][bookmark: _Toc51193632][bookmark: _Toc51760831][bookmark: _Toc59015281][bookmark: _Toc59015797][bookmark: _Toc68165839][bookmark: _Toc83229935][bookmark: _Toc90649135][bookmark: _Toc105594035][bookmark: _Toc114209749]*** Next Change ***
[bookmark: _Toc120635163]8.8.4.1	General
This clause specifies the application data model supported by the API. Data types listed in clause 7.2 also apply to this API.
Table 8.8.4.1-1 specifies the data types defined specifically for the CAPIF_Auditing_API service.
Table 8.8.4.1-1: CAPIF_Auditing_API specific Data Types
	Data type
	Section defined
	Description
	Applicability

	n/aInvocationLogs
	8.8.4.2.2
	Contains multiple invocation logs.
	EnQueryInvokeLog

	InvocationLogsRetrieveRes
	8.8.4.2.3
	Contains the result of an invocation logs retrieval request.
	



Table 8.8.4.1-2 specifies data types re-used by the CAPIF_Auditing_API service: 
Table 8.8.4.1-2: Re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	DateTime
	3GPP TS 29.122 [14]
	Used to indicate the start and end times.
	

	InvocationLog
	Clause 8.7.4.2.2
	Used to represent logs of service API invocations stored on the CAPIF core function.
	

	Operation
	Clause 8.2.4.3.7
	Used to indicate the HTTP operation.
	

	ProblemDetails
	3GPP TS 29.122 [14]
	Used to represent the problem details in an error message.
	

	SupportedFeatures
	3GPP TS 29.571 [19]
	Used to negotiate the applicability of optional features defined in table 8.8.6-1.
	




*** Next Change ***
[bookmark: _Toc28010034][bookmark: _Toc34062154][bookmark: _Toc36036912][bookmark: _Toc43285160][bookmark: _Toc45132939][bookmark: _Toc51193633][bookmark: _Toc51760832][bookmark: _Toc59015282][bookmark: _Toc59015798][bookmark: _Toc68165840][bookmark: _Toc83229936][bookmark: _Toc90649136][bookmark: _Toc105594036][bookmark: _Toc114209750][bookmark: _Toc120635164]8.8.4.2	Structured data types
None.
*** Next Change ***
8.8.4.2.1	Introduction
This clause defines the structured data types to be used in resource representations of the CAPIF_Auditing_API.

[bookmark: _Toc28010016][bookmark: _Toc34062136][bookmark: _Toc36036892][bookmark: _Toc43285140][bookmark: _Toc45132919][bookmark: _Toc51193613][bookmark: _Toc51760812][bookmark: _Toc59015262][bookmark: _Toc59015778][bookmark: _Toc68165820][bookmark: _Toc83229916][bookmark: _Toc90649116][bookmark: _Toc105594016][bookmark: _Toc114209730]*** Next Change ***
8.8.4.2.2	Type: InvocationLogs
Table 8.8.4.2.2-1: Definition of type InvocationLogs
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	multipleInvocationLogs
	array(InvocationLog)
	M
	1..N
	Contains a multiple API invocation logs.

The "supportedFeatures" attribute within the InvocationLog data type shall not be provided.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	Used to negotiate the supported optional features of the API as described in clause 8.8.6.
This parameter shall be included in HTTP GET response, if the consumer includes "supported-features" in the GET request.
	



*** Next Change ***
8.8.4.4	Data types describing alternative data types or combinations of data types
[bookmark: _Toc510696644][bookmark: _Toc35971439][bookmark: _Toc67903555]8.8.4.4.1	Type: InvocationLogsRetrieveRes
Table 8.8.4.4.1-1: Definition of type InvocationLogsRetrieveRes as a list of mutually exclusive alternatives
	Data type
	P
	Cardinality
	Description
	Applicability

	InvocationLog
	C
	0..1
	Contains a single API invocation log.

(NOTE)
	

	InvocationLogs
	C
	0..1
	Contains multiple (more than one) API invocation logs.

(NOTE)
	EnQueryInvokeLog

	NOTE:	The InvocationLogs attribute shall be provided if the EnQueryInvokeLog feature is supported and requested by the API invoker, otherwise only the InvocationLog data type shall be provided.



*** Next Change ***
[bookmark: _Toc28010037][bookmark: _Toc34062157][bookmark: _Toc36036915][bookmark: _Toc43285163][bookmark: _Toc45132942][bookmark: _Toc51193636][bookmark: _Toc51760835][bookmark: _Toc59015285][bookmark: _Toc59015801][bookmark: _Toc68165843][bookmark: _Toc83229939][bookmark: _Toc90649139][bookmark: _Toc105594039][bookmark: _Toc114209753][bookmark: _Toc120635170]8.8.6	Feature negotiation
General feature negotiation procedures are defined in clause 7.8.
Table 8.8.6-1: Supported Features
	Feature number
	Feature Name
	Description

	n/a1
	EnQueryInvokeLog
	This feature indicates support for the enhancements of query invocation log.



*** Next Change ***
[bookmark: _Toc28010107][bookmark: _Toc34062227][bookmark: _Toc36036985][bookmark: _Toc43285254][bookmark: _Toc45133033][bookmark: _Toc51193727][bookmark: _Toc51760926][bookmark: _Toc59015376][bookmark: _Toc59015892][bookmark: _Toc68165934][bookmark: _Toc83230029][bookmark: _Toc90649229][bookmark: _Toc105594131][bookmark: _Toc114209845][bookmark: _Toc120635271]A.9	CAPIF_Auditing_API
openapi: 3.0.0

info:
  title: CAPIF_Auditing_API
  description: |
    API for auditing.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
  version: "1.3.0-alpha.1"

externalDocs:
  description: 3GPP TS 29.222 V18.0.0 Common API Framework for 3GPP Northbound APIs
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.222/

servers:
  - url: '{apiRoot}/logs/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 7.5 of 3GPP TS 29.222.

paths:
  /apiInvocationLogs:
    get:
      description: Query and retrieve service API invocation logs stored on the CAPIF core function.
      parameters:
        - name: aef-id
          in: query
          description: String identifying the API exposing function.
          schema:
            type: string
        - name: api-invoker-id
          in: query
          description: String identifying the API invoker which invoked the service API.
          schema:
            type: string
        - name: time-range-start
          in: query
          description: Start time of the invocation time range.
          schema:
            $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTime'
        - name: time-range-end
          in: query
          description: End time of the invocation time range.
          schema:
            $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTime'
        - name: api-id
          in: query
          description: String identifying the API invoked.
          schema:
            type: string
        - name: api-name
          in: query
          description: >
            API name, it is set as {apiName} part of the URI structure as defined in
            clause 5.2.4 of 3GPP TS 29.122.
          schema:
            type: string
        - name: api-version
          in: query
          description: Version of the API which was invoked.
          schema:
            type: string
        - name: protocol
          in: query
          description: Protocol invoked.
          schema:
            $ref: 'TS29222_CAPIF_Publish_Service_API.yaml#/components/schemas/Protocol'
        - name: operation
          in: query
          description: Operation that was invoked on the API.
          schema:
            $ref: 'TS29222_CAPIF_Publish_Service_API.yaml#/components/schemas/Operation'
        - name: result
          in: query
          description: Result or output of the invocation.
          schema:
            type: string
        - name: resource-name
          in: query
          description: Name of the specific resource invoked.
          schema:
            type: string
        - name: src-interface
          in: query
          description: Interface description of the API invoker.
          content:
            application/json:
              schema:
                $ref: 'TS29222_CAPIF_Publish_Service_API.yaml#/components/schemas/InterfaceDescription'
        - name: dest-interface
          in: query
          description: Interface description of the API invoked.
          content:
            application/json:
              schema:
                $ref: 'TS29222_CAPIF_Publish_Service_API.yaml#/components/schemas/InterfaceDescription'
        - name: supported-features
          in: query
          description: To filter irrelevant responses related to unsupported features
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          description: >
            Result of the query operation along with fetched service API invocation log data.
          content:
            application/json:
              schema:
                $ref: 'TS29222_CAPIF_Logging_API_Invocation_API.yaml#/components/schemas/InvocationLogsRetrieveResInvocationLog'
        '307':
          $ref: 'TS29122_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29122_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29122_CommonData.yaml#/components/responses/406'
        '414':
          $ref: 'TS29122_CommonData.yaml#/components/responses/414'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:
  schemas:
    InvocationLogs:
      type: object
      description: >
        Represents several (more than one) invocation logs.
      properties:
        multipleInvocationLogs:
          type: array
          items:
            $ref: 'TS29222_CAPIF_Logging_API_Invocation_API.yaml#/components/schemas/InvocationLog'
          minItems: 1
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - multipleInvocationLogs

    InvocationLogsRetrieveRes:
      description: >
        Represents the result of an invocation logs retrieval request.
      oneOf:
        - $ref: 'TS29222_CAPIF_Logging_API_Invocation_API.yaml#/components/schemas/InvocationLog'
        - $ref: '#/components/schemas/InvocationLogs'

*** End of Changes ***
