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	Reason for change:
	From Rel-18 onwards, the UPF event exposure service supports new service operations to (un)subscribe to UPF events, new UPF events and new NF service consumers. See Table 5.2.26.1-1 and clause 5.2.26.2.1 of TS 23.502:
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The clause on Security needs corresponding updates.  
 

	
	

	Summary of change:
	The clause on Security is updated to support the use of OAuth2 token based authorization.  
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	Other comments:
	This CR introduces new backward compatible features to the OpenAPI definition of the Nupf_EventExposure API.
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* * * First Change * * * *
[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc82676406][bookmark: _Toc114777979][bookmark: _Toc510696649]6.1.9	Security
In this release there is only notification procedure which will be actually invoked, the authorization mechanism does not apply.As indicated in 3GPP TS 33.501 [8], the access to the Nupf_EventExposure API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nupf_EventExposure API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nupf_EventExposure service.
The Nupf_EventExposure API defines scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [8]; it defines a single scope consisting on the name of the service (i.e., "nupf-ee"), and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *
[bookmark: _Toc82676410][bookmark: _Toc114777982]A.2	Nupf_EventExposure API
[bookmark: _Toc510696653]openapi: 3.0.0

info:
  title: 'UPF Event Exposure Service'
  version: 1.0.1
  description: |
    UPF Event Exposure Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.564 V17.2.0; 5G System; User Plane Function Services; Stage 3.
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.564/

servers:
  - url: '{apiRoot}/nupf-ee/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
      - nupf-ee

paths:
  /ee-subscriptions:
    post:
    # This is a pseudo operation, clients shall NOT invoke this method!
      summary: subscribe to notifications
      operationId: CreateIndividualSubcription
      tags:
        - Subscriptions (Collection)
      requestBody:
        required: true
        content:
          application/json:
            schema: {}
      responses:
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:
        eeNotification:
          '{eventNotificationUri}':
          # The URI in {eventNotificationUri} is provided via N4 interface during provisioning of Session Reporting Rule.
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/NotificationData'
              responses:
                '204':
                  description: No Content, Notification was succesfull
                '307':
                  description: Temporary Redirect
                  content:
                    application/json:
                      schema:
                        $ref: 'TS29571_CommonData.yaml#/components/schemas/RedirectResponse'
                  headers:
                    Location:
                      description: 'The URI pointing to the resource located on the redirect target NF service consumer'
                      required: true
                      schema:
                        type: string
                '308':
                  description: Permanent Redirect
                  content:
                    application/json:
                      schema:
                        $ref: 'TS29571_CommonData.yaml#/components/schemas/RedirectResponse'
                  headers:
                    Location:
                      description: 'The URI pointing to the resource located on the redirect target NF service consumer'
                      required: true
                      schema:
                        type: string
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nupf-ee: Access to the Nupf_EventExposure API

  schemas:
    # API specific definitions

[…]


* * * End of Changes * * * *
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Table 5.2. 26 .1 - 1: NF services provided by the UPF  

Service Name  Service Operations  Operation Semantics  Example  Consumer(s)  

Nupf_EventExposure  Notify  Subscribe/Notify  NEF, AF ,  NWDAF,  TSNAF/TSCTSF  

 Subscribe  Subscribe/Notify  NWDAF SMF  

 Unsubscribe  Subscribe/Notify  NWDAF SMF  

 


