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[bookmark: _Toc20232424][bookmark: _Toc27746510][bookmark: _Toc36212690][bookmark: _Toc36656867][bookmark: _Toc45286528][bookmark: _Toc51947795][bookmark: _Toc51948887][bookmark: _Toc114476057]* * * First Change * * * *
[bookmark: _Toc20212120][bookmark: _Toc27745006][bookmark: _Toc36114807][bookmark: _Toc45271401][bookmark: _Toc51936660][bookmark: _Toc58230330][bookmark: _Toc123635656]7.6.2	N3IWF and TNGF procedure for IPsec child SA modification
The N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall perform the IPsec child SA modification by sending an INFORMATIONAL request message as specified in IETF RFC 7296 [6] to the UE with an UP_SA_INFO Notify payload identifying the IPsec child SA and an 5G_QOS_INFO Notify payload indicating modified content associated with the IPsec child SA.
* * * Next Change * * * *
[bookmark: _Toc20212121][bookmark: _Toc27745007][bookmark: _Toc36114808][bookmark: _Toc45271402][bookmark: _Toc51936661][bookmark: _Toc58230331][bookmark: _Toc123635657]7.6.3	UE procedure for IPsec child SA modification
Upon receipt of an INFORMATIONAL request message containing an 5G_QOS_INFO Notify payload and an UP_SA_INFO Notify payload:
a)	if the content of the 5G_QOS_INFO Notify payload is accepted by the UE, the UE shall:
i)	send an empty INFORMATIONAL response message to the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access to acknowledge the reception of the INFORMATIONAL request message; and
ii)	update locally the IPsec child SA according to the content of the INFORMATIONAL request message; or
b)	if the content of the 5G_QOS_INFO Notify payload is not accepted by the UE, the UE shall:
i)	send the reason for rejecting the IPsec SA modification in the content of an INFORMATIONAL response message; and
ii)	not update locally the IPsec child SA according to the content of the INFORMATIONAL request message.
For trusted non-3GPP access, if the UE fails to reserve QoS resources over non-3GPP access for the child SA associated with the QoS flows according to the Additional QoS information in the 5G_QOS_INFO Notify payload, the UE shall include a Notify Payload with a Private Notify Message Error Type "NO_RESOURCES_OVER_N3GPP" as defined in clause 9.2.4.2 in the INFORMATIONAL response message.
For untrusted non-3GPP access, if the UE attempts to reserve QoS resources over non-3GPP access for the child SA associated with the QoS flows according to the Additional QoS information in the 5G_QOS_INFO Notify payload but fails the reservation, the UE shall include a Notify Payload with a Private Notify Message Error Type "NO_RESOURCES_OVER_N3GPP" as defined in clause 9.2.4.2 in the INFORMATIONAL response message.

* * * Next Change * * * *
[bookmark: _Toc20212184][bookmark: _Toc27745070][bookmark: _Toc36114876][bookmark: _Toc45271471][bookmark: _Toc51936730][bookmark: _Toc58230400][bookmark: _Toc123635722]9.2.4.3	Private Notify Message - Status Types
The Private Notify Message Status Types defined in table 9.2.4.3-1 are used to indicate status notifications or additional information in a Notify payload which may be added to an IKEv2 message or IKE_AUTH request or IKE_AUTH response message according to the procedures described in the present document. Refer to table 9.2.4.3‑1 for more details on what each status type means.
Table 9.2.4.3-1: Private Status Types
	Notify Message
	Value
(in decimal)
	Descriptions

	5G_QOS_INFO
	55501
	This status when present indicates 5G_QOS_INFO Notify payload encoded according to clause 9.3.1.1.

	NAS_IP4_ADDRESS
	55502
	This status when present indicates NAS_IP4_ADDRESS Notify payload encoded according to clause 9.3.1.2.

	NAS_IP6_ADDRESS
	55503
	This status when present indicates NAS_IP6_ADDRESS Notify payload encoded according to clause 9.3.1.3.

	UP_IP4_ADDRESS
	55504
	This status when present indicates UP_IP4_ADDRESS Notify payload encoded according to clause 9.3.1.4.

	UP_IP6_ADDRESS
	55505
	This status when present indicates UP_IP6_ADDRESS Notify payload encoded according to clause 9.3.1.5.

	NAS_TCP_PORT
	55506
	This status when present indicates NAS_TCP_PORT Notify payload encoded according to clause 9.3.1.6.

	N3GPP_BACKOFF_TIMER
	55507
	This status when present indicates N3GPP_BACKOFF_TIMER Notify payload encoded according to clause 9.3.1.7.

	UP_SA_INFO
	55508
	This status when present indicates UP_SA_INFO Notify payload encoded according to clause 9.3.1.x.



In the present specification, only the private notify message status type values between 55500 and 55599 shall be allocated to a Notify payload.
The private notify message status type values:
-	between 49950 and 49999;
-	between 50950 and 50999;
-	between 51950 and 51999;
-	between 52950 and 52999;
-	between 53950 and 53999; and
-	between 54950 and 54999;
shall not be allocated to a Notify payload defined in the present specification.

* * * Next Change * * * *
[bookmark: _Toc51936736][bookmark: _Toc58230406][bookmark: _Toc123635728]9.3.1.x	UP_SA_INFO Notify payload
The UP_SA_INFO payload is used to indicate the SPI of the inbound ESP packets of the user plane IPsec SA.
The UP_SA_INFO payload is coded according to figure 9.3.1.x and table 9.3.1.x.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	SPI
	5 - 8

	Extensions
	9 – x*


Figure 9.3.1.x: UP_SA_INFO Notify payload format
Table 9.3.1.x: UP_SA_INFO Notify payload value
	Octet 1 is defined in IETF RFC 7296 [6]


	Octet 2 is the SPI Size field. This field indicates the length of the SPI field in octets.


	Octet 3 and octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 55508 to indicate the UP_SA_INFO.


	Octet 5 to octet 8 is the SPI field. This field indicates the SPI of the inbound ESP packets of the user plane IPsec SA specified in IETF RFC 7296 [6].


	Octet 9 to octet x is an optional Extentions field reserved for future use.




* * * End of Changes * * * *

