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Additional discussion(if needed):
Proposed changes:

[bookmark: _Toc98182983][bookmark: _Toc11247460][bookmark: _Toc27044584][bookmark: _Toc36033626][bookmark: _Toc45131763][bookmark: _Toc49776048][bookmark: _Toc51746968][bookmark: _Toc66360523][bookmark: _Toc68105028][bookmark: _Toc74755658][bookmark: _Toc75351369][bookmark: _Toc11247463][bookmark: _Toc27044587][bookmark: _Toc36033629][bookmark: _Toc45131766][bookmark: _Toc49776051][bookmark: _Toc51746971][bookmark: _Toc66360526][bookmark: _Toc68105031][bookmark: _Toc74755661][bookmark: _Toc75351372]*** 1st Change ***
[bookmark: _Toc11247434][bookmark: _Toc27044556][bookmark: _Toc36033598][bookmark: _Toc45131733][bookmark: _Toc49776018][bookmark: _Toc51746938][bookmark: _Toc66360492][bookmark: _Toc68104997][bookmark: _Toc74755627][bookmark: _Toc105674500][bookmark: _Toc112942733][bookmark: _Toc28005556][bookmark: _Toc36041431][bookmark: _Toc45134730][bookmark: _Toc51764023][bookmark: _Toc59019940][bookmark: _Toc68170766][bookmark: _Toc74932423][bookmark: _Toc114213664]8.2.2.2	IPv4 Non-transparent access to DN
In this case:
-	a static or a dynamic IPv4 address belonging to the Intranet/ISP addressing space is allocated to a UE at PDU session establishment. The methods of allocating IP address to the UE are specified in 3GPP TS 23.501 [2]. The allocated IPv4 address is used for packet forwarding within the UPF or UPF+PGW-U and for packet forwarding on the Intranet/ISP;
-	as a part of the PDU session establishment, the SMF or SMF+PGW-C may request user authentication from an external DN-AAA server (i.e. RADIUS, Diameter) belonging to the Intranet/ISP;
-	the IPv4 address allocation to the UE may be performed based on the subscription or a local address pool, which belongs to the Intranet/ISP addressing space, provisioned in the SMF or SMF+PGW-C; provisioned in the UPF or UPF+PGW-U or via the address allocation servers (i.e. DHCPv4, RADIUS DN-AAA, Diameter DN-AAA) belonging to the Intranet/ISP;
-	if requested by the UE at PDU session establishment, the SMF or SMF+PGW-C may retrieve the Protocol Configuration Options or IPv4 configuration parameters from a locally provisioned database in SMF or SMF+PGW-C and/or from some external server (i.e. DHCPv4, RADIUS DN-AAA, Diameter DN-AAA) belonging to the Intranet/ISP;
-	the communication between the 5GS and the Intranet/ISP may be performed over any network, even an insecure network, e.g. the Internet. In case of an insecure connection between the UPF or UPF+PGW-U and the Intranet/ISP, there may be a specific security protocol in between. This security protocol is defined by mutual agreement between PLMN operator and Intranet/ISP administrator.
Table 8.2.2.2-1 summarizes the IPv4 address allocation and parameter configuration use cases between the UE and the SMF or SMF+PGW-C that may lead the SMF or SMF+PGW-C to interwork with the external DHCPv4, DN-AAA servers. For detailed description of the signalling flows between the UE and the SMF or SMF+PGW-C, see the references in the table.
[bookmark: _Hlk58515410]Table 8.2.2.2-1: IPv4 address allocation and parameter configuration use cases
	Signalling use cases between UE and SMF or SMF+PGW-C
	Signalling use cases between SMF or SMF+PGW-C and external servers

	
	Authentication via RADIUS or Diameter DN-AAA server (clauses 11 or 12)
(NOTE 1 NOTE 2  and NOTE 4)
	IPv4 Address allocation via DHCPv4 or RADIUS or Diameter DN-AAA server (clauses 10, 11 or 12)
(NOTE 1 and NOTE 2)
	IPv4 parameter configuration via DHCPv4 or RADIUS or Diameter DN-AAA server
(clauses 10, 11 or 12)
(NOTE 1 and NOTE 2)

	(1)	IPv4 address allocation and parameter configuration via activation of QoS flow associated with the default QoS rule
(2)	IPv4 address allocation and parameter configuration via DHCPv4 signalling from UE towards SMF or SMF+PGW-C (NOTE 3)
	X
	X
	X

	(3)	IPv4 address allocation and parameter configuration in untrusted non-3GPP IP access
	X
	X
	X

	NOTE 1:	When the SMF or SMF+PGW-C interworks with AAA servers, the DNN may be configured to interwork with either Diameter DN-AAA or RADIUS DN-AAA server.
NOTE 2:	If RADIUS DN-AAA or Diameter DN-AAA server is used, the authentication, IPv4 address allocation and parameter configuration signalling may be combined. Similarly, if DHCPv4 server is used for IPv4 address allocation and parameter configuration, the signalling towards the DHCPv4 server may be combined.
NOTE 3:	If the authentication and authorization procedure towards RADIUS DN-AAA or Diameter DN-AAA is required, it is performed by the SMF or SMF+PGW-C before the DHCPv4 signalling when it receives the initial access request (i.e. Nsmf_PDUSession_CreateSMContext). 
NOTE 4: 	The UEs may provide PAP/CHAP user credentials in the ePCO IE when accessing to 5GS or 5GS interworking with EPS on 3GPP and non-3GPP IP accesses. If such information is provided to the SMF or SMF+PGW-C, the SMF or SMF+PGW-C may perform user authentication with the DN-AAA server based on these credentials.



NOTE:	External network operators intending to use PAP/CHAP without proper underlying protection for authentication are warned about the respective vulnerabilities of PAP and CHAP protocols from a security point of view. It's up to the external network operator to perform the risk assessment if PAP/CHAP is used for authentication.
*** 2nd Change ***
[bookmark: _Toc28005563][bookmark: _Toc36041438][bookmark: _Toc45134737][bookmark: _Toc51764030][bookmark: _Toc59019947][bookmark: _Toc68170773][bookmark: _Toc74932430][bookmark: _Toc114213671]10.1	General
In current LAN environments the most commonly used configuration protocol is DHCP (Dynamic Host Configuration Protocol, IETF RFC 2131 [18]) and DHCPv6 (Dynamic Host Configuration Protocol for IPv6, IETF RFC 3315 [21]). It provides a mechanism for passing a large set of configuration parameters to hosts connected to a TCP/IP network (IP address, sub-net mask, domain name, MTU, etc.) in an automatic manner. Moreover, DHCP may assign IP addresses to clients for a finite lease time, allowing for sequential reassignment of addresses to different users. 
The lease time is chosen by the administrator of the DHCP server (in the external network), and is therefore out of the scope of the present document.
The 3GPP network may obtain IP address via external DHCP server during the PDU establishment procedure, the SMF or SMF+PGW-C acts a DHCP server towards the UE and it acts as a DHCP client towards the external DHCP server.
In the following cases the PDU session associated with the allocated IPv4 address or IPv6 prefix shall be released:
-	if the DHCP lease expires;
-	if the DHCP renewal is rejected by the DHCP server;
-	if the IP address is changed during the renewal process. Usually when the lease is renewed, the IP address remains unchanged. However, if for any reason (e.g. poor configuration of the DHCP server), a different IP address is allocated during the lease renewal process the associated PDU session shall be released.
[bookmark: _Hlk56500328][bookmark: _Hlk56500340]A RG may request DHCP singalling for a UE behind the RG as specified in 3GPP TS 23.316 [43].When handling DHCP signalling coming from the wireline BBF access, the SMF or SMF+PGW-C shall support the DHCP signalling as described in BBF TR-456 [54].
*** 3rd Change ***
[bookmark: _Toc28005564][bookmark: _Toc36041439][bookmark: _Toc45134738][bookmark: _Toc51764031][bookmark: _Toc59019948][bookmark: _Toc68170774][bookmark: _Toc74932431][bookmark: _Toc114213672]10.2	DN interworking Model of SMF or SMF+PGW-C for DHCP
*** 4th Change ***
[bookmark: _Toc28005565][bookmark: _Toc36041440][bookmark: _Toc45134739][bookmark: _Toc51764032][bookmark: _Toc59019949][bookmark: _Toc68170775][bookmark: _Toc74932432][bookmark: _Toc114213673]10.2.1	Introduction
A DHCP client shall be located in the SMF or SMF+PGW-C used for interworking with the IP network as illustrated in figure 10.2.1-1.




Figure 10.2.1-1: The protocol stacks for the N6 reference point for DHCP
The DHCP client function in the SMF or SMF+PGW-C shall be used to allocate IPv4 address or IPv6 prefix to the UE and/or to configure associated parameters via external DHCP servers. The SMF or SMF+PGW-C shall have both DHCPv4 and DHCPv6 client functions.
The procedures where the DHCP client function in the SMF or SMF+PGW-C is used are further described in 3GPP TS 23.501 [2]. The procedures are IPv4 address allocation and IPv4 parameter configuration via an external DHCPv4 server; IPv6 Prefix allocation via stateless address autoconfiguration; and IPv6 parameter configuration via stateless DHCPv6. These procedures are detailed in the clauses below.
*** 5th Change ***
[bookmark: _Toc28005566][bookmark: _Toc36041441][bookmark: _Toc45134740][bookmark: _Toc51764033][bookmark: _Toc59019950][bookmark: _Toc68170776][bookmark: _Toc74932433][bookmark: _Toc114213674]10.2.2	IPv4 Address allocation and IPv4 parameter configuration via DHCPv4
The UE may obtain the IPv4 address and/or its configuration parameters at or after the initial access signalling (i.e. Nsmf_PDUSession_CreateSMContext) to the 3GPP network. The request for IPv4 address and/or configuration parameters from the UE may trigger the SMF or SMF+PGW-C acting as a DHCPv4 client to request the IPv4 address and/or configuration parameters from an external DHCPv4 server and deliver them to the UE. The DHCPv4 functions in the SMF or SMF+PGW-C, the UE and the external DHCPv4 server shall be compliant to IETF RFC 2131 [18], IETF RFC 1542 [19] and IETF RFC 4039 [20]. 
The following system procedure describes the successful IPv4 address allocation and parameter configuration signalling flow between the SMF or SMF+PGW-C and the external DHCPv4 server as depicted in figure 10.2.2-1. For a detailed description of the DHCPv4 messages, refer to IETF RFC 2131 [18], IETF RFC 1542 [19] and IETF RFC 4039 [20].
1)	The DHCPv4 client function in the SMF or SMF+PGW-C sends a DHCPDISCOVER as an IP limited broadcast message, i.e. the destination address 255.255.255.255, towards the external DN. If the SMF or SMF+PGW-C has the DHCPv4 server IP addresses configured for the DNN, the DHCPDISCOVER shall be send as unicast (or even multicast) to the external DHCPv4 servers.
2)	Upon receiving the DHCPDISCOVER request message, the external DHCPv4 servers reply by sending a DHCPOFFER message including an offered IP address. Several DHCPOFFER messages may be received by the SMF or SMF+PGW-C if multiple DHCPv4 servers respond to the DHCPDISCOVER. 
3)	The DHCPv4 client function in the SMF or SMF+PGW-C processes the messages and sends a DHCPREQUEST towards the selected external DHCPv4 server.
NOTE:	If the optimized signalling (Rapid Commit Option) is used as per IETF RFC 4039 [20], the messages 2-3 can be eliminated. 
4)	Upon receiving the DHCPREQUEST message, the selected external DHCPv4 server acknowledges the address allocation by sending a DHCPACK containing the lease period (T1), the time-out time (T2) and the configuration information requested in DHCPREQUEST. The SMF or SMF+PGW-C stores the allocated IPv4 address, the lease timers and the configuration parameters. The SMF or SMF+PGW-C shall further deliver the IPv4 address and the configuration parameters to the UE by SM NAS message.


[bookmark: _MON_1737988788]
Figure 10.2.2-1: The signalling flow for IPv4 address allocation and parameter configuration using DHCPv4
Figure 10.2.2-2 is a signalling flow for IPv4 address lease renew by using DHCPv4 protocol as specified in IETF RFC 2131 [18].
1)	The DHCPv4 client function in the SMF or SMF+PGW-C sends a unicast DHCPREQUEST towards the external DHCPv4 server to extend the lease period of the allocated IPv4 address.
2)	The external DHCPv4 server replies with a DHCPACK message confirming the renewed lease and the T1 and T2 timers are restarted.


[bookmark: _MON_1737988854]
Figure 10.2.2-2: The signalling flow for IPv4 address lease renew using DHCPv4
*** t6h Change ***
[bookmark: _Toc28005567][bookmark: _Toc36041442][bookmark: _Toc45134741][bookmark: _Toc51764034][bookmark: _Toc59019951][bookmark: _Toc68170777][bookmark: _Toc74932434][bookmark: _Toc114213675]10.2.3	IPv6 Prefix allocation via IPv6 stateless address autoconfiguration via DHCPv6
When the IPv6 prefix is allocated from the external DN, the SMF or SMF+PGW-C is responsible to obtain the IPv6 prefix for external DN, allocate and release the IPv6 prefix. The SMF or SMF+PGW-C may use DHCPv6 to obtain the IPv6 prefix from the external DN. In this context, the SMF or SMF+PGW-C shall act as a DHCP client as per IETF RFC 3315 [21] towards the external DHCPv6 server.
The SMF or SMF+PGW-C may allocate a second IPv6 prefix for routing traffic via a second UPF or UPF+PGW-U to enable simultaneous access via remote and local networks or to enable SSC mode 3 (i.e. make-before-break) mobility, as described in clause 4.3.5.3 of 3GPP TS 23.502 [3].
The following system procedure describes the signalling flows for the IPv6 Stateless Address Autoconfiguration procedures for 5G system. The procedures are based on the descriptions in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3].
1.	UE initiates the PDU Session Establishment procedure, indicating IPv6 address is required.
2.	The AMF sends PDU Session Establishment Request in Nsmf_PDUSession_CreateSMContext to the SMF or SMF+PGW-C.
3.	The SMF or SMF+PGW-C may retrieve IPv6 prefix using DHCPv6 mechanism. This procedure is performed when an external DN allocates an IPv6 prefix, the signaling between the SMF or SMF+PGW-C and external DN is exchanged via UPF or UPF+PGW-U which is omitted in the figure 10.2.3-1.
4.	The SMF or SMF+PGW-C sends PDU Session Establishment Accept included in Namf_Communication_N1N2MessageTransfer to the AMF. It includes the IPv6 prefix.
5.	The AMF sends PDU Session Establishment Accept message to the UE without the IPv6 prefix. The UE shall ignore the IPv6 prefix if it receives it in the message.
6.	The UE may send a Router Solicitation to the SMF or SMF+PGW-C via the UPF or UPF+PGW-U to solicit a Router Advertisement message.
7.	The SMF or SMF+PGW-C sends a Router Advertisement message to the UE via the UPF or UPF+PGW-U, solicited or unsolicited. It shall include an IPv6 prefix in Prefix Information option field of the message. The prefix is the same as the one in the PDU Session Establishment Accept message, if it is provided during the previous PDU Session Establishment procedure.
8.	At any time after PDU session establishment, the SMF or SMF+PGW-C may trigger the establishment on an alternative route via UPF2 or UPF+PGW-U2 for access to a local data network or for SSC mode 3 mobility.
9.	Like step 3, the SMF or SMF+PGW-C may retrieve a second IPv6 prefix using DHCPv6 mechanism.
10.	The SMF or SMF+PGW-C sends a Router Advertisement to the UE via UPF2 or UPF+PGW-U2 to update the UE. Note that this will occur without a Router Solicitation since the UE is unaware of the network's decision to form an alternative Route.
11.	Specific to the case of SSC mode 3 mobility, the SMF or SMF+PGW-C sends a Router Advertisement to the UE via UPF1 or UPF+PGW-U1 with zero value in the preferred lifetime field and a value in the valid lifetime field according to IETF RFC 4862 [34]. The UE shall update the valid lifetime of the old IPv6 prefix to the signalled value, regardless of the remaining lifetime. The signalled lifetime value indicates how long the SMF or SMF+PGW-C is willing to keep the old IPv6 prefix.
NOTE:	Alternative routes can be established repeatedly through additional UPFs or UPF+PGW-Us and old routes can be terminated when required by the SMF or SMF+PGW-C. More complex scenarios are not described here for the sake of simplicity.



Figure 10.2.3-1: IPv6 Stateless Address Autoconfiguration
*** 7th Change ***
[bookmark: _Toc28005568][bookmark: _Toc36041443][bookmark: _Toc45134742][bookmark: _Toc51764035][bookmark: _Toc59019952][bookmark: _Toc68170778][bookmark: _Toc74932435][bookmark: _Toc114213676]10.2.4	IPv6 parameter configuration via stateless DHCPv6
A UE that has obtained an IPv6 address may use stateless DHCP to request other configuration information such as a list of DNS recursive name servers or SIP servers.
For 3GPP networks, when an external DHCPv6 server in a DN is used to obtain the requested parameters, the SMF acts as a DHCPv6 client towards the external DHCPv6 server while acting a DHCPv6 server towards the UE.
The IPv6 parameter configuration via stateless DHCPv6 function in the UE, the SMF and the external DHCPv6 Server shall be compliant to IETF RFC 3736 [22]. The following system procedure describes the signalling flows for the IPv6 parameter configuration via stateless DHCPv6 procedures for 5G system. All messages in the following steps between the UE and the SMF are sent via the UPF.
1)	A Router Advertisement with the O-flag set, is sent from SMF to UE to indicate to it to retrieve other configuration information.
2)	The UE sends an INFORMATION-REQUEST message with the IP destination address set to the All_DHCP_Relay_Agents_and_Servers multicast address defined in the DHCPv6 IETF RFC 3315 [21]. The source address shall be the link-local address of the UE. The DHCP relay agent in the SMF shall forward the message.
3)	DHCP servers receiving the forwarded INFORMATION-REQUEST message, reply by sending a RELAY‑REPLY message, with the "Relay Message" option including a REPLY message with the requested configuration parameters.
	The UE chooses one of the possibly several REPLY messages and extracts the configuration information. 
[image: ]
Figure 10.2.4-1: DHCPv6 Other configuration signal flow
*** 8th Change ***
[bookmark: _Toc45134744][bookmark: _Toc51764037][bookmark: _Toc59019954][bookmark: _Toc68170780][bookmark: _Toc74932437][bookmark: _Toc114213678]10.3	3GPP Vendor-Specific Options
This clause describes 3GPP Vender-Specific Options that will be included in DHCP messages exchanged between SMF or SMF+PGW-C and DHCP Server. Other DHCP options may be used as defined in DHCP RFC(s). Unless otherwise stated, when the encoding scheme of an attribute is specified as UTF-8 encoding, this shall be interpreted as UTF-8 hexadecimal encoding.
The DHCPv4 vendor specific option is encoded as per IETF RFC 2132 [47] or IETF RFC 3925 [48]. The DHCPv6 vendor specific option is encoded as per IETF RFC 8415 [49]. For DHCP vendor specific option code 17 or 125, the Enterprise Number shall be set to value 10415.

The table 10.3-1 lists the encapsulated 3GPP Vendor-Specific Options in DHCP vendor specific option (17/43/125).
Table 10.3-1: List of the encapsulated 3GPP Vendor-Specific sub-options
	Sub-opt #
	Sub-option Name
	Presence

	1
	3GPP-IP-Pool-Info
	Optional



1 – 3GPP-IP-Pool-Info
	DHCPv4
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	
	2
	1

	1
	
	VS option code = 1

	2
	
	VS option length

	3-m
	
	IP address pool ID



	DHCPv6
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	
	2
	1

	1-2
	
	VS option code = 1

	3-4
	
	VS option length

	5-m
	
	IP address pool ID



VS option code: 1
Length: m-2 or m-4
The IP address pool ID is of Octet String type.
The SMF or SMF+PGW-C may determine an IP address pool ID based on UPF ID, S-NSSAI, DNN, and IP version as described in clause 5.8.2.2.1 in 3GPP TS 23.501 [2] and includes the IP address pool ID within 3GPP Vendor-Specific-Option and send it to the DHCP server. The DHCP server assigns IPv6 prefix or IPv4 address from the requested IP address pool. Multiple 3GPP-IP-Pool-Info sub-options may be sent in a DHCP request message. The DHCP server shall return the selected IP address pool ID within 3GPP Vendor-Specific-Option to the SMF or SMF+PGW-C in the DHCP successful response message (e.g. DHCPACK).
*** End of Changes ***
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