

	
3GPP TSG-CT WG4 Meeting #114	C4-230555
Athens, Greece, 27th Feb – 03rd Mar 2023										   Revision of C4-230189
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	29.273
	CR
	0539
	rev
	1
	Current version:
	18.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Stage 2 alignments for Non-seamless WLAN offload in 5GS

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell, Lenovo, Huawei

	Source to TSG:
	CT4

	
	

	Work item code:
	NSWO_5G
	
	Date:
	2023-01-23

	
	
	
	
	

	Category:
	A
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	CT4 has received a Reply LS (S2-2302171) from SA2 indicating that: 
-	a non-3GPP access network may be connected to multiple VPLMNs for 5G NSWO; and
-	the UE should be able to indicate a specific VPLMN through which its NSWO request should be sent.
This confirms the need for using a Decorated NAI for 5G NSWO in roaming scenarios. The editor's note in clause 4.1.2.5 can thus be removed.

CR 23.501 #3948 also assigns new reference points SWa' and SWd' for the interfaces between the non-3GPP access network and the NSWOF, via a 3GPP AAA Proxy in roaming scenarios.

	
	

	Summary of change:
	The editor's note in clause 4.1.2.5 is removed.
The reference point between the non-3GPP access network and the NSWOF is renamed SWa'. 
The reference point SWd' is defined. 

	
	

	Consequences if not approved:
	Incomplete specification with a remaining editor's note, missing SWd' requirements and misalignment with stage 2 on the reference point name used between the non-3GPP access network and NSWOF. NSWO in 5GS may not work correctly in roaming scenarios.

	
	

	Clauses affected:
	1, 4, 4.1.1, 4.1.2.5, 6, 6.1.1, 6.1.2.x (new)

	
	

	
	Y
	N
	
	

	Other specs
	X
	
	 Other core specifications	
	TS 23.501 CR 3948 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	




Page 1






* * * First Change * * * *
[bookmark: _Toc20213221][bookmark: _Toc36043702][bookmark: _Toc44872078][bookmark: _Toc120026507]1	Scope
The present document defines the stage-3 protocol description for several reference points for the non-3GPP access in EPS: 
-	The SWa reference point between an un-trusted non-3GPP IP access and the 3GPP AAA Server/Proxy.
-	The STa reference point between a trusted non-3GPP IP access and the 3GPP AAA Server/Proxy.
-	The SWd reference point between the 3GPP AAA Proxy and 3GPP AAA Server.
-	The SWx reference point between the 3GPP AAA Server and the HSS.
-	The S6b reference point between the 3GPP AAA Server/Proxy and the PDN GW.
-	The SWm reference point between the 3GPP AAA Server/Proxy and the ePDG.
-	The reference point between the 3GPP AAA Server/Proxy and the EIR.
The present document also defines the stage 3 protocol description for the following reference points defined for Non-seamless WLAN offload in 5GS: 
-	the SWa' reference point used between a non-3GPP WLAN access, possibly via a 3GPP AAA Proxy, and the NSWO NF for Non-seamless WLAN offload in 5GS; and 
-	the SWd' reference point between the 3GPP AAA Proxy, possibly via an intermediate 3GPP AAA Proxy, and the NSWO NF.

* * * Next Change * * * *
[bookmark: _Toc20213228][bookmark: _Toc36043709][bookmark: _Toc44872085][bookmark: _Toc120026514]4	SWa and SWa' Description
[bookmark: _Toc20213229][bookmark: _Toc36043710][bookmark: _Toc44872086][bookmark: _Toc120026515]4.1	Functionality
[bookmark: _Toc20213230][bookmark: _Toc36043711][bookmark: _Toc44872087][bookmark: _Toc120026516]4.1.1	General
The SWa reference point is defined between the untrusted non-3GPP IP access and the 3GPP AAA Server or Proxy in EPS. The definition of the reference point and its functionality is given in 3GPP TS 23.402 [3].
The SWa reference point is optionally used to authenticate and authorize the UE for the access to the EPS. It is up to the non-3GPP operator's policy whether this interface and the procedures defined in this clause are used.
NOTE:	From the EPS operator's view, the tunnel authentication and authorization procedures described in clause 7 (SWm description) and clause 9 are required to ensure the user's authentication and authorization when the UE is attached to an untrusted non-3GPP IP access.
The same procedures as defined for STa reference points are used also in the SWa, but with reduced message content. As an exception, the service authorization information update procedure is not applicable for the SWa reference point.
The SWa' reference point is also defined between the non-3GPP WLAN access, possibly via a 3GPP AAA Proxy, and the NSWOF in 5GS. The definition of the reference point and its functionality is given in clause 4.2.15 of 3GPP TS 23.501 [59] and Annex S of 3GPP TS 33.501 [60]. It reuses the same stage 3 protocol definition as defined for SWa in EPC, with specific requirements for NSWO in 5GS specified in clause 4.1.2.5.

* * * Next Change * * * *
[bookmark: _Toc120026528]4.1.2.5	SWa' procedures for NSWO in 5GS
The SWa' interface between the non-3GPP WLAN access, possibly via a 3GPP AAA Proxy, and the NSWOF shall use the same stage 3 protocol definition as for the SWa interface in EPS, with the following modifications:
-	SWa' Authentication and Authorization procedure:
-	The User Identity IE in the SWa' Authentication and Authorization Request and in the SWa' Authentication and Authorization Response shall contain the SUCI in NAI form as defined in clause 28.7.3 of 3GPP TS 23.003 [14]. In NSWO roaming scenario with a 3GPP AAA Proxy in the VPLMN (see clause 4.2.15 of 3GPP TS 23.501 [59]), the SUCI in NAI form shall be decorated as defined in clause 28.7.9 of 3GPP TS 23.003 [14] to enable the routing of SWa' signalling towards the 3GPP AAA Proxy in the VPLMN selected by the UE.  
NOTE 1:	This IE does not contain any leading digit to differentiate between authentication schemes.
NOTE 2:	The realm in the SUCI in NAI form (starting by the first label "5gc-nswo") enables to route the signaling towards an NSWOF, as opposed to sending it to a 3GPP AAA Server, if the non-3GPP WLAN access also supports SWa signaling with a 3GPP AAA Server e.g. for a 4G subscriber. 
-	EAP-AKA' as specified in RFC 5448 [27] shall be used as the authentication method. 
-	The NSWOF shall behave as specified in Annex S of 3GPP TS 33.501 [60]. The NSWOF shall send the MSK received from the AUSF in the Pairwise Master Key IE in the SWa' Authentication and Authorization Answer.
-	The SWa HSS/AAA Initiated Detach, SWa Non-3GPP Access Network Initiated Detach and SWa Re-authentication and Re-Authorization are not supported.
Editor’s note: it is FFS if this clause needs to be updated, pending SA2 reply to CT4 LS on NAI format for 5G NSWO.

* * * Next Change * * * *
[bookmark: _Toc20213341][bookmark: _Toc36043822][bookmark: _Toc44872198][bookmark: _Toc120026628]6	SWd and SWd' Description
[bookmark: _Toc20213342][bookmark: _Toc36043823][bookmark: _Toc44872199][bookmark: _Toc120026629]6.1	Functionality
[bookmark: _Toc20213343][bookmark: _Toc36043824][bookmark: _Toc44872200][bookmark: _Toc120026630]6.1.1	General
The SWd reference point connects the 3GPP AAA Proxy and the 3GPP AAA Server in EPS. The functionality of the SWd reference point is to transport authentication, authorization and related information in AAA messages including:
-	Carrying data for authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server;
-	Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA Server
-	Carrying charging signalling per user;
-	Carrying keying data for the purpose of radio interface integrity protection and encryption;
-	Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption, for the case in which the ePDG is in the VPLMN;
-	Carrying mapping of a user identifier and a tunnel identifier sent from the ePDG to the 3GPP AAA Proxy through the 3GPP AAA Server;
-	Used for purging a user from the access network for immediate service termination;
-	Enabling the identification of the operator networks amongst which the roaming occurs;
-	If QoS mechanisms are applied: carrying data for AN QoS capabilities/policies (e.g. the supported 3GPP QoS profiles) within authentication request from 3GPP AAA Proxy to 3GPP AAA Server.
-	Carrying the IP Mobility Capabilities between 3GPP AAA Proxy and 3GPP AAA Server.
The SWd' reference point is defined between the 3GPP AAA Proxy, possibly via an intermediate 3GPP AAA Proxy, and the NSWOF in 5GS. The definition of the reference point and its functionality is given in clause 4.2.15 of 3GPP TS 23.501 [59] and Annex S of 3GPP TS 33.501 [60]. It reuses the same stage 3 protocol definition as defined for SWd in EPC, with specific requirements for NSWO in 5GS specified in clause 6.1.2.x.

* * * Next Change * * * *
[bookmark: _Toc20213350][bookmark: _Toc36043831][bookmark: _Toc44872207][bookmark: _Toc120026637]6.1.2.x	SWd' procedures for NSWO in 5GS
The SWd' interface between the 3GPP AAA Proxy, possibly via an intermediate 3GPP AAA Proxy, and the NSWOF shall support the same procedures as defined for SWa' in clause 4.1.2.5.
For these procedures, the 3GPP AAA Proxy shall forward the Diameter commands received from the NSWOF and the untrusted non-3GPP access network as a stateful Diameter proxy, with the following exceptions:
-	The 3GPP AAA Proxy may reject an authentication and authorization request, if roaming is not allowed for the users of the given HPLMN.
-	When forwarding an authentication and authorization request, the 3GPP AAA Proxy shall insert the visited network identifier.

* * * End of Changes * * * *

