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	Reason for change:
	CT4 has received an LS from GSMA (C4-225023) reporting potential vulnerabilities in the 5GS due to the lack of definition of additional resource/operation-level scope in 5GC APIs (many APIs define a service-level scope only, while possibly supporting service operations with different functionalities and intended consumers).

The MBSSession API defines service operations: 

· applying to MBS session resources, to create, update and delete MBS sessions (Create, Update, Delete, StatusSubscribe, StatusUnsubscribe, StatusNotify), typically used by MBSF, NEF and/or AF. 

· applying to MBS session context resources, start or terminate MBS data transmission of multicast MBS sessions towards NG-RANs and/or PSA UPFs and to subscribe to MBS session contexts (ContextUpdate, ContextStatusSubscribe, ContextStatusUnsubscribe), used by AMF and/or SMF. 

The MBSSession API defines only one service-level scope so far. This means that when using OAuth2 based authorization tokens, any consumer of the API gets access to any of its service operations, e.g. operators cannot grant an authorization token to an AF only for creating, updating and deleting MBS sessions. 


	
	

	Summary of change:
	It is proposed to define two resource/operation-level scopes in the MBSSession API to enable the option for operators to grant authorization tokens only for accessing service operations applying to:
· MBS session resources; or
· MBS session context resources.


	
	

	Consequences if not approved:
	The API definition does not allow an operator using OAuth2 based authorization to authorize an NFc to access only service operations applying to MBS session resources or MBS session context resources. 
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* * * First Change * * * *
[bookmark: _Toc98501373][bookmark: _Toc106634664][bookmark: _Toc114825443][bookmark: _Toc122089474]6.2.9	Security
As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Nmbsmf_MBSSession API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nmbsmf_MBSSession API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nmbsmf_MBSSession service.
The Nmbsmf_MBSSession API defines a single scope "nmbsmf-mbssession" for the entire service, and it does not define any additional scopes at resource or operation levelthe following scopes for OAuth2 authorization.
Table 6.2.9-1: OAuth2 scopes defined in Nmbsmf_MBSSession API
	Scope
	Description

	"nmbsmf-mbssession"
	Access to the Nmbsmf_MBSSession API

	"nmbsmf-mbssession:mbs-sessions"
	Access to service operations applying to MBS session resources, i.e. Create, Update, Delete, StatusSubscribe, StatusUnsubscribe

	"nmbsmf-mbssession:mbs-contexts"
	Access to service operations applying to MBS session context resources, i.e. ContextUpdate, ContextStatusSubscribe, ContextStatusUnsubscribe




* * * Next Change * * * *
[bookmark: _Toc35971453][bookmark: _Toc67903570][bookmark: _Toc77761110][bookmark: _Toc81558764][bookmark: _Toc85877144][bookmark: _Toc88681599][bookmark: _Toc89678286][bookmark: _Toc98501378][bookmark: _Toc106634669][bookmark: _Toc114825448][bookmark: _Toc122089479]A.3	Nmbsmf_MBSSession API
[…]

security:
  - {}
  - oAuth2ClientCredentials:
    - nmbsmf-mbssession

paths:
  /mbs-sessions:
    post:
      summary:  Create
      tags:
        - MBS sessions collection
      operationId: Create
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
          - nmbsmf-mbssession:mbs-sessions
      requestBody:
[…]

  /mbs-sessions/{mbsSessionRef}:
    patch:
      summary:  Updates an individual MBS session resource in the MB-SMF.
      tags:
        - Individual MBS session
      operationId: Update
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
          - nmbsmf-mbssession:mbs-sessions
      parameters:
        - name: mbsSessionRef
          in: path
          required: true
          description: Unique ID of the MBS session to be modified
          schema:
            type: string
      requestBody:
[…]

    delete:
      summary:  Deletes an individual MBS session resource in the MB-SMF. 
      tags:
        - Individual MBS session
      operationId: Release
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
          - nmbsmf-mbssession:mbs-sessions
      parameters:
[…]

  /mbs-sessions/contexts/update:
    post:
      summary:  ContextUpdate
      tags:
        - MBS sessions collection
      operationId: ContextUpdate
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
          - nmbsmf-mbssession:mbs-contexts
      requestBody:
[…]

  /mbs-sessions/subscriptions:
    post:
      summary:  StatusSubscribe creating a subscription
      tags:
        - Subscriptions collection for MBS sessions
      operationId: StatusSubscribe
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
          - nmbsmf-mbssession:mbs-sessions
      requestBody:
[…]

  /mbs-sessions/subscriptions/{subscriptionId}:
    patch:
      summary:  StatusSubscribe to modify (update or renew) an individual subscription
      tags:
        - Individual Subscription for an MBS session
      operationId: StatusSubscribeMod
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
          - nmbsmf-mbssession:mbs-sessions
      parameters:
[…]

    delete:
      summary:  StatusUnSubscribe to unsubscribe from the Status Subscription 
      tags:
        - Individual Subscription for an MBS session
      operationId: StatusUnSubscribe
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
          - nmbsmf-mbssession:mbs-sessions
      parameters:
[…]

  /mbs-sessions/contexts/subscriptions:
    post:
      summary:  ContextStatusSubscribe creating a subscription
      tags:
        - Subscriptions collection for MBS contexts
      operationId: ContextStatusSubscribe
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
          - nmbsmf-mbssession:mbs-contexts
      requestBody:
[…]

  /mbs-sessions/contexts/subscriptions/{subscriptionId}:
    patch:
      summary:  ContextStatusSubscribe modifying an individual subscription
      tags:
        - Individual Subscription for an MBS context
      operationId: ContextStatusSubscribeMod
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
          - nmbsmf-mbssession:mbs-contexts
      parameters:
[…]

    delete:
      summary:  ContextStatusUnSubscribe
      tags:
        - Individual Subscription for an MBS context
      operationId: ContextStatusUnSubscribe
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
        - oAuth2ClientCredentials:
          - nmbsmf-mbssession
          - nmbsmf-mbssession:mbs-contexts
      parameters:
[…]

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nmbsmf-mbssession: Access to the Nmbsmf-MBSSession API
            nmbsmf-mbssession:mbs-sessions: >
              Access to service operations applying to MBS session resources, i.e. Create, Update,
              Delete, StatusSubscribe, StatusUnsubscribe
            nmbsmf-mbssession:mbs-contexts: >
              Access to service operations applying to MBS session context resources, i.e.
              ContextUpdate, ContextStatusSubscribe and ContextStatusUnsubscribe
  schemas:


* * * End of Changes * * * *

