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	Reason for change:
	1. The Service-level-AA payload IE is coded as below:
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According to the coding, the length of the whole IE includes three parts:
· the length of IEI filed, i.e., 1 octet;
· the length of length filed, i.e., 2 octets;
· the length of Service-level-AA payload filed;
the length filed is two octets, which means the maximum length of Service-level-AA payload filed is 65535 octets;
So the maximum length of IE is 1+2+65535=65538 octets, current maximum length of this IE is 65535 octets, correction on the maximum length is needed.

2. The ABBA IE is coded as below:
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According to the coding, the length of the whole IE includes three parts:
· the length of IEI filed, i.e., 1 octet;
· the length of length filed, i.e., 1 octet;
· the length of ABBA contents filed,
the length filed is 1 octet, which means the maximum length of ABBA contnts filed is 255 octets;
So the maximum length of IE is 1+1+255=257 octets, the maximum length needs to be added.

3. In the TS 24.501, the statement “with a length of X octets” is used, but in some place, the statement “with X octets length” is used. To keep the consistence in the spec, unify the statement as “with a length of X octets”.
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* * * First Change * * *
[bookmark: _Toc114477030][bookmark: _Toc20232391][bookmark: _Toc27746477][bookmark: _Toc36212657][bookmark: _Toc36656834][bookmark: _Toc45286495][bookmark: _Toc51947762][bookmark: _Toc51948854][bookmark: _Toc114476023]9.11.2.13	Service-level-AA payload
The purpose of the Service-level-AA payload information element is to carry the upper layer payload for authentication and authorization between the UE and the service-level-AA server.
The Service-level-AA payload information element is coded as shown in figure 9.11.2.13.1 and table 9.11.2.13.1.
The Service-level-AA payload information element is a type 6 information element with minimum length of 4 octets and maximum length of 655385 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Service-level-AA payload IEI
	octet 1

	
Service-level-AA payload length
	octet 2

octet 3

	Service-level-AA payload
	octets 4-s


Figure 9.11.2.13.1: Service-level-AA payload information element
Table 9.11.2.13.1: Service-level-AA payload information element
	Service-level-AA payload (octet 4 to octet s)
A payload for authentication and authorization transparently transported and which is provided from/to the upper layers.



* * * Next Change * * *
[bookmark: _Toc114477037]9.11.3.2	5GMM cause
The purpose of the 5GMM cause information element is to indicate the reason why a 5GMM request from the UE is rejected by the network.
The 5GMM cause information element is coded as shown in figure 9.11.3.2.1 and table 9.11.3.2.1.
The 5GMM cause is a type 3 information element with a length of 2 octets length.
	8
	7
	6
	5
	4
	3
	2
	1
	

	5GMM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.11.3.2.1: 5GMM cause information element
Table 9.11.3.2.1: 5GMM cause information element
	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	1
	1
	
	Illegal UE

	0
	0
	0
	0
	0
	1
	0
	1
	
	PEI not accepted

	0
	0
	0
	0
	0
	1
	1
	0
	
	Illegal ME

	0
	0
	0
	0
	0
	1
	1
	1
	
	5GS services not allowed

	0
	0
	0
	0
	1
	0
	0
	1
	
	UE identity cannot be derived by the network

	0
	0
	0
	0
	1
	0
	1
	0
	
	Implicitly de-registered

	0
	0
	0
	0
	1
	0
	1
	1
	
	PLMN not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Tracking area not allowed

	0
	0
	0
	0
	1
	1
	0
	1
	
	Roaming not allowed in this tracking area

	0
	0
	0
	0
	1
	1
	1
	1
	
	No suitable cells in tracking area

	0
	0
	0
	1
	0
	1
	0
	0
	
	MAC failure

	0
	0
	0
	1
	0
	1
	0
	1
	
	Synch failure

	0
	0
	0
	1
	0
	1
	1
	0
	
	Congestion

	0
	0
	0
	1
	0
	1
	1
	1
	
	UE security capabilities mismatch

	0
	0
	0
	1
	1
	0
	0
	0
	
	Security mode rejected, unspecified

	0
	0
	0
	1
	1
	0
	1
	0
	
	Non-5G authentication unacceptable

	0
	0
	0
	1
	1
	0
	1
	1
	
	N1 mode not allowed

	0
	0
	0
	1
	1
	1
	0
	0
	
	Restricted service area

	0
	0
	0
	1
	1
	1
	1
	1
	
	Redirection to EPC required

	0
	0
	1
	0
	1
	0
	1
	1
	
	LADN not available

	0
	0
	1
	1
	1
	1
	1
	0
	
	No network slices available

	0
	1
	0
	0
	0
	0
	0
	1
	
	Maximum number of PDU sessions reached

	0
	1
	0
	0
	0
	0
	1
	1
	
	Insufficient resources for specific slice and DNN

	0
	1
	0
	0
	0
	1
	0
	1
	
	Insufficient resources for specific slice

	0
	1
	0
	0
	0
	1
	1
	1
	
	ngKSI already in use

	0
	1
	0
	0
	1
	0
	0
	0
	
	Non-3GPP access to 5GCN not allowed

	0
	1
	0
	0
	1
	0
	0
	1
	
	Serving network not authorized

	0
	1
	0
	0
	1
	0
	1
	0
	
	Temporarily not authorized for this SNPN

	0
	1
	0
	0
	1
	0
	1
	1
	
	Permanently not authorized for this SNPN

	0
	1
	0
	0
	1
	1
	0
	0
	
	Not authorized for this CAG or authorized for CAG cells only

	0
	1
	0
	0
	1
	1
	0
	1
	
	Wireline access area not allowed

	0
	1
	0
	0
	1
	1
	1
	0
	
	PLMN not allowed to operate at the present UE location

	0
	1
	0
	0
	1
	1
	1
	1
	
	UAS services not allowed

	0
	1
	0
	1
	1
	0
	1
	0
	
	Payload was not forwarded

	0
	1
	0
	1
	0
	0
	0
	0
	
	Disaster roaming for the determined PLMN with disaster condition not allowed

	0
	1
	0
	1
	1
	0
	1
	1
	
	DNN not supported or not subscribed in the slice

	0
	1
	0
	1
	1
	1
	0
	0
	
	Insufficient user-plane resources for the PDU session

	0
	1
	0
	1
	1
	1
	0
	1
	
	Onboarding services terminated

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	Any other value received by the mobile station shall be treated as 0110 1111, "protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".


* * * Next Change * * *
[bookmark: _Toc20233223][bookmark: _Toc27747347][bookmark: _Toc36213538][bookmark: _Toc36657715][bookmark: _Toc45287390][bookmark: _Toc51948665][bookmark: _Toc51949757][bookmark: _Toc114477047]9.11.3.10	ABBA
The purpose of the ABBA information element is to enable the bidding down protection of security features.
The ABBA information element is coded as shown in figure 9.11.3.10.1 and table 9.11.3.10.1.
The ABBA is a type 4 information element with a minimum length of 4 octets and maximum length of 257 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	ABBA IEI
	octet 1

	Length of ABBA contents
	octet 2

	
ABBA contents
	octet 3

octet n


Figure 9.11.3.10.1: ABBA information element
Table 9.11.3.10.1: ABBA information element
	ABBA contents (octet 3-n):
indicate set of security features defined for 5GS as described in 3GPP TS 33.501 [24].


	NOTE 1:	If the UE receives the ABBA IE with a length that is set to a value of 2 and with a value of 0000H, the UE shall use the length and the contents of the ABBA IE as received from the network.

NOTE 2:	If the UE receives the ABBA IE with a length that is set to a value larger than 2 or with a value that is different from 0000H, the UE shall use the length and the contents of the ABBA IE as received from the network.



* * * Next Change * * *
[bookmark: _Toc114477148]9.11.4.2	5GSM cause
The purpose of the 5GSM cause information element is to indicate the reason why a 5GSM request is rejected.
The 5GSM cause information element is coded as shown in figure 9.11.4.2.1 and table 9.11.4.2.1.
The 5GSM cause is a type 3 information element with a length of 2 octets length.
	8
	7
	6
	5
	4
	3
	2
	1
	

	5GSM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.11.4.2.1: 5GSM cause information element
Table 9.11.4.2.1: 5GSM cause information element
	Cause value (octet 2)

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	1
	0
	0
	0
	
	Operator determined barring

	0
	0
	0
	1
	1
	0
	1
	0
	
	Insufficient resources

	0
	0
	0
	1
	1
	0
	1
	1
	
	Missing or unknown DNN

	0
	0
	0
	1
	1
	1
	0
	0
	
	Unknown PDU session type

	0
	0
	0
	1
	1
	1
	0
	1
	
	User authentication or authorization failed

	0
	0
	0
	1
	1
	1
	1
	1
	
	Request rejected, unspecified

	0
	0
	1
	0
	0
	0
	0
	0
	
	Service option not supported

	0
	0
	1
	0
	0
	0
	0
	1
	
	Requested service option not subscribed

	0
	0
	1
	0
	0
	0
	1
	1
	
	PTI already in use

	0
	0
	1
	0
	0
	1
	0
	0
	
	Regular deactivation

	0
	0
	1
	0
	0
	1
	0
	1
	
	5GS QoS not accepted

	0
	0
	1
	0
	0
	1
	1
	0
	
	Network failure

	0
	0
	1
	0
	0
	1
	1
	1
	
	Reactivation requested

	0
	0
	1
	0
	1
	0
	0
	1
	
	Semantic error in the TFT operation

	0
	0
	1
	0
	1
	0
	1
	0
	
	Syntactical error in the TFT operation

	0
	0
	1
	0
	1
	0
	1
	1
	
	Invalid PDU session identity

	0
	0
	1
	0
	1
	1
	0
	0
	
	Semantic errors in packet filter(s)

	0
	0
	1
	0
	1
	1
	0
	1
	
	Syntactical error in packet filter(s)

	0
	0
	1
	0
	1
	1
	1
	0
	
	Out of LADN service area

	0
	0
	1
	0
	1
	1
	1
	1
	
	PTI mismatch

	0
	0
	1
	1
	0
	0
	1
	0
	
	PDU session type IPv4 only allowed

	0
	0
	1
	1
	0
	0
	1
	1
	
	PDU session type IPv6 only allowed

	0
	0
	1
	1
	0
	1
	1
	0
	
	PDU session does not exist

	0
	0
	1
	1
	1
	0
	0
	1
	
	PDU session type IPv4v6 only allowed

	0
	0
	1
	1
	1
	0
	1
	0
	
	PDU session type Unstructured only allowed

	0
	0
	1
	1
	1
	0
	1
	1
	
	Unsupported 5QI value

	0
	0
	1
	1
	1
	1
	0
	1
	
	PDU session type Ethernet only allowed

	0
	1
	0
	0
	0
	0
	1
	1
	
	Insufficient resources for specific slice and DNN

	0
	1
	0
	0
	0
	1
	0
	0
	
	Not supported SSC mode

	0
	1
	0
	0
	0
	1
	0
	1
	
	Insufficient resources for specific slice

	0
	1
	0
	0
	0
	1
	1
	0
	
	Missing or unknown DNN in a slice

	0
	1
	0
	1
	0
	0
	0
	1
	
	Invalid PTI value

	0
	1
	0
	1
	0
	0
	1
	0
	
	Maximum data rate per UE for user-plane integrity protection is too low

	0
	1
	0
	1
	0
	0
	1
	1
	
	Semantic error in the QoS operation

	0
	1
	0
	1
	0
	1
	0
	0
	
	Syntactical error in the QoS operation

	0
	1
	0
	1
	0
	1
	0
	1
	
	Invalid mapped EPS bearer identity

	0
	1
	0
	1
	0
	1
	1
	0
	
	UAS services not allowed

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the UE shall be treated as 0001 1111, " Request rejected, unspecified ". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".



* * * End of Change * * *
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