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	Reason for change:
	23.303 states:
--------------
5.	The ProSe UE-to-Network Relay sends a Remote UE Report (Remote User ID, IP info) message to the MME for the PDN connection associated with the relay. The Remote User ID is an identity of the Remote UE user (provided via User Info) that was successfully connected in step 3. The MME stores the Remote User IDs and the related IP info in the ProSe UE-to-Network Relay's EPS bearer context defined in TS 23.401 [5] for the PDN connection associated with the relay.
6.	The MME forwards the Remote UE Report message to the S-GW and S-GW forwards the message to the P-GW of the UE-to-Network Relay UE. The MME may report multiple Remote UEs in one Remote UE Report message.
	For IP info the following principles apply:
-	for IPv4, the UE-to-network Relay shall report TCP/UDP port ranges assigned to individual Remote UE(s) (along with the Remote User ID);
-	for IPv6, the UE-to-network Relay shall report IPv6 prefix(es) assigned to individual Remote UE(s) (along with the Remote User ID).
--------------

However, 24.301 enables indication of a single port number, rather than TCP/UDP port ranges.

Additionally, description of the address information field is after table 9.9.4.20.2, rather than in table 9.9.4.20.2.

Additionally, the address information field is indicated in Figure 9.9.4.20.2 as mandatory but 9.9.4.20 also states "If Address type indicates No IP info, the Address information octets are not included."

	
	

	Summary of change:
	UE indicates TCP/UDP port ranges assigned to individual Remote UE(s). For interoperability with a MME complaint to earlier versions of the specifications, definition of the address information field is preserved, including, for IPv4, indication of a port number which is set to a port number from the TCP/UDP port ranges assigned to individual Remote UE(s).

Description of the address information field is moved to table 9.9.4.20.2.

The address information field is indicated in Figure 9.9.4.20.2 as optional.
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	ProSe UE-to-network relay does not report TCP/UDP port ranges assigned to individual remote UE(s), and as result the network is unable to identify which IPv4 packet was sent by which remote UE. Lawful interception of a remote UE will not be possible.
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The UE initiates the Remote UE Report procedure by sending a REMOTE UE REPORT message to the network, starting timer T3493 and entering the state PROCEDURE TRANSACTION PENDING (see example in figure 6.6.3.2.1). The UE shall include information of newly connected or disconnected remote UEs to the network in the REMOTE UE REPORT message. If any encrypted IMSI remote UE identity is included in the REMOTE UE REPORT message, the UE shall include the corresponding ProSe Key Management Function address. The UE shall include the default EPS bearer identity of the PDN connection associated with the remote UE connected to the ProSe UE-to-network relay or disconnected from the ProSe UE-to-network relay. If the UE allocated an IPv4 address to a remote UE and enabled UDP usage to the remote UE, the UE shall include in the REMOTE UE REPORT message the UDP port range assigned to the remote UE in the NAT function of ProSe layer-3 UE-to-network relay. If the UE allocated an IPv4 address to a remote UE and enabled TCP usage to the remote UE, the UE shall include in the REMOTE UE REPORT message the TCP port range assigned to the remote UE in the NAT function of ProSe layer-3 UE-to-network relay.
NOTE:	Encrypted IMSI remote UE identities corresponding to different ProSe Key Management Function addresses need to be reported using separate REMOTE UE REPORT messages.



Figure 6.6.3.2.1: Remote UE Report procedure
***** change *****
[bookmark: _Toc114844784]9.9.4.20	Remote UE context list
The purpose of the Remote UE context list information element is to provide identity and optionally IP address of a remote UE connected to, or disconnected from, a UE acting as a ProSe UE-to-network relay.
The Remote UE context list information element is coded as shown in figure 9.9.4.20.1 and table 9.9.4.20.1.
The Remote UE context list is a type 6 information element with a minimum length of 5 octets and a maximum length of 65538 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Remote UE context list IEI
	octet 1

	Length of remote UE context list contents
	octet 2 to 3

	
	

	Number of remote UE contexts
	octet 4

	
Remote UE context 1
	octet 5 to a

	
	

	
	

	
…

	

	
Remote UE context k
	octet b

	
	

	
	octet m



Figure 9.9.4.20.1: Remote UE context list
Table 9.9.4.20.1: Remote UE context list
	Remote UE context (octet 5 etc)

	

	The contents of remote UE context are applicable for one individual UE and are coded as shown in figure 9.9.4.20.2 and table 9.9.4.20.2.

	



	8
	7
	6
	5
	4
	3
	2
	1
	

	Length of remote UE context
	octet 1

	Number of user identities
	octet 2

	Length of user identity 1
	octet 3

	
User identity 1 digit 1

	odd/
even
indic
	
Type of user identity 1

	octet 4

	
User identity 1 digit p+1
	
User identity 1 digit p
	octet 5*

	
…

	

	Length of user identity v
	
octet m

	
User identity v digit 1

	odd/
even
indic
	
Type of user identity v

	octet m+1

	
User identity v digit p+1
	
User identity v digit p
	octet m+2*

	Spare
	UPRI4
	TPRI4I
	Address type
	octet j

	Spare
	Address type
	octet j

	
Address information

	octet (j+1)*

octet (j+k)*

	

UDP port range for IPv4

	octet (j+k+1)*

octet (j+k+4)*

	
TCP port range for IPv4
	octet l*

octet (l+3)*



Figure 9.9.4.20.2: Remote UE context
Table 9.9.4.20.2: Remote UE context list information element
	Odd/even indication (octet 4)
Bit

	4
	
	
	

	0
	
	
	even number of identity digits

	1
	
	
	odd number of identity digits

	

	Type of user identity (octet 4)
Bits

	3
	2
	1
	

	0
	0
	1
	Encrypted IMSI

	0
	1
	0
	IMSI

	0
	1
	1
	MSISDN

	1
	0
	0
	IMEI

	1
	0
	1
	IMEISV

	
All other values are reserved.

	

	Identity digits (octet 4 etc)

For the Encrypted IMSI, this field is coded as a 128-bit string. Bits 5 to 8 of octet 4 are not part of the encrypted IMSI and shall be coded as zero. Bit 8 of octet 5 represents the most significant bit of the encrypted IMSI and bit 1 of octet 21 the least significant bit.


	For the IMSI, this field is coded using BCD coding. If the number of identity digits is even then bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111". The format of IMSI is described in 3GPP TS 23.003 [2].

	

	For the MSISDN, this field is coded using BCD coding. The format of MSISDN is described in 3GPP TS 23.003 [2].

	

	For the IMEI, this field is coded using BCD coding. The format of the IMEI is described in 3GPP TS 23.003 [2].

	

	For the IMEISV, this field is coded using BCD coding. Bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111". The format of the IMEISV is described in 3GPP TS 23.003 [2].

Bits 64 to 8 of octet j are spare and shall be coded as zero.

	

	Address type (octet j)
Bits

	3
	2
	1
	

	0
	0
	0
	No IP Info

	0
	0
	1
	IPv4

	0
	1
	0
	IPv6

	
All other values are reserved.

	

	TCP port range for IPv4 indicator (TPRI4I) (octet j+1, bits 4)
Bits

	4
	
	
	

	0
	
	
	TCP port range for IPv4 absent

	1
	
	
	TCP port range for IPv4 present

	If the address type field is not set to "IPv4", the TCP port range for IPv4 indicator bit is set to "TCP port range for IPv4 absent".

	

	UDP port range for IPv4 indicator (TPRI4I) (octet j+1, bits 5)
Bits

	5
	
	
	

	0
	
	
	UDP port range for IPv4 absent

	1
	
	
	UDP port range for IPv4 present

	If the address type field is not set to "IPv4", the UDP port range for IPv4 indicator bit is set to "UDP port range for IPv4 absent".

	

	Address information (octet j+1 to octet j+k)

	If Address type indicates IPv4, the Address information in octet j+1 to octet j+6 contains the IPv4 address and port number. Bit 8 of octet j+1 represents the most significant bit of the IP address and bit 1 of octet j+4 the least significant bit. Bit 8 of octet j+5 represents the most significant bit of the port number and bit 1 of octet j+6 the least significant bit. The port number is a port number from the TCP port range or the UDP port range, assigned to the remote UE in the NAT function of ProSe layer-3 UE-to-network relay.
If Address type indicates IPv6, the Address information in octet j+1 to octet j+8 contains the /64 IPv6 prefix of a remote UE. Bit 8 of octet j+1 represents the most significant bit of the /64 IPv6 prefix and bit 1 of octet j+8 the least significant bit.
If Address type indicates No IP info, the Address information octets are not included.

	

	UDP port range for IPv4 (octet (j+k+1) to octet (j+k+4))

	The UDP port range for IPv4 field consists of the lowest UDP port number field followed by the highest UDP port number field, of the UDP port range assigned to the remote UE in the NAT function of ProSe layer-3 UE-to-network relay.
If the UDP port range for IPv4 indicator bit is set to "UDP port range for IPv4 present" then the UDP port range for IPv4 field is present otherwise the UDP port range for IPv4 field is absent.

	

	TCP port range for IPv4 (octet l to octet l+3)

	The TCP port range for IPv4 field consists of the lowest TCP port number field followed by highest TCP port number field, of the TCP port range assigned to the remote UE in the NAT function of ProSe layer-3 UE-to-network relay.
If the TCP port range for IPv4 indicator bit is set to "TCP port range for IPv4 present" then the TCP port range for IPv4 field is present otherwise the TCP port range for IPv4 field is absent.

	

	Each port number field is two octets long and bit 8 of first octet of the port number field represents the most significant bit of the port number and bit 1 of second octet of the port number field the least significant bit.

	

	NOTE:	In the present release of the specification, providing information for IP protocols other than UDP or TCP is not specified.



If Address type indicates IPv4, the Address information in octet j+1 to octet j+6 contains the IPv4 address and port number. Bit 8 of octet j+1 represents the most significant bit of the IP address and bit 1 of octet j+4 the least significant bit. Bit 8 of octet j+5 represents the most significant bit of the port number and bit 1 of octet j+6 the least significant bit.
If Address type indicates IPv6, the Address information in octet j+1 to octet j+8 contains the /64 IPv6 prefix of a remote UE. Bit 8 of octet j+1 represents the most significant bit of the /64 IPv6 prefix and bit 1 of octet j+8 the least significant bit.
If Address type indicates No IP info, the Address information octets are not included.
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