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* * * First Change * * * *
[bookmark: _Toc106983371]6.2.2.5	SGM server CoAP procedure
Upon reception of an CoAP POST request where the CoAP URI of the request identifies the VAL Group Documents resource URI according to the resource definition in clause C.2.1.2.2.2, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP POST request as specified in clause 6.2.1.X3, and:
1)	if the identity of the sender of the received CoAP POST request is not authorized to create the VAL group document, shall respond with a 4.03 (Forbidden) response to the CoAP POST request and skip rest of the steps;
b)	shall support handling an CoAP POST request from a SGM-C according to procedures specified in IETF RFC 7252  [12]; and
c)	shall create a new Individual VAL Group Document resource and for each VAL user in the list of members of the document shall create a new Individual Group Member resource and shall return the VAL group document and its resource URI in the CoAP 2.01 (Created) response as specified in clause C.2.1.2.2.3.1.
Upon successful creation of the group, for each group member the SGM-S shall send Group Announcement notification as specified in clause 6.2.7.5.1
* * * Next Change * * * *
[bookmark: _Toc106983382]6.2.4.4	SGM server CoAP procedure
Upon reception of an CoAP PUT request where the CoAP URI of the request identifies Individual VAL Group Document resource as described in clause C.2.1.2.3.2, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP PUT request as specified in clause 6.2.1.X3, and:
1)	if the identity of the sender of the received CoAP PUT request is not authorized to update the requested VAL group document, shall respond with a CoAP 4.03 (Forbidden) response to the CoAP PUT request and skip rest of the steps;
b)	shall support handling an CoAP PUT request from a SGM-C according to procedures specified in IETF RFC 7252  [12]; and
c)	shall update the VAL group document pointed according to the "VALGroupDocument" received in the request, and:
1)	for each new member in the group shall create a new individual group member resource; and
2)	for each member removed from the group shall delete the corresponding individual group member resource.
Upon successful modification of the group, the SGM-S shall notify all group members about the group modification by following the procedure specified in clause 6.2.8.2.3.2. 
* * * Next Change * * * *
[bookmark: _Toc106983393]6.2.5.2.4	SGM server CoAP procedure
Upon reception of an CoAP GET request where the CoAP URI of the request identifies VAL Group Documents resource as described in clause C.2.1.2.2.3.2, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.X3, and:
1)	if the sender is not authorized to fetch the requested VAL group document(s), shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [12]; and
c)	shall return a 2.05 (Content) response including all the VAL group documents matching all the given values of the query parameters.
Upon reception of an CoAP GET request where the CoAP URI of the request identifies Individual VAL Group Document resource as described in clause C.2.1.2.3.3.1, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.X3, and:
1)	if the sender is not authorized to fetch the requested VAL group document, shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [12]; and
c)	shall check if the resource pointed at by the CoAP URI exists and:
1)	if it exists, shall return the VAL document in a 2.05 (Content) response with the content of the document matching the content filtering query parameters; or
2)	otherwise, shall return a 4.04 (Not found) response.
* * * Next Change * * * *
[bookmark: _Toc106983414]6.2.7.5.1	Receiving group announcement subscription
Upon reception of an extended CoAP GET request with the CoAP URI set to the URI of the observable VAL Group Documents resource with the "memberId" query parameter and with the Observe option set to 0 (Register), the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.X3, and:
1)	if the sender is not authorized to fetch the requested VAL group document(s), shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [12]; 
c)	shall register the SGM-C as an observer of this resource with the given value of the "memberId", as per IETF RFC 7641 [14]; and
d)	shall send a CoAP 2.05 (Content) response with the Observer option set to the initial sequence number of the notification and with the payload including all the VAL group documents in which the given value of the "memberId" matches any of the group members' "memberId" attribute.
* * * Next Change * * * *
[bookmark: _Toc106983423]6.2.8.1.3.2	Create a subscription
The CoAP resource representation defines in clause C.2.1.2 the following observable resources:
a)	VAL Group Documents resource which represents a collection resource of VAL group documents, and which may be observed by the SGM-C with the purpose to be notified when the VAL user is defined as a group member; 
b)	Individual VAL Group Document which represents a single VAL group document, and which may be observed by the SGM-C with the purpose to be notified when the VAL group document is modified. By means of the content filters the SGM-C may choose the part of the VAL group document to be included in the notification. 
In order to subscribe to changes of an observable resource the SGM-C shall send an extended CoAP GET request with the CoAP URI set to the URI of the observable resource and with the Observe option set to 0 (Register) as specified in IETF RFC 7641 [14].
Upon reception of such an extended CoAP request from SGM-C where the CoAP URI of the request points at an observable resource and with the Observe option set to 0 (Register), the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.X3, and:
1)	if the sender is not authorized to fetch the requested resource, shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [12];
c)	shall register the SGM-C as an observer as per IETF RFC 7641 [14]; and
d)	shall send a CoAP 2.05 (Content) response including the current content of the resource and the Observe option with the initial sequence number of the notification.
* * * Next Change * * * *
[bookmark: _Toc106983437]6.2.9.4	SGM server CoAP procedure
Upon reception of an CoAP DELETE request where the CoAP URI of the request identifies Individual Group Member resource as described in clause C.2.1.2.4.3.3, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP DELETE request as specified in clause 6.2.1.X3, and:
1)	if the identity of the sender of the received CoAP DELETE request is not authorized to delete the requested group member resource, shall respond with a CoAP 4.03 (Forbidden) response to the CoAP DELETE request and skip rest of the steps;
b)	shall support handling an CoAP DELETE request from a SGM-C according to procedures specified in IETF RFC 7252  [12]; and
c)	shall delete the individual group member resource pointed at by the CoAP URI and shall update the "members" and "memberDetails" lists in the VAL group document.
Upon successful modification of the group, the SGM-S shall notify all group members about the group modification by following the procedure specified in clause 6.2.8.2.3.2. In the notification, the SGM-S shall send the modified VAL group document.
* * * Next Change * * * *
[bookmark: _Toc106983442]6.2.10.4	SGM server CoAP procedure
Upon reception of an CoAP GET request where the CoAP URI of the request identifies VAL Group Documents resource as described in clause C.2.1.2.2.3.2, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.X3, and:
1)	if the sender is not authorized to fetch the requested VAL group document(s), shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [12]; and
c)	shall return a 2.05 (Content) response including all the VAL group documents matching all the given values of the query parameters.
* * * End of Changes * * * *

