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1. Overall description:
ISG IPE is pleased to announce the latest Group Report (ETSI GR IPE 012) on “IPv6 based Blockchain” published this August and believe that this could be of interest to your committee:

https://www.etsi.org/deliver/etsi_gr/IPE/001_099/012/01.01.01_60/gr_IPE012v010101p.pdf 

Authored by nChain, the report outlines how IPv6 can be utilised by blockchain networks to secure direct peer-to-peer payments between end users, as well as the potential future role of IPv6 as vital infrastructure supporting the blockchain.
Bitcoin introduced a breakthrough in peer-to-peer electronic cash and payments in 2008. This paradigm enabled payments to be sent inexpensively over the Internet, allowing peers to use IP addresses to communicate and transact directly between one another on the blockchain. 
Despite its potential, this mechanism for direct payments using IP addresses was later deprecated due to contemporary vulnerabilities to attack that were associated with the IPv4-based Internet infrastructure of the time.
In this report, the model for peer-to-peer blockchain payments is revisited in the context of modern Internet protocols, such as DNSSEC and IPv6. An outline is given for how direct online payments can be reintroduced into the blockchain ecosystem by leveraging these secure modern technologies. In particular, the report outlines key-management strategies that can be used to link IPv6 addresses with blockchain payments to facilitate both online and offline exchanges of value.
The report further details a variety of applications that can be supported by the integration of IPv6 and cryptographically generated addresses (CGA) with blockchain. One such example is an on-chain private IP-to-IP messaging application.
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The on-chain data components of an example on-chain messaging scheme.

The report shows how the properties of IPv6 lend themselves to new methods for constructing direct payments between Internet users, and how these same principles can be extended to new use cases for machine-to-machine and human-to-machine payments. In this way, blockchain networks are now able the to take full advantage of the expanded address space of IPv6 and the ability to associate payments with cryptographically-generated IPv6 addresses.

https://www.etsi.org/newsroom/news/2112-2022-08-etsi-releases-new-report-on-ipv6-based-blockchain 


2. Actions:
ISG IPE invite any interested parties to provide feedback.

3. Date of next meetings of the originator:
Rapporteurs#17 call:	  25 October 2022 (online)
IPE#09 Plenary Meeting: 22 November (online)
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