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* * * First Change * * * *
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To be compliant with the HTTP procedures in the present document, a SGM-S:
-	shall support the role of XCAP server as specified in IETF RFC 4825 [3];
-	shall support the role of Group XDMS as specified in OMA OMA-TS-XDM_Group-V1_1_1 [4];
-	shall support the procedure in clause 6.2.2;
-	shall support the procedure in clause 6.2.3;
-	shall support the procedure in clause 6.2.4;
-	shall support the procedure in clause 6.2.5;
-	shall support the procedure in clause 6.2.6;
-	shall support the procedure in clause 6.2.7; and
-	shall support the procedure in clause 6.2.8.
To be compliant with the CoAP procedures in the present document the SGM-C:
-	shall support the role of CoAP server as specified in IETF RFC 7252 [15];
-	shall support the capability to observer resources as specified in IETF RFC 7641 [17];
-	shall support the block-wise transfer as specified in IETF RFC 7959 [16];
-	shall support the robust block transfer as specified in IETF draft draft-ietf-core-new-block-14 [20];
-	shall support CoAP over TCP and Websocket as specified in IETF RFC 8323 [18];
-	shall support CBOR encoding as specified in IETF RFC 8949 [19];
-	shall support the procedures in clause 6.2.2;
-	shall support the procedure in clause 6.2.3;
-	shall support the procedure in clause 6.2.4;
-	shall support the procedure in clause 6.2.5;
-	shall support the procedure in clause 6.2.6;
-	shall support the procedure in clause 6.2.7; and
-	shall support the procedure in clause 6.2.8.
NOTE:	The security mechanism to be supported for the CoAP procedures is described in 3GPP TS 24.547 [5]
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* * * Next Change * * * *

6.2.2.4	SGM client CoAP procedure
Upon receiving a request from the VAL user to create a group document, the SGM-C shall send a CoAP POST request to the SGM-S. In the CoAP POST request, the SGM-C:
a)	shall set the CoAP URI to the VAL Group Documents resource URI to according to the resource definition in clause C.2.1.2.2.2:
1)	the "apiRoot" is set to the SGM-S URI;
b)	shall include Content-Format option set to " application/vnd.3gpp.seal-group-doc+cbor ";
c)	shall include " VALGroupDocument" object:
1)	shall set "valGroupId" attribute to the VAL group identity to be created;
2)	may include "groupName" attribute containing a human readable name of the VAL group;
3)	may include "grpDesc" attribute containing a human readable description of the VAL group;
4)	if the VAL user has requested to include a list of users who are to be members of the group, shall include "memberDetails" object, and for each member:
i)	shall set "memberId" attribute to the VAL user ID or VAL UE ID; 
ii)	if the VAL user has requested this member to be an administrator of the group, shall set "membershipType" attribute to "ADMINISTRATOR";
iii)	if the VAL user has requested this member to be required to give user consent to be a member of the group, shall set "membershipType" attribute to "EXPLICIT";
iv)	if the VAL user has requested this member to not be required to give user consent to be a member of the group, shall set "membershipType" attribute to "IMPLICIT";
5)	shall include "category" attribute indicating the category of the group;
6)	shall may include one or more VAL service IDs in "valServiceIds" attribute indicating a list of supported VAL services by the group;
7)	if the request is to configure VAL group request, shall include one or more geographical area identifiers in "geoIds" attribute, each identifier indicating the geographical area to be addressed by the group;
8)	may include "priority" attribute set to the priority as specified by VAL user;
9)	may include "extGrpId" attribute identifying the member UEs of the VAL group at the 3GPP core network;
10)	may include "com5GLanType" attribute set to the 5GLAN communication type if requested by the VAL user; 
11)	may include "valGrpConf" attribute set to VAL specific configuration data if provided by the VAL user; and
d)	shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described in 3GPP TS 24.547 [5].
Upon receiving a CoAP 2.01 (Created) response, the SGM-C shall notify the VAL user about successful group creation. Based on VAL user's request, the SGM-C shall create a subscription to changes of the newly created as specified in clause 6.2.8.1.3.2 for the Individual VAL Group Document resource.
[bookmark: _Toc98783172]
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Upon receiving a request from the VAL user to update a group document, the SGM-C shall create an XML document as specified in clause 7 and shall send the XML document to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace a Document". In the HTTP PUT request, the SGM-C:
a)	shall set the Request URI to a XCAP URI identifying an XML document to be updated. In the Request-URI:
1)	the "XCAP Root" is set to the URI of the SGM-S;
2)	the "auid" is set to specific VAL service identity; and
3)	the document selector is set to a document URI pointing to a group document addressed by a group ID;
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6];
c)	shall include a Content-Type header field set to "application/vnd.3gpp.seal-group-doc+xml"; and
d)	shall include an application/vnd.3gpp.seal-group-doc+xml MIME body and in the <seal-group-doc> root element:
1)	shall set "uri" attribute to the VAL group identity to be createdupdated;
2)	may include <display-name> element containing a human readable name of the VAL group;
3)	if the VAL user has requested to include administrator users, shall include <administrators> element of a <list-service> element with list of administrator users.
4)	if the list of users available who are required to give user consent to be member for the group, shall include such list of users into the <explicit-member-list> element of a <list-service> element;
5)	if the list of users available who are members of the group, shall include such list of users into the  <list> element of a <list-service> element;
6)	shall include <common> element of a <list-service> element. The <common> element:
i)	may include <seal-subject> element indicating the title or description for the group;
ii)	shall include <category> element indicating the category of the group; and
iii)	shall include <val-services> element indicating list of supported services by the group; and
7)	shall include <val-specific-config> element of a <list-service>. The <val-specific-config> element:
i)	may include <group-priority> element to the priority as specified by VAL user
[bookmark: _Toc98783187]
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6.2.5.1.2	SGM server HTTP procedure
Upon reception of an HTTP PUT request where the Request-URI of the HTTP PUT request identifies an XML document as specified in clause 7, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP PUT request is not authorized to update the group document, shall respond with a HTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps;
b)	shall support receiving an XML document as specified in application usage of the specific vertical application according to procedures specified in IETF RFC 4825 [3] "PUT Handling".
Upon successful modification of the group, the SGM-S shall notify all group members about the group modification by following the procedure specified in clause 6.2.8.2.2.2. In the group modify notification, the SGM-S shall set the "modificationType" parameter to the value GROUP_CONFIG_UPDATE (0x03) as specified in clause B.3.
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Upon receiving a request from the VAL user to create a location based group, the SGM-C shall follow the procedure as defined in clause 6.2.2.1 with following clarifications. 
The SGM-C:
a)	shall set <category> child element of <common> element of a <list-service> element to the value "location-based" as defined in clause 7; and
b)	shall set the location of tracking area in the <geographical-idarea> child element of <common> element of a <list-service> element.;
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6.2.6.2	SGM server HTTP procedure
Upon receiving HTTP PUT request with <category> child element of <common> element of a <list-service> element set to the value "location-based", the SGM-S shall follow the procedure as defined in clause 6.2.2.2 with following clarifications. The SGM-S:
1a)	shall obtain the list of users based on location as specified in clause 6.2.x 9 of 3GPP  TS  24.545  [11] and update include the list of users in the group document.
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In order to subscribe to group announcements, the SGM-C shall send an extended CoAP GET request with the CoAP URI set to the URI of the observable VAL Group Documents resource and with the "memberId" query parameter set to the VAL user ID or VAL UE ID and with the Observe option set to 0 (Register) as specified in IETF RFC 7641 [14].
Upon receiving a CoAP 2.05 (Content) response that matches the extended CoAP GET request which initiated the subscription, and which contains the Observe option, the SGM-C:
a)	shall handle the response according to IETF RFC 7641 [14]; 
b)	shall compare the received list of the VAL group documents with the local list of VAL group documents to determine the new group(s) in which the VAL user is a member, and for each such new group:
1)	shall notify the VAL user about announcement of group with "valGroupId",  "groupName" and "grpDesc"; and
2)	if VAL user's "membershipType" value is "EXPLICIT", the SGM-C shall ask VAL user to join the group; and
c)	shall update the local list of VAL group documents, and may also decide to store the group announcement based on user's request.
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[bookmark: _Toc98783215]6.2.7.5.1	Receiving group announcement subscription
Upon reception of an extended CoAP GET request with the CoAP URI set to the URI of the observable VAL Group Documents resource with the "memberId" query parameter and with the Observe option set to 0 (Register), the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.X, and:
1)	if the sender is not authorized to fetch the requested VAL group document(s), shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [12]; 
c)	shall register the SGM-C as an observer of this resource with the given value of the "memberId", as per IETF RFC 7641 [14]; and
d)	shall send a CoAP 2.05 (Content) response with the Observer option set to the initial sequence number of the notification and with the payload including all the VAL group documents in which the given value of the "memberId" matches any of the group members'  "memberId" attribute.
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[bookmark: _Toc98783224]6.2.8.1.3.2	Create a subscription
The CoAP resource representation defines in clause C.2.1.2 the following observable resources:
a)	VAL Group Documents resource which represents a collection resource of VAL group documents, and which may be observed by the SGM-C with the purpose to be notified when the VAL user is defined as a group member; 
b)	Individual VAL Group Document which represents a single VAL group document, and which may be observed by the SGM-C with the purpose to be notified when the VAL group document is modified. By means of the content filters the SGM-C may choose the part of the VAL group document to be included in the notification. 
In order to subscribe to changes of an observable resource the SGM-C shall send an extended CoAP GET request with the CoAP URI set to the URI of the observable resource and with the Observe option set to 0 (Register) as specified in IETF RFC 7641 [14].
Upon reception of such an extended CoAP request from SGM-C where the CoAP URI of the request points at an observable resource and with the Observe option set to 0 (Register), the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.X, and:
1)	if the sender is not authorized to fetch the requested resource, shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [12];
c)	shall register the SGM-C as an observer as per IETF RFC 7641 [14]; and
d)	shall send a CoAP 2.05 (Content) response including the current content of the resource and the Observer option with the initial sequence number of the notification.
[bookmark: _Toc98783225]
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6.2.8.1.3.3	Delete a subscription
In order to unsubscribe from changes of an observable resource the SGM-C shall send a CoAP GET request matching the CoAP GET request used to create the subscription but with the Observe option set to 1 (Deregister) as specified in IETF RFC 7641 [14].
Upon reception of a CoAP GET that matches an active subscription but with the Observe option set to 1 (Deregister), the SGM-S:
a)	shall perform the steps as for a normal CoAP GET request for the observable resource;
b)	shall deregister the SGM-C as an observer as per IETF RFC 7641 [14]; and
c)	shall send a CoAP 2.05 (Content) response including the current content of the resource and shall not include the Observer option.
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This operation retrieves VAL group information satisfying filter criteria. 
This method shall support the URI query parameters specified in table C.2.1.2.3.3.1-1.
Table C.2.1.2.3.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	group-members
	boolean
	O
	0..1
	This is a content filtering flag. When set to "'true"', it indicates to the SGM-S to include the members list information of the VAL group. Set to "false" or omitted otherwise.

	group-member-details
	boolean
	O
	0..1
	This is a content filtering flag. When set to "'true"', it indicates to the SGM-S to include the details of all the members of the VAL group. Set to "false" or omitted otherwise.

	group-configuration
	boolean
	O
	0..1
	This is a content filtering flag. When set to "'true"', it indicates to the SGM-S to include the configuration information of the VAL group. Set to "false" or omitted otherwise.



This method shall support the request options specified in table C.2.1.2.3.3.1-2, the response data structures and response codes specified in table C.2.1.2.3.3.1-3, and the response options specified in table C.2.1.2.3.3.1-4.
Table C.2.1.2.3.3.1-2: Options supported by the GET Request on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Observe
	Uinteger
	O
	0..1
	When set to 0 (Register) it extends the GET request to subscribe to the changes of this resource.
When set to 1 (Deregister) it cancels the subscription.

	NOTE:	Other request options also apply in accordance with normal CoAP procedures.



Table C.2.1.2.3.3.1-3: Data structures supported by the GET Response payload on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	VALGroupDocument
	M
	1
	2.05 Content
	The VAL group information based on the request from the VAL server.
This response shall include VAL group members list if group-members flag is set to "true" in the request, VAL group member details if group-member-details flag is set to "true" in the request, VAL group configuration information if the group-configuration flag is set to "true" in the request, VAL group identifier, the whole VAL group document resource if all the flags are omitted/set to "false" in the request. 

	NOTE:	The mandatory CoAP error status codes for the GET method listed in table C.1.3-1 of 3GPP TS 24.546 [23] also apply.



Table C.2.1.2.3.3.1-4: Options supported by the 2.05 Response Code on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Observe
	Uinteger
	O
	0..1
	Sequence number of the notification.

	NOTE:	Other response options also apply in accordance with normal CoAP procedures.
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Table C.2.1.3.2.2-1: Definition of type VALGroupDocument
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	valGroupId
	string
	M
	1
	This is VAL group identity (VAL group ID) as per TS 23.434 [2], which is a unique identifier within the VAL service that represents a VAL group, set of VAL users or VAL UEs according to the VAL service.
	

	category
	GroupCategory
	M
	1
	Indicates the category of the group, e.g. "normalNORMAL" or "location-basedLOCATION_BASED".
	

	groupName
	string
	O
	0..1
	A human readable name of the VAL group.
	

	grpDesc
	string
	O
	0..1
	Text description of the VAL group.
	

	members
	array(ValTrgetUe)
	O
	1..N
	List of VAL User IDs or VAL UE IDs, which are members of the VAL group.
	

	memberDetails
	array(GroupMember)
	O
	1..N
	List of detailed member information for each member of the VAL group.
	

	valGrpConf
	string
	O
	0..1
	Configuration data for the VAL group, provided by the VAL client.
	

	valServiceIds
	array(string)
	O
	1..N
	List of VAL services whose communications are enabled on the group.
	

	resUri
	Uri
	O
	0..1
	The URI for individual VAL group document resource. (NOTE)
	

	extGrpId
	ExternalGroupId
	O
	0..1
	The external group identifier, identifying the member UEs of the VAL group at the 3GPP core network.
	

	com5GLanType
	Com5GLanType
	O
	0..1
	Identifies the 5G LAN-Type communication.
	

	geoIds
	array(GeographicalAreaId)
	O
	1..N
	List of geographical area ids addressed by the VAL group.
	

	priority
	GroupPriority
	O
	0..1
	Indicates VAL group priority among different VAL groups within VAL service.
	

	NOTE:      The "resUri" attribute is set by the SGM-S and is not modifiable by the SGM-C.
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Table C.2.1.3.3.2-1: Enumeration MembershipType
	Enumeration value
	Description
	Applicability

	ADMINISTRATOR
	This type of group membership indicates that the group member is an administrator of the group and has special authorities as defined by VAL service to manage the group. The administrator is not required to perform explicit registration to join the group.
	

	EXPLICIT
	This type of group membership indicates that the group member is an explicit member who is not an administrator of the group and who is required to perform explicit registration to join the group.
	

	IMPLICIT
	This type of group membership indicates that the group member is an implicit member who is not an administrator of the group and who is not required to perform explicit registration to join the group.
	




* * * End of Changes * * * *
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