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Reason for change on top of revision 1 agreed in Apr 2022 CT1 meeting:

33.503 subclause 6.3.3.2.1 also describes usage of the key request procedure when a 5G ProSe direct link security mode control procedure is rejected by the 5G ProSe remote UE due to authentication synchronisation error.
----------------
5b. ...
Handling of synchronization failure (for details of synchronization failures – see TS 33.102[11]) when UE processes the authentication challenge in the GPI is performed similarly to clause 6.7.3.2.1.2 in TS 33.303 [4]. The 5G ProSe UE-to-Network Relay shall send the key request message to the 5G PKMF of the 5G ProSe Remote UE via the 5G PKMF of the 5G ProSe UE-to-Network Relay upon receiving the Direct Security Mode Failure message from the 5G ProSe Remote UE. The key request message shall include the RAND and AUTS received from the 5G ProSe Remote UE. The 5G PKMF of the 5G ProSe Remote UE shall request GPI as described in step 4c.
----------------

On top of the RAND and AUTS, the 5G ProSe UE-to-network relay UE also needs to include in the key request message:
- HPLMN ID to enable forwarding of the key request message parameters from the 5G PKMF of the 5G ProSe UE-to-network relay UE to the 5G PKMF of the 5G remote UE.
- the relay service code and the KNRP freshness parameter 1 to enable the 5G PKMF of the 5G remote UE to create KNRP.

Summary of change on top of revision 1 agreed in Apr 2022 CT1 meeting:

The key request procedure is also used when a 5G ProSe direct link security mode control procedure is rejected by the 5G ProSe remote UE due to authentication synchronisation error. In such case, AUTS and RAND are included in the <key-request> element instead of SUCI or PRUK ID, and GPI are included in the <key-accept> element.
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***** change *****
8.2.X.2.4	Key request procedure
8.2.X.2.4.1	General
The purpose of the key request procedure is for a UE acting as a 5G ProSe UE-to-network relay to obtain security parameter needed for establishment of 5G ProSe direct link with a 5G ProSe remote UE.
8.2.X.2.4.2	Key request procedure initiation
The UE shall initiate the key request procedure:
a)	when the UE acting as a 5G ProSe UE-to-network relay for a relay service code receives a request to establish a 5G ProSe direct link from a 5G ProSe remote UE; and
b)	when a 5G ProSe direct link security mode control procedure is rejected by the 5G ProSe remote UE due to the authentication synchronisation error.
The UE shall initiate the key request procedure by sending a PROSE_KEY_REQUEST message with the <key-request> element. In the <key-request> element, the UE:
a)	shall include a new transaction ID;
b)	shall include the relay service code for which the 5G ProSe direct link is requested to be established;
c)	if the key request procedure is initiated upon reception of a request to establish a 5G ProSe direct link from a 5G ProSe remote UE, shall include the SUCI or the PRUK ID of the 5G ProSe remote UE, received from the 5G ProSe remote UE;
d)	shall include the KNRP freshness parameter 1, received from the 5G ProSe remote UE;
e)	shall include the PLMN identity of the HPLMN of the the 5G ProSe remote UE, if received from the 5G ProSe remote UE; and
[bookmark: _Hlk101857290][bookmark: _Hlk101856772]f)	if the key request procedure is initiated upon a 5G ProSe direct link security mode control procedure being rejected by the 5G ProSe remote UE due to the authentication synchronisation error, shall include the AUTS and the RAND, received from the 5G ProSe remote UE.
Figure 8.2.X.2.4.2.1 illustrates the interaction of the UE and the 5G PKMF in the Key request procedure.


Figure 8.2.X.2.4.2.1: Key request procedure
8.2.X.2.4.3	Key request procedure accepted by the 5G PKMF
Upon receiving a PROSE_KEY_REQUEST message with the <key-request> element, if:
a)	the PROSE_KEY_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe UE-to-network relay for the relay service code indicated in the PROSE_KEY_REQUEST message and to provide service to the 5G ProSe remote UE identified by the SUCI or the PRUK ID of the 5G ProSe remote UE and the PLMN identity of the HPLMN of the 5G ProSe remote UE, if any, indicated in the PROSE_KEY_REQUEST message; and
b)	the 5G ProSe remote UE identified by the SUCI or the PRUK ID of the 5G ProSe remote UE and the PLMN identity of the HPLMN of the 5G ProSe remote UE, if any, indicated in the PROSE_KEY_REQUEST message is authorized to act a remote UE for the relay service code indicated in the PROSE_KEY_REQUEST message;
the 5G PKMF shall send a PROSE_KEY_RESPONSE message containing a <key-accept> element. In the <key-accept> element, the 5G PKMF:
a)	shall include the transaction ID set to the value of the transaction ID received in the PROSE_KEY_REQUEST message;
b)	shall include the KNRP;
c)	shall include the KNRP freshness parameter 2;
d)	shall include the PC5 security policies corresponding to the relay service code; and
e)	if the AUTS and the RAND are included in the PROSE_KEY_REQUEST message or a new PRUK is required, then shall include the GBA push information (GPI).
If the 5G ProSe remote UE is served by another 5G PKMF, the 5G PKMF of the 5G ProSe UE-to-network relay requests the 5G PKMF of the 5G ProSe remote UE to check that the 5G ProSe remote UE identified by the SUCI or the PRUK ID of the 5G ProSe remote UE and the PLMN identity of the HPLMN of the 5G ProSe remote UE, if any, indicated in the PROSE_KEY_REQUEST message, is authorized to act a remote UE for the relay service code indicated in the PROSE_KEY_REQUEST message and to provide the KNRP, the KNRP freshness parameter 2, the PC5 security policies corresponding to the relay service code and optionally the GBA push information (GPI).
8.2.X.2.4.4	Key request procedure completion by the UE
Upon receipt of the PROSE_KEY_RESPONSE message with the <key-accept> element, if the transaction ID contained in the <key-accept> element matches the value sent by the UE in a PROSE_KEY_REQUEST message with the <key-request> element, the UE shall use the KNRP, the KNRP freshness parameter 2, the PC5 security policies corresponding to the relay service code and the GBA push information (GPI), if received, in the 5G ProSe direct link establishment.
8.2.X.2.4.5	Key request procedure not accepted by the 5G PKMF
If the PROSE_KEY_REQUEST message with <key-request> element cannot be accepted by the 5G PKMF, the 5G PKMF shall send a PROSE_KEY_RESPONSE message containing a <key-reject> element. In the <key-reject> element, the 5G PKMF shall include the transaction ID set to the value of the transaction ID received in the PROSE_KEY_REQUEST message and shall include an appropriate PC8 control protocol cause value.
Upon receipt of the PROSE_KEY_RESPONSE message with the <key-reject> element, if the transaction ID contained in the <key-reject> element matches the value sent by the UE in a PROSE_KEY_REQUEST message with the <key-request> element, the UE shall consider the key request procedure as rejected.
8.2.X.2.4.6	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	Indication from the transport layer of transmission failure of PROSE_KEY_REQUEST message (e.g., after TCP retransmission timeout)
	The UE shall close the existing secure connection to the 5G PKMF, establish a new secure connection and then restart the key request procedure.
b)	No response from the 5G PKMF after the PROSE_KEY_REQUEST message has been successfully delivered (e.g., TCP ACK has been received for the PROSE_KEY_REQUEST message)
	The UE shall retransmit the PROSE_KEY_REQUEST message.
NOTE:	The timer to trigger retransmission and the maximum number of allowed retransmissions are UE implementation specific.
8.2.X.2.4.7	Abnormal cases in the 5G PKMF
The following abnormal cases can be identified:
a)	Indication from the lower layer of transmission failure of PROSE_KEY_RESPONSE message
	After receiving an indication from lower layer that the PROSE_KEY_RESPONSE message has not been successfully acknowledged (e.g., TCP ACK is not received), the 5G PKMF shall abort the procedure.
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