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	Reason for change:
	As specified in clause 6.10.11.2, for indirect communcation with delegated discovery: 
a) The SCP requests an access token from the NRF if no access token is available for an incoming service request. To make the SCP application-unaware, the NFc indicates the scope of the request in in the 3gpp-Sbi-Access-Scope header and the SCP requests an access token for the corresponding scope to the NRF. 
b) When forwarding the service response to the NFc, the SCP may include the access token for reuse by the NFc in subsequent service requests. 

1) Although this is already hinted in clause 5.2.3.2.16, it should be clarified that the NFc sets the 3gpp-Sbi-Access-Scope header to the scopes defined for the corresponding resource/operation in the API, i.e. it shall contain the service-level scope and, if defined for the corresponding resource/operation in the API, the additional resource/operation-level scope. 

Note that for a resource/operation for which the API defines a resource/operation-level scope, the NF service consumer does not and need not know whether the NF service producer is configured to require the resource/operation level scope or not.

2) Clause 5.2.3.2.16 and 6.10.11.2.1 specify that "the SCP copies the value of the 3gpp-Sbi-Access-Scope header received in an incoming service request into the scope parameter of the Nnrf_Get Access Token Request" and “the SCP should use the access scope information received in the 3gpp-Sbi-Access-Scope header to determine the access scope required for access authorization for an incoming service request". 

TS 29.500 should not rule out the option for the SCP to additionally consider the scopes expected by the NFp to determine the scopes it requests to the NRF for the access token. For a resource/operation for which the API defines a resource/operation-level scope, and for which the NFp is not configured to require the resource/operation-level scope, this can avoid the risk that an NRF rejects the access token request. 

Additionally, it is also proposed to recommend an NRF that receives an access token request for a service-level scope and a resource/operation specific scope for an NFp that is not configured to require a resource/operation specific scope, to accept the request and grant a token for the service-level scope only, if the request is authorized otherwise. This can avoid the risk that an NRF rejects the access token request if the SCP request was based on the 3gpp-Sbi-Access-Scope header only. 

3) For a resource/operation for which the API defines a resource/operation-level scope, if the NFp is not configured to require a resource/operation-level scope, the SCP will obtain an access token with a service-level scope only. The SCP may forward this token to the NFc in the service response, as per existing requirements.

When sending a later request for a resource/operation defined in the API with an additional resource/operation-level scope, the NFc may wrongly determine that the earlier received token with the service-level scope only is not valid for the request. If so, NFc would not include the earlier received token in the new request, which results in SCP requesting again a new token to the NRF, when the token that was stored by NFc would have been valid. This results in SCP unnecessarily requiring a lot of new access tokens to the NRF. 

Alternatively, if the NFc includes the received token with the service-level scope only in the new service request, but with 3gpp-Sbi-Access-Scope header including also an additional resource/operation-level scope, the SCP may wrongly assume that the token is not valid for the request (since the scopes are not matching) and requests a new token to the NRF, when the token would have been valid. This also results in SCP unnecessarily requiring a lot of new access tokens to the NRF.


	
	

	Summary of change:
	1) It is clarified that the NFc sets the 3gpp-Sbi-Access-Scope header to the scopes defined for the corresponding resource/operation in the API, i.e. it shall contain the service-level scope and, if defined for the corresponding resource/operation in the corresponding API, the additional resource/operation-level scope. 

2) The SCP may request an access token to the NRF for a list of scopes that is the intersection of the scopes indicated in the 3gpp-Sbi-Access-Scope header and the scopes expected by the NFp (as indicated in the NFp profile). Additionally, an NRF that receives an access token request with a service-level scope and a resource/operation specific scope for an NFp that is not configured to require a resource/operation specific scope should accept the request and grant a token for the service-level scope only, unless the request cannot be authorized for other reasons.  

3) When sending a later request for a resource/operation defined with an additional resource/operation-level scope in the API, the NFc may reuse an access token it has received earlier if it has a matching service-level scope only, i.e. if the new service request also requires a resource/operation-level scope that is not indicated in the scope of the access token received in the previous service response. In this case: 
· the NFc includes the 3gpp-Sbi-Access-Scope header indicating the scopes required for the specific resource/operation (as defined in the API); and
· the SCP should consider that the access token is valid for the service request if the NF service producer does not require the resource/operation-level scope; otherwise, the SCP shall request a new access token for the service request.


	
	

	Consequences if not approved:
	Interoperability issues and request failures if the 3gpp-Sbi-Access-Scope header is not set appropriately. 
Failures to reuse access tokens stored at NFc for requests defined with a service-level scope and a resource/operation-level scope, if the NFp is not configured to require the resource/operation-level scope, resulting in massive number of access token requests sent from the SCP to the NRF when valid tokens obtained earlier could have been reused.
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* * * First Change * * * *
[bookmark: _Toc98272301]5.2.3.2.16	3gpp-Sbi-Access-Scope
The header indicates the access scope of the service request for NF service access authorization, as defined in clauses 6.7.3 and 6.10.11.
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Access-Scope = "3gpp-Sbi-Access-Scope" ":" OWS scope-token *(SP scope-token)
Scope-token = 1*NQCHAR
Scope-token shall consist of a list of space-delimited, case-sensitive strings, containing the NF service name of the NF service producer corresponding to the service request and, if defined for the specific resource/operation in the corresponding API, or the additional resource/operation-level scope defined by each service API. 
NQCHAR is defined in Appendix A of IETF RFC 6749 [22].
NOTE 1:	This corresponds to the "scope" syntax defined for OAuth in clauses 3.3 and A.4 of IETF RFC 6749 [22] and also to the syntax of the "scope" parameter in AccessTokenReq in 3GPP TS 29.510 [8]. This enables the SCP to copy the value of the 3gpp-Sbi-Access-Scope header received in an incoming service request into set the scope parameter of in the Nnrf_Get Access Token Request to the value of the 3gpp-Sbi-Access-Scope header received in an incoming service request, or to a list of scopes that is the intersection of the scopes indicated in the 3gpp-Sbi-Access-Scope header and the scopes expected by the NF Service producer (as registered in its NF profile).
NOTE X:	For indirect communication with delegated discovery (see clause 6.10.11.2), for a specific resource / operation for which the API defines a resource/operation-level scope, the NF service consumer does not and need not know whether the NF service producer is configured to require the resource/operation level scope or not. The setting of the 3gpp-Sbi-Access-Scope header is the same regardless of whether the NF service producer is configured to require the resource/operation level scope or not. 
EXAMPLE:	3gpp-Sbi-Access-Scope: nhss-ims-uecm nhss-ims-uecm:authorize:invoke

* * * Next Change * * * *
[bookmark: _Toc98272703]6.10.11.2	Authorization for indirect communication with delegated discovery
[bookmark: _Toc98272704]6.10.11.2.1	General
When the NF service consumer is configured to use delegated service discovery, requirements in clause 13.4.1.3.2 of 3GPP TS 33.501 [17] shall apply with the following additions.
If the NF service consumer received an access token in a previous service response that is valid for the new service request, the NF service consumer should include the access token in the Authorization header in the service request. An access token received in a previous service response is valid for the new service request if:
-	it has a matching scope, or it has a matching service-level scope only (i.e. the new service request also requires a resource/operation-level scope that is not present in the scope of the access token received in the previous service response); and 
-	it has a matching audience (i.e. matching producer's NF type or NF instance ID);
-	it has a matching producer's NF set ID, S-NSSAI, NSI and PLMN ID, if the access token contains a producer NF set ID, S-NSSAI, NSI and PLMN ID respectively; and
 -	the access token has not expired.
NOTE 1:	If the NF service consumer has multiple cached access tokens that are valid for a service request, it is left for implementation how to select the access token to include in the request. Access tokens with a matching scope, if any, are to be used in preference to access tokens with a matching service-level scope only.
NOTE X:	Including an access token that has a matching service-level scope only but not a matching resource/operation-level scope enables the reuse of the access token when the NF service producer is not configured to require the resource/operation-level scope. 
If the NF service consumer does not include an access token in the service request, or if it does but the access token has a matching service-level scope only but not a matching resource/operation-level scope, or if does but the access token is NF instance specific and reselection of a different producer instance may apply at the SCP (e.g. a routing binding header or a discovery header provides the producer's NF set ID), the NF service consumer shall include in the service request:
-	the necessary NF service discovery factors to be used by the SCP for the Service access authorization procedures, as specified in clause 6.10.3.2; and
-	the 3gpp-Sbi-Access-Scope header indicating the access scope of the service request for access authorization, as defined for the specific resource/operation in the corresponding API (see clause 5.2.3.2.16).
The NF service consumer may also include its Client Credentials Assertion as specified in clause 6.7.5.
The SCP should use the access scope information received in the 3gpp-Sbi-Access-Scope header to determine the access scope required for access authorization for an incoming service request. The SCP may also use the scopes required by the NF service producer (as registered in its NF profile) for this determination and, if a new access token is required, request an access token to the NRF for a list of scopes that is the intersection of the scopes indicated in the 3gpp-Sbi-Access-Scope header and the scopes expected by the NF Service producer.
If the NF service consumer has included an access token in the service request without including the 3gpp-Sbi-Access-Scope header, or if the SCP has a cached granted access token that matches the service request, the SCP should reuse the available access token. If the NF service consumer has included an access token in the service request and the 3gpp-Sbi-Access-Scope header, the 3gpp-Sbi-Access-Scope header contains multiple scopes, and the access token has a matching scope only for a subset of the scopes present in the 3gpp-Sbi-Access-Scope header, the SCP should consider that the access token has a valid scope for the service request if the NF service producer does not require any scope not granted in the Access Token (as determined from its NF profile); otherwise, the SCP shall request a new access token for the service request. 
NOTE Y:	This allows the SCP to consider that an access token has a valid scope if the 3gpp-Sbi-Access-Scope header contains a service-level scope and a resource/operation-level scope, the access token has a scope matching only the service-level scope, and the NF service producer is not configured to require the resource/operation-specific scope. 
When the NRF receives a request to obtain an access token for a list of scopes, but the NF service producer's profile does not allow to grant a token for all the requested scopes, the NRF should grant an access token but restricted to the allowed scope, unless the request cannot be authorized for other reasons.
NOTE Z:	This allows the NRF to grant an access token for a service-level scope, in response to an access token request for a list of scopes including a service-level scope and a resource/operation-level scope, when the NF service producer's profile is not configured to require the resource/operation-level scope. 
When the SCP requests an access token for a service request, the SCP may include the access token it has obtained from the NRF in the service response it forwards to the NF service consumer, by including the 3gpp-Sbi-Access-Token header, for possible re-use in subsequent service requests by the NF service consumer. The NF service consumer should store the access token received in a service response and use it in subsequent service requests as defined above.

* * * End of Changes * * * *


